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Tunneling VS Split tunnel

Send local traffi¢ for print server to APC through Internet
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1. Set WLAN interface to Tunnel mode

= [Configuration] = [WLANs]=> WLAN => “CAPWAP TUNNEL MODE” = 802.3 Tunnel
select
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Wwireless EITtEPPFiSE Monitor Configuration Administration Help
General Security 802.11a/n/fac 802.11b/g/n Advanced
Controller » = WLANs > WLANs > General
WLANs -
Radio 4 ® LD
PROFILE NAME wlan10
Access Points SSID SEC tunnel
AP Groups AP GROUP LISTS default )
INTERFACE GROUP station -
Security - ——————
RADIO AREA 1 BGHz
AAA o s Tl o]
' CAPWAP TUNNEL MODE ° 8023 Tunnel -
Captive Portal L SUPPRESS SSID SO Enable @ Disaple
MAC Filter AAA OVERRIDE @ Enable @ Disable
HERESS SITOT LS M MAX. ALLOWED STATIONSON A BSS © 127
Time Profile ADMIN STATUS Enable @ Disable
IP ACL
Access Group(Interface)
Access Group(System) Foot Notes :
Firewall » 1. [Warning] If changed, applicable WLAN's BSS service will be created/deleted..
NAT b 2.[Warninag] If changed, applicable WLAN's B5S service will be restarted.
EE e — 3. We are able to set a limit to the maximum number of stations which are accommedated on an AP BSS basis. When using Open security mode, Max 127 users can
O'2 Based Access Lantro ' be associated in a BSS. Max Allowed station number may change according to the kinds of WLAN security mode such as CCMP or TKIP.
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2. Make ACL rule for split tunnel

» [Configuration] = [Security]=> Access Control Lists = IP ACL = Add
- Example) “TCP destination port = 9100” is allowed for split tunnel
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Security > Access Control Lists > IP ACL > Add
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3. Add split tunnel ACL to ACL profile

= [Configuration] = [Security]=> Role Based Access Control &> ACL Profile
- |f ACL profile is not exist, make ACL profile first.
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Security > Role Based Access Control > ACL Profile > Edit
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Radio w PROFILE NAME aclprofle_new
Access Points ACL COUNT 1
AP Groups Selected All
Security . split_acl_new preAuth ip_acl1
ip_acl2 split_acl
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4. Set split tunnel ACL to AP group or AP

= [Configuration] =[AP groups]=> “Select any remote AP group” = Remote AP Group
- ACL Profile
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AP Groups > Remote AP Group > ACL Profile
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