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Samsung A

Day 2 Outline Wireless Enterprise™

1. Lab Exercise 3. Advanced Deployment
« 1.1 Complete Rebuild « 3.1 Remote AP

« 3.2 Internal Radius Server
2. APC and AP Troubleshooting « 3.4 Quality of Service
« 2.1 System Logs - 3.5VQM
e 2.2 Station Tracking « 3.6 Root and Repeater AP
« 2.3 Packet Capture « 3.7 SNMP

2.4 Tech Support

4. Security
e 4.1 Firewall / ACL

« 4.2 Captive Portal
* 4.3 Web Passthrough
» 4.4 Conditional Web Redirection
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1. Lab Exercise Wireless Enterprise”

1. Lab Exercise
1.1 Complete Rebuild

Use the WLAN_day2morning_ LAB to complete
Please complete this lab by 12:00pm.
The instructor is here to help
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2. APC and AP Troubleshooting Wireless Enterprise”

2. APC and AP Troubleshooting
2.1 System Logs

2.2 Station Tracking

2.4 Tech Support

2.5 Interference Devices

2.6 Rogue AP’s and Stations
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2.1 System Logs Wireless Enterprise”

Alarm/Event
Debug log/detailed log
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Samsung

2.1 System Logs Wireless Enterprise”

ALARM WEC8500# show alarm conf
Alarm Log Configuration
WEC8500# show alarm info | | T T TTTTTTTOTTmmmTmmm T
1 system MAJ Software Down Alarm Group Filter all
2 system MAJ Cpu Load Alarm Alarm Level Filter minor
3 system MAJ Memory Usage Alarm Alarm Log File Size 10 MBytes
4 system MAJ Disk Usage Alarm Alarm Log File Count 2
5 system MAJ Fan Rpm Alarm Alarm Log STD Out Off
6 system CRT System Temperature Alarm
7 system CRT System Thermal Runaway
8 system MAJ DHCP Sever Connect Failure WEC8500# show alarm list all
9 system MAJ DNS Server Connect Failure 1 system 2013-04-02 10:54:34 MAJ APC Power Module Fail POWERO
10 system MAJ NTP Server Connect Failure 2 network  2013-04-02 10:54:31 MAJ APC ge6 NET Link dn
11 system CRT Fan Fail alarm AdminStatus[up] OperStatus[down]
12 system CRT Temperature Sensor Fail 3 network  2013-04-02 10:54:31 MAJ APC ge5 NET Link dn
13 system MAJ Power Module Fail AdminStatus[up] OperStatus [down]
14 ap CRT Duplicated IP 4 network  2013-04-02 10:54:31 MAJ APC ge7 NET Link dn
15 ap CRT No Radio AdminStatus[up] OperStatus[down]
16 ap CRT License Expired 5 network 2013-04-02 10:54:31 MAJ APC xe2 NET Link dn
17 ap MAJ BSS INTERFACE DN AdminStatus[up] OperStatus[down]
18 ap MAJ AP 6 network  2013-04-02 10:54:31 MAJ APC ge8 NET Link dn
19 ap MAJ AP CPU Load High AdminStatus[up] OperStatus[down]
20 ap MAJ AP MEM Usage High 7 network 2013-04-02 10:54:31 MAJ APC xel NET Link dn
21 ap MAJ AP Monitor Device Fail AdminStatus[up] OperStatus[down]
22 ap MAJ AP RADIO CARD TX FAIL 8 network  2013-04-02 10:54:29 MAJ APC mgmtO NET Link dn
23 ap MIN AP CHANNEL BUSY AdminStatus[up] OperStatus[down]
24 ap MAJ AP DISK USAGE HIGH
25 wifi MIN CAC Minor Calls
26 wifi MAJ CAC Major Calls
27 wifi MAJ CLUSTER APC Lost Connection WEC8500# show alarm list ©?
28 security CRT Radius Servers Failed
29 network MAJ NET Link dn all Display the list of active alarms
30 se MIN SE VQOM Excess Burst group Display the list of active alarms for
31 se MIN SE VQM Excess Delay specific group
32 se MIN SE VOM Low MOS level Display the list of active alarms for
33 se CRT SE NFM SE_RESTART specific level
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2.1 System Logs Wireless Enterprise”

# Alarm Log Size(Default : 10MBytes) is occupied by event messages

) . # Event messages include Alarm messages
Alarm Configuration

WEC8500/configure# alarm ?
backupIP Configure backup AP controller IP address
current-terminal Configure logging alarms on/off for a current terminal
dump Convert alarm log DB to dump txt file
group Configure alarm for specific group
level Configure alarm for specific level
logcount Configure the number of backup file for alarm log (Default : 2)
logsize Configure file size for alarm log
stdout Configure standard out on/off for all terminals
WEC8500# show alarm history all
1 network 2013-04-04 18:41:10 MAJ APC ge4 NET Link dn Clear AdminStatus[up] OperStatus[up]
2 network 2013-04-04 18:41:06 MAJ APC ge4 NET Link dn Declare AdminStatus[up] OperStatus[down]
3 network 2013-04-04 18:40:49 MAJ APC gel NET Link dn Clear AdminStatus[up] OperStatus[up]
4 network 2013-04-04 18:40:43 MAJ APC gel NET Link dn Declare AdminStatus[up] OperStatus[down]
5 network 2013-04-04 18:40:29 MAJ APC gel NET Link dn Clear AdminStatus[up] OperStatus[up]
6 network 2013-04-04 18:40:16 MAJ APC gel NET Link dn Declare AdminStatus[up] OperStatus[down]
7 network 2013-04-04 11:35:05 MAJ APC vlanl.2202 NET Link dn Clear AdminStatus[up] OperStatus/[up]
8 network 2013-04-04 11:34:11 MAJ APC vlanl.2201 NET Link dn Clear AdminStatus[up] OperStatus/[up]
9 network 2013-04-02 10:54:43 MAJ APC vlanl.l NET Link dn Clear AdminStatus[up] OperStatus/[up]
Show Event
WEC8500# show event
1 network 11:26:13 NOT APC IP Duplication detect IP:1.111.60.63 MAC:94:63:d1:a5:34:63 Interface:vlanl.1217
2 network 11:26:12 NOT APC IP Duplication detect IP:1.111.60.63 MAC:94:63:d1:a5:34:63 Interface:vlanl.1217
3 wifi 11:24:36 NOT RRM DPC RUN Dynamic power control done [2.4GHz]
4 wifi 11:24:35 NOT RRM DPC RUN Dynamic power control done [5GHz]
5 network 11:21:02 NOT APC IP Duplication detect IP:1.110.19.18 MAC:0c:df:a4:2b:6£f:97 Interface:vlanl.1212
6 network 11:21:01 NOT APC IP Duplication detect IP:1.110.19.18 MAC:0c:df:a4:2b:6f:97 Interface:vlanl.1212
7 network 11:19:59 NOT APC IP Duplication detect IP:1.111.195.49 MAC:0c:df:a4:2c:7f:67 Interface:vlanl.1202
8 network 11:19:58 NOT APC IP Duplication detect IP:1.111.195.49 MAC:0c:df:ad4:2c:7f:67 Interface:vlanl.1202
9 wifi 11:14:37 NOT RRM DPC RUN Dynamic power control done [2.4GHz]
10 wifi 11:14:35 NOT RRM DPC RUN Dynamic power control done [5GHz]
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2.1 System Logs Wireless Enterprise”

Debug Log / Log Detail

WEC8500# show debug processes WEC8500# show debug log conf
Processes Debug Info. | Smm oo oo m e
Debug Log Configuration
id name pid runmode argument [ ——————-----——————---——
- mm==== === = —mm— e ———— Debug Log Mode On
0 swmmon 1719 exec-ever Debug Log Module Filter all
1 db 1720 exec-ever Debug Log Level Filter warning
2 evm 1746 exec-ever Debug Log File Size 10 MBytes
3 evmlogd 1747 exec-ever Debug Log File Count 2
4 license 1748 exec-ever Module STD Out Off
5 pcap 1749 exec-ever Module Filter STD Out all
Module Level Filter STD Out debug
. WEC8500# show debug log detail conf
26 hostapd 2458 exec-ever | - 7 7
27 wids 2459 exec-ever . .
28 guestService 2460  exec-ever | ________ D e g e
ig 322 222; iziz:izii Debug Detail Log Mode On
, Debug Detail Log Module Filter all
31 irfm 2463 exec-ever ) . . .
Debug Detail Log Level Filter information
32 rfsgw 2546 exec-ever Debug Detail Log File Size 100 MBytes
33 apclt 2581 exec-ever ) .
32 om 5582 exec—over Debug Deta}l Log File Count 2
, Debug Detail Log STD Out Off
35 sipalg 2585 exec-ever
36 httprd 2591 exec-ever
37 snmpd 2625 exec-ever -z WEC85004 debug log ?
/tmp/SNMP/OIDInfoDataFile.CPS
38 WebAgent 2626 exec-ever -z detail Log debug in detail
/tmp/SNMP/OIDInfobataFile.CPS dump Convert legacy DB debug file to txt file
39 salh 2627 exec-ever level Configure debug message for specific level
40 ipwlogd 2628 exec-ever logcount Configure the number of backup file for debug log
41 nfm 2629 exec-ever logsize Configure file size for debug log
42 cron 1533 monitor-only module Configure debug message for specific module
43 syslogd 1521 monitor-only mstdout Configure the module Standard Out on/off for debug message
44 klogd 1525 monitor-only of f Configure debug log off
45 ui 2696 exec-ever on Configure debug log on
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2.1 System Logs Wireless Enterprise”

npi_wec8500# configure terminal

npi_wec8500/configure# alarm stdout on

Alarm Log STDOUT On

npi_wec8500/configure# *2013-11-21 13:05:59 #wifi-NOT: RRM DCS RUN APC Notice
[Normal Run] Dynamic channel selection done [5GHz]

*2013-11-21 13:07:00 #wifi-NOT: RRM DCS RUN APC Notice [Normal Run] Dynamic channel
selection done [2.4GHz]

*2013-11-21 13:07:59 #wifi-NOT: RRM DCS RUN APC Notice [Normal Run] Dynamic channel
selection done [5GHz]

npi_wec8500/configure# alarm stdout off
Alarm Log STDOUT Off
npi_wec8500/configure#
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System Logs “Lab 16"

Sarpsung A
Wireless Enterprise”

Lab 16 -
Telnet into the APC and look at System logs

1.

o ok~ w

Telnet to the APC “192.168.xx.10"

Practice with these show commands “Alarms” WEA8500#
show alarm info

show alarm conf

show alarm list all

show alarm list ?

show alarm history all

. show event

Go to configure mode - WEA8500# configure terminal
WEAS8500/configure# alarm ?

Type exit

Practice with these commands “Debugs” from WEA8500#

show debug processes
show debug log conf
show debug log detail conf
debug log ?

o gk whPE

PwbdPE
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2.2 Station Tracking Wireless Enterprise™

2.2.1 Station Tracking History
2.2.2 Station Tracking Real-time
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2.2.1 Station Tracking History Wireless Enterprise™
The Flow of Authentication of WLAN Station

. Radius
Station AP1 APC
Server
o
Probe Request
Probe Response
AP Authentication Request
Association Authentication Response
Association Request
Association Response
EAPoL-Start
EAPoL-Request /Identity i
Radius EAPoL-Response / Identity Radius Access Request
Authentication EAPolL-Request /MD5 Challenge Radius Access Challenge
EAPoL-Response / MD5 Challenge Radius Access Request
)| EAPoL-Sucess Radius Access Accept
EAPOL-KEY
EAPOL-KEY | |
Key EAPOL-KEY !
Generation
EAPQI —KEY ||

WE-WLAN - Day 2 - Jan. 2015



Samsung A

2.2.1 Station Tracking History Wireless Enterprise™

Trace the Station - Association

WEC8500# show stationtracking station 38:AA:3C:3D:B7:20
38 TR 38RA3C3DB720 [2013-04-08:10:35:43.524] INF <dr vlanl 1217> Forwarded BOOTREPLY[DHCPACK] for 38:aa:3c:3d:b7:20 to 10.65.182.216
39 TR 38AA3C3DB720 [:10:35:43.523] INF <dsub dhcpr> DHCP PLD: 38:aa:3c:3d:b7:20 station 1p set 10.65.182.216
40 TR_3BAAIC3DB720 [:10:35:43.523] INF <dr vlanl 1217>  [DHCPACK] received from dhcp server STAIP
41 TR 38AA3C3DB720 [:10:35:43.521] INF <dr vlanl 1217> Forwarded BOOTREQUEST [DHCPREQUEST] for 38:aa:3ci3d:b7:20 to 10.64.2.31
42 TR_3BAAIC3DB720 [:10:35:43.520] INF <dr vlanl 1217>  [DHCPREQUEST] received from dhcp client
43 TR 38AA3C3DB720 [:10:35:43.515] INF <dr vlanl 1217> Forwarded BOOTREPLY[DHCPOFFER] for 38:aa:3c:3d:b7:20 to 10.65.182.216
44 TR 38AA3C3DB720 [:10:35:43.515] INF <dr vlanl 1217>  [DHCPOFFER] received from dhcp server Attributes received from
45 TR 38AA3C3DB720 [:10:35:43.514] INF <dr vlanl 1217> Forwarded BOOTREQUESTPDHCPDISCOVER] fo; 38:aai3c:3d:b7:20 § Authentication Server
46 TR 38AA3C3DB720 [:10:35:43.513] INF <dr vlanl 1217>  [DHCPDISCOVER] recelved from dhcp client
47 TR 38AA3C3DB720 [:10:35:43.246] INF <security> STA(38:aa:3c:3d:b7:20) - PMKSA-Add: apc=1 pmkid[89,77,9c,..,88,b3,ch]
48 TR 38AA3C3DB720 [:10:35:43.244] INF <security> STA(38:aa:3c:3d: h? 20) sphuthenticated. user=nwtest5l vlan=1217 qos=0 acl=setup url=<none>
49 TR 38AA3C3DB720 [:10:35:43.244] INF <security> STA(38:33:3ci34 q1_- SetFlag[Auth]: wlan=1 802.1x=1 dynVlan=1 aaa=1 vlan=1217 gos=0
ap=el radio=1 Authentlcatlon Completed
50 TR 38AA3C3DB720 [:10:35:43.244] INF <securITy> SIA(S6:ad:s5C. 00720 - CAPWAP Send: SetSessionKey: seq=0x00000000 wlan=1 ap=61 radio=1
51 TR 38AA3C3DBT20 [ INF <security> STA(BS:aa:3c:3d.b7:20) - EAPCL-Key: Recv 4/4 msg of 4-way h/s
52 TR 36AA3C3DB720 [:10:35:43.241] INF <security> STA(38:aa:3c:3d:b7:20) - EAPOL-Key: Send 3/4 msg of 4-way h/s
53 TR 38AA3C3DB720 [:10:35:43.241] INF <security> STA(38:aa:3c:3d:b7:20) - EAPOL-Key: Recv 2/4 msg of 4-way h/s
54 TR 38AA3C3DB720 [:10:35:43.224] INF <security> STA(38:aa:3c:3d:b7:20) - EAPOL-Key: Send 1/4 msg of 4-way h/s
[
[
[
[

[
[
[
[
[
[
[
[
[
[

110:35:43.243

55 TR 38AA3C3DB720 [:10:35:43.224] INF <security> STA(38:aa:3c:3d:b7:20) - RADIUS Recv[Auth]: ACCESS-ACCEPT msg. 1d=0x12 len=399
56 TR 3BAA3C3DB720 [:10:35:42.930] INF <security> STA(38:aai3ci3d:b7:20) - 802.1x Auth Started. reassoCsy

57 TR 38AA3C3DB720 [:10:35:42.930] INF <security> STA(38:za:3c:3d:b7:20) - Authentication started Process of EAP packetexchange

58 TR_38AA3C3DRI20.[:10:35:42.9291 TNF <security> STA(38:aa:3c:3d:b7:20) - PMK not found for OKC (EAP-Request - EAP-Success)
59 TR 38 [I STA] STA sends curity> STA(38:aa:3c:3d:b7:20) - (Re)Assoc: PMKID[0][c8,2a,ee,..,%¢ No msg. In Case of no error
60 TR 38 curity> STA(38:aa:3c:3d:b7:20) - (Re)Assoc: 1 PMKIDs Received

61 TR | - 38) [0 STA] APC sends curity> STA(38:aa:3c:3d:b7:20) - New STA-Info: Added. wlan=1 ap=61 radio=1 count=2

62 TR 38AA3C3DB720 [:10:35:42. 5970 emngsecurity> STA(38:aa:3ci3d:b7:20) - STA PLD: Created. wlan=1 ap=6l radio=l 1d=172
63 TR 38AA3C3DB720 [:10:35:42.925] INF [I:STA] Association - BSSID(f4:d9:fbi35:6cic2) STA(38:aa:dc:3d:b7:20)
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2.2.1 Station Tracking History

Sarpsung A
Wireless Enterprise”

Trace the Station - Reassociation
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TR_3B0RS4ECCAEBA
TR_3B0AS4ECCAEBA
TR 3B0RS4ECCABA
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INF
INF
INF
INF
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INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF

<dr_wlanl 114> Forwarded BOOTREPLY [DHCPACK] for 38:0a:%94:ec:ca:ba to 70.31.216.220
<dsub_dhcpr> DHCP PLD: 38:0a:%4:ec:ca:ba station ip set 70.31.216.220
<dsub dhcpr> Another Station IP existed. (Ip=461fd8dc)

<dr_vlanl 114> [DHCPACK] received from dhcp server

<dr_vwvlanl 114> Forwarded BOOTREQUEST [DHCPREQUEST] for 38:0a:9%4:ec:ca:ba to 70.30.150.30
<dr_vlanl 114> [DHCPREQUEST] received from dhep client

<security> STA(38:0a:%4:ec:ca:ba) - RADIUS Acct: Interim Message Sent. Session 5167BFEC-0000004R
<security> SIA(38:0a:84:ecicaiba) — RADIUS| pADIUS accounting Interim message (per 10 min.)
<security> STR(38:0a:9%4:ec:ca:ba) - RADIUS -

<security> STA(38:0a:9%4:ec:ca:ba) - RADIUS Acct: Interim Message Sent. Session 5167BFEC-00000042
<security> STA(38:0a:94:ec:ca:ba) - RADIUS Acct: Session 5167BFEC-0000004R& Sent

<security> STA(38:0a:%4:ec:ca:ba) - RADIUS Acct: Session 5167BFEC-0000004R rx=23421,463942%,0
<gsecurity> STA(38:0a:%4:ec:ca:ba) - STR-Info: Removed (0x556a3cfell). wlan=1 ap=342 radio=2
<security> STA(38:0a:94:ec:ca:ba) - Authenticated. user=jinwhan.lee vlan=114 gos=0 acl=<none>
<security> STA(38:0a:9%4:ec:ca:ba) - SetFlag: wlan=1 802.1x=1 dynvlan=1 aaa=1 vlan=114 gos=0
<security> STA(38:0a:9%4:ec:ca:ba) - CAPWAP Send: SetSessionKey: seq=0x04010468 wlan=1 ap=358 radio=2
<security> STA(38:0a:%4:ec:ca:ba) - EAPOL-Key: Recv 4/4 msg of 4-way h/s

<security> STA(38:0a:9%4:ec:ca:ba) - EAPOL-Key: Send 3/4 msg of 4-way h/s

<security> STA(38:0a:9%4:ec:ca:ba) - ERPOL-Key: Recv 2/4 msg of 4-way h/s

<security> STA(38:0a:%4:ec:ca:ba) - EAPOL-Key: Send 1/4 msg of 4-way h/s 4‘VV3Y'harHj5hakE
<zsecurity> STA(38:0a:%4:ec:ca:ba) - 802.1x RAuth Skipped

<security> STA(38:0a:9%4:ec:ca:ba) - Authentication started

<security> STA(38:0a:8%4:ec:ca:ba) - STA Removed. count=1

<zsecurity> STA(38:0a:%4:ec:ca:ba) - PMK found. okc PMKID[éa,%b,87,..,5¢c,71,a5]

<security> STA(38:0a:9%4:ec:ca:ba) - PMKSA-Add,OKC: apc=1 pmkid[éa,9%b,87,..,5c,71,a5]

<security> STA(38:0a:%4:ec:ca:ba) - (Re)Rhssoc: PMKID[O0][6a,%b,87,...5c.71,.a5]

<security> STA(38:0a:%4:ec:ca:ba) - (Be)Assoc: 1 EMKIDs Received OKC starts

<security> STA(38:0a:9%4:ec:ca:ba) - New STA-Info: Added. wlan=1

<security> STA(38:0a:94:ec:ca:ba) - OKC: Started. wlan=1 ap=358 radio=2 prev-ap=342 prev-radio=2
[I:5TR] STA Moved - BSSs [342]:f4:d%:fb:37:67:11 to [358]:f4:d%:fb:37:22:bl

<security> STA(38:0a:9%4:ec:ca:ba) - OKC MDS Recv: wlan=1 ap=358 radio=2

[STR] Removed station(38:0a:%4:ec:ca:ba) from BSS(f4:d8:fb:37:67:11

[I:5TA] Reassociation - BSSID(f4:d4%:fb:37:22:bl) STA(38:0a:%4:ec:ca:ba)

<security> STA(38:0a:9%4:ec:ca:ba) - STA-Info: Removed (0x556a771ff0). wlan=1 ap=365 radio=2
<security> STA(38:0a:894:ec:ca:ba) - Authenticated. user=jinwhan.lee vlan=114 gos=0 acl=<none>
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2.2.1 Station Tracking History Wireless Enterprise™

Trace the Station — Authentication fails

+ Authentication fails due to the wrong ID/PASSWORD
-> STA receives REJECT message from RADIUS server
-> STA sends disassociation message and AP/APC releases the association session

41 TR B4629357DC45 [2013-04-2% 15:37:21.992.885] INF <security> STA(b4:62:93:57:dc:45) - STR-Info: Removed[0x55662&a950)[apihandleitimer). wlan=1 ap=224
radio=1 auth-progress=0
42 TR _B4629357DC45 [2013-04-29 15:37:20.952.821
43 TR _B4629357DC45 [2013-04-29 15:37:20.983.623
44 TR B4629357DC45 [2013-04-29 15:37:20.982.799
45 TR B4629357DC45 [2013-04-29 15:37:20.982.393
46 TR B46209357DC45 [2013-04-29 15:37:20.082.309
47 TR _B4629357DC45 [2013-04-29 15:37:20.982.213
48 TR _B46289357DC45 [2013-04-29 15:37:20.982.109
49 TR B4629357DC45 [2013-04-29 15:37:20.981.342

INF <security> STA(b4:62:93:57:dc:45) - STR PLD Deleted: Done. wlan=1 radio=1 ap=224
INF [STR] Removed station(b4:62:93:57:dc:45) from BSS(f4:d9:fb:38:c9:42)
INF <security> STR(b4:62:93:57:dc:45) - STAR PLD: Deleted. id=404
INF <security> STA(b4:62:93:57:dc:45) - AcctStat Update: rx=0 gigawords t a
INF <security> STA(b4:62:93:57:dc:45) - AcctStat Update: rx=0,0 bytes tx= STA FEC_ENES REJECT and
INF <security> STA(b4:62:93:57:dc:45) - AcctStat Msg from RAWMB: iface=4 SendS dlSﬂSSOCﬂanon
INF <security> STA(b4:62:93:57:dc:45) - RcctStat Msg from AWMB: wlpseT rx=0,0 CZ=!, 1500
INF [I:STR] Dissassoclation - BSSID(f4:d9%:fb:38:c9:42) STR(b4:62:93:57:dc:45)
50 TR B4629357DC45 [2013-04-29% 15:37:20.915.985] INF <security> 5TA(b4:62:93:57:dc:45) - EAP FAILURE2: 0 —> 1
51 TR B4626357DC45 [2013-04-2% 15:37:20.915.79%3] INF <security> STA(b4:62:93:57:dc:45) - RADIUS B802.1x Auth: Access Reject Received. id=174 code=3
52 TR _B4628357DC45 [2013-04-29 15:37:20.915.404] INF <security> STA(b4:62:93:57:dc:45) - RADIUS Recv[Auth]: ACCESS-REJECT msg. id=s{xae len=44
53 TR_B4629357DC45 [2013-04-29 15:37:20.543.655] INF <security> STA(b4:62:93:57:dc:45) - 802.1x Recv: EAPOL-Start Received. pae-
state=AUTH PAER AUTHENTICATING eap-state=EAP IDLE - -
55 TR B4629357DC45 [2013-04-29 15:37:20.523.972] INF <security> STA(b4:62:093:57:dc:45) - 802.1x Ruth Started. reassoc=0 REJECT = rECENEd from
56 TR B4629357DC45 [2013-04-29 15:37:20.523.825] INF <security> STA(b4:62:93:57:dc:45)
57 TR_B4629357DC45 [2013-04-29 15:37:20.521.191] INF <security> STA(b4:62:93:57:dc:45) - No PMKID Received from STR
(b4 )
)

: Authentication Server
]

58 TR B4629357DC45 [2013-04-29 15:37:20.521.042] INF <security> STA 162:93:57:dc:45) - New STR-Info: Added(0x55662ea950). wlan=1 ap=224 radio=1 count=1
]
]

- Ruthentication started

59 TR B4629357DC45 [2013-04-29 15:37:20.520.529] INF <security> STA(b4:62:93:57:dc:45) - STA PLD: Created. id=404
60 TR B4629357DC45 [2013-04-29 15:37:20.518.621] INF [I:STA] Association - BSSID(f4:d08:fb:38:c%:42) STA(b4:62:93:57:dc:45)
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Samsung A

2.2.1 Station Tracking History Wireless Enterprise

Trace the Station — Reassociation fails

+ STA does not response in the process of 4 way-handshake
- Reassociation fails
- These problems are usually caused by the WiFi driver’'s bugs of Android smartphone.

154 TR S5463D100FB12 [2013-04-29 16:24:47.271.561] INF <security> STA(94:63:d1:00:fb:12) - STAR PLD Deleted: Done. wlan=1 radio=2 ap=144

155 TR_9463D100FB12 . . . INF <security> STA(94:63:d1:00:fb:12) - AcctsStat Update: sta not found

156 TR_9463D100FB1Z2 Apc sends dlSﬂSSDCIatIDn INF <security> STA(94:63:d1:00:fb:12) - AcctStat Msg from AWMB: iface=287 actiwve=1,0x661128a0

157 TR_5%463D100FB12 [2013-04-29 16:24:47.271.27Tr—=ME_<security> STA(94:63:d1:00:fb:12) - AcctStat Msg from AWMB: wlan=1 rx=2619,486206 tx=3087,1188642

158 TR_9463D100FB12 [2013-04-29 16:24:47.269.693] INF [STA] Removed station(94:63:d1:00:fb:12) from BSS(f4:d%:fb:38:ae:11

159 TR_9463D100FB12 [2013-04-29 16:24:47.269.220] INF <security> STA(94:63:d1:00:fb:12) - STA PLD: Deleted. id=83
160 TR_9463D100FB1Z [2013-04-29 16:24:47.268.404] INF [0:STA] Dissasoc Sent — STA(94:63:d1:00:fb:12) reason:4WAY HANDSHAKE TIMEOUT.
161 TR 9463D100FB12 [2013-04-29 16:24:47.267.9%06] INF <security> STA(94:63:d1:00:fb:12) - STA-Info: Removed(0x5564a24e0f0) (ap handle timer). wlan=1 ap=144
radio=2 auth-progress=0
162 TR S5463D100FB12 [2013-04-29 16:24:47.267.680] INF <security> STA(94:63:d1:00:fb:12) - Deauthenticated. reason=15 user=jw2002.shim wlan=1 ap=144 radio=2
163 TR_9463D100FB12 [2013-04-25 16:24:47.267.41e] INF <security> STA(94:63:d1:00:fb:12) - Disconnect[WPA authenticator requests disconnect]:
Deauth (15, 4WAY HANDSHAKE TIMEOUT)
164 TR CARIDI 00ER]2 L2 0cdeSms c1p:24:47.267.222] INF <security> STA(9%4:63:d1:00:fb:12) - EAPOL-Key Timeout[WPA_PTK_PTKSTRRT,WPA_PTK_GROUP_IDLE)
4th EAPOL timeout 500ms
165 TR 9463DIUUFEIZ [ZUI3-U4-29 16:24:46.766.509) INF <security> STA(94:63:d1:00:fb:12) - ERPOL-Key: Send 1/4 msg of 4-way h/s
1 & Pt Al L LD D [ Dl 12:24:46.766.754] INF <security> STA(94:63:d1:00:fb:12) - ERPOL-Key Timeout[WPAﬁPTKﬁPTKSTART,WPAiPTKiGROUPiIDLE)

3th EAPOL timeout 500ms
168 TR_G463D100FB1Z [2013-04_20 Lo 46.266.454] INF <security> STA(94:63:d1:00:fb:12) - EAPOL-Key: Send 1/4 msg of 4-way h/s
14 5:24:46.266.314] INF <security>» STA(%94:63:d41:00:fb:12) - ERPOL-Key Timeout[WPA_PTK_PTKSTRRT,WPA_PTK_GROUP_IDLE)

2th EAPOL timeout 500ms

170 TR _S463D100FB12 [2013-04-29 16:24:45.766.017] INF <security> STA(94:63:d1:00:fb:12) - EAPOL-Key: Send 1/4 msg of 4-way h/s

17 1th EAPOL timeout 200ms 7224:45.765.861] INF <security> STA(94:63:d1:00:fb:12) - EAPOL-Key Timecut (WPA PTK PTKSTART,WPA PTK GROUP IDLE)
TEDTEY U0, U0, U0, UUy Uy UUy UU, UL

172 TR_9463D100FB12 [2013-04-25 16:24:45.565.611

173 TR_9463D100FB12 [2013-04-29 16:24:45.565.486

174 TR_9463D100FB12 [2013-04-29 16:24:45.565.362

175 TR_9463D100FB12 [2013-04-29 16:24:45.563.806] INF <security> STA(94:63:d1:00:fb:12) - STA Removed (prune_account_stop) . couy

INF <security> STA(94:63:d1:00:fb:12)

)

)

) — N
176 TR_9463D100FB1Z2 [2013-04-29 16:24:45.562.591] INF <security> STA(94:63:d1:00:fb:12) - PMK found. BEMKID[71,fa,8c,..,b9,4e,’ OKC starts

)

)

)

)

INF <security> STA(%4:63:d1:00:fb:12
INF <security> STA(94:63:d1:00:fb:12

— ERPOL-Key: Send 1/4 msg of 4-way h/s

- B02.1x AButh Skipped

— Buthentication started

dio=2

]
]
]
]
]
177 TR_%463D100FB12 [2013-04-29 16:24:45.562.447] INF <security> STA(94:63:d1:00:fb:12) - (Re)Assoc: PMKID[0][71,fa, Bc,.., bey¥e,T2]
178 TR %463D100FB1Z [2013-04-29 16:24:45.562.354) INF <security> STA(94:63:d1:00:fb:12) - (Re)Assoc: 1 FMKIDs Received
17% TR 9463D100FB12 [2013-04-29 16:24:45.562.261] INF <security> STA(94:63:d1:00:fb:12) - New STA-Info: Added(0x5564a4e0f0). wlan=1 ap=144 radic=2 count=2
180 TR 9463D100FB12 [2013-04-29% 16:24:45.562.034] INF <security> STA(94:63:d1:00:fb:12) - OKC: Started. wlan=1 ap=144 radio=2 prev-ap=158 prev-radio=2
181 TR _9463D100FB1Z [2013-04-29 16:24:45.558.379] INF [I:STA] STA Moved - BSSs [158]1:f4:d%9:fb:3a:65:d1l to [144]1:f4:d9:fb:38:ae:11
182 TR_9463D100FB12 [2013-04-29% 16:24:45.558.138] INF <security> STA(94:63:d1:00:fb:12) - OKC MDS Recv: wlan=1 ap=144 radio=2
183 TR_G%463D100FB12 [2013-04-29 16:24:45.557.45%] INF [STA] Removed station(94:63:d1:00:fb:12) from BSS(f4:d%:fb:3a:65:d1)
184 TR_9463D100FB12 [2013-04-29 16:24:45.556.262] INF [I:STA] Reassociation - BSSID(f4:d%:fb:38:ae:11) STA(94:63:d1:00:fb:12)
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Samsung A

2.2.1 Station Tracking History Wireless Enterprise™

Trace the Station — EAPOL-logoff

+ Android Smartphone send EAPOL-logoff message right after the successful association
- Sometimes occurred with Android Smartphone

STA sends disassociation

18 TR FCC734C0D8212 [ 11:37:41.8

o
r.
[X=}
[}

18] INF [I:STA] Dissassociation - BSSID(f4:d9:fb:37:bd:c2) STA(fc:c7:34:c0:d9: 1a4

528 TR _FCC734C0DS12 [ 11:37:38.1%2.726] INF <security> STA(fc:c7:34:c0:d%:12) - RRDIUS Rcct[Stop] (ERAPOL-Logoff Recv): Stopped. Session 00008401-00000013
wlan=1 ap=33 radio=1
530 TR_FCC734C0D912 [ 11:37:38.162.623] INF <security> STA

38 fc:c7:34:c0:d8:12
531 TR _FCC734C0D912 [ 11:37:38.192.189%] INF <security> STA

38 ]

19

fc:cT7:34:c0:d89:12
fo:cT:34:c0:d48:12
fc:icT7:34:c0:d8:12

- RADIUS Acct[Stopl: Session 0000840 STA sends EAPOL-logoff suddenly

- RADIUS Acct[Stop]: Session 00008401-008~ —rx—104,13215,0 tx=89,17784,0

- B02.1x Recv: ERPOL-Logoff Received

- RADIUS Acct[Start]: Started. Session 00008401-00000013 wlan=1 ap=33 radio=1

532 TR FCC734C0D9%12 [ 11:37:
533 TR_FCC734C0D912 [ 11:37:

ip=70.31.200.243
534 TR_FCC734C0D912
535 TR_FCC734C00912
536 TR_FCC734C0D912
537 TR_FCC734C0D212
538 TR FCC734C0D9212
538 TR_FCC734C0D912
540 TR FCC734C0D212
541 TR_FCC734C0D912
542 TR_FCC734C00912
543 TR_FCC734C0D912
544 TR_FCC734C00912
545 TR_FCC734C0D912
546 TR_FCC734C0D212
547 TR_FCC734C0D912
548 TR_FCC734C0D912
549 TR FCC734C0D9%12
230 TR_FCC734C0D912
551 TR _FCC734C0D912

552 TR_FCC734C0D912
state=EAP_IDLE

553 TR_FCC734C0D912
554 TR_FCC734C0D212
555 TR _FCC734C0D9212
556 TR_FCC734C0D912
557 TR _FCC734C0D912
258 TR_FCC734C0D912

08] INF <security> STA
.666.134] INF <security> STA

(
(
(
(

11:37:19.657.663] INF <dr_vlanl 110> Forwarded BOOTREFPLY [DHCPACK] for fc:c7:34:c0:d%:12 to 70.31.200.243

11:37:19.656.992] INF <dsub_dhcpr> DHCP PLD: fc:c7:34:c0:d9:12 station ip set 70.31.200.243

11:37:19.656.742] INF <dr_vlanl 110> [DHCPACK] received from dhcp server

11:37:19.656.169] INF <dr_wvlanl 110> Forwarded BOOTREQUEST [DHCPREQUEST] for fe:c7:34:c0:d49:12 to 70.30.150.30

11:37:19.655.748] INF <dr vlanl 110> [DHCEPREQUEST] received from dhcp client

11:37:19.653.488] INF <dr wvlanl 110> Forwarded BOOTREFPLY [DHCPOFFER] for fc:c7:34:c0:d89:12 to 70.31.200.243

11:37:19.653.142] INF <dr vlanl 110> [DHCPOFFER] received from dhcp server

11:37:19.652.523] INF <dr_wlanl 110> Forwarded BOOTREQUEST [DHCPDISCOVER] for fc:c7:34:c0:d59:12 to 70.30.150-20

11:37:19.652.019] INF <dr vlanl 110> [DHCPDISCOVER] received from dhep client Authentication Completed
11:37:19.215.033] INF <security> STR(fc:c7:34:c0:d9%:12) - BMKSRA-Add: apc=1 pmkid[5£,35,1f£,..,00,13,d9]

11:37:19.212.616] INF <security> STA(fc:c7:34:c0:d9:12
11:37:19.212.317] INF <security> STA(fc:c7:34:c0:d%:12

)} — Buthenticated. user=sel3@uready.com vlan=110 gos=0 acl=<none> url=<none:

) — SetFlag[futh]: wlan=1 802.1x=1 dynVlan=1 aaa=1 vlan=110 gos=0 ap=33 radio=1
11:37:19.211.682] INF <security>» STA(fc:c7:34:c0:d9:12) - CAPWAP Send: SetSessionKey: seg=0x02010b9%0 wlan=1 ap=33 radioc=1
11:37:19%.211.658] INF <security> STA(fc:c7:34:c0:d%:12) - EAPOL-Key: Recv 4/4 msg of 4d-way h/s
11:37:19.208.222] INF <security> STA(fc:c7:34:c0:d9:12) - ERPOL-Key: Send 3/4 msg of 4-way h/s
11:37:19.209.006] INF <security> STA(fc:c7:34:c0:d%:12) - EAPOL-Key: Recv 2/4 msg of 4-way h/s Authentication Succeeded
11:37:19.197.588] INF <security> STA(fc:c7:34:c0:d9%9:12) - ERPOL-Key: Send 1/4 msg of 4-way h/s
11:37:19.196.302] INF <security>» STA(fc:c7:34:c0:d9:12) - RADIUS Recv[Auth]: ACCESS-ACCEPT msg. id=0xed4 len=405
11:37:18.947.503] INF <security> STA(fc:c7:34:c0:d8%:12) - 802.1x Recv: EAPOL-Start Received. pae-state=AUTH PAE AUTHENTICATING eap-

e e e i e B e e R e B T e e R R T T

11:37:18.847.1582] INF <security> STA(fc:c7:34:c0:d%:12) - B802.1x Ruth Started. reassoc=0
11:37:16.9247.046] INF <security> STA(fc:c7:34:c0:d49:12) - Ruthentication started

11:37:18.944.506] INF <security» STA(fc:c7:34:c0:d%:12) - No PMKID Received from STA

11:37:18.844.400] INF <security> STA(fc:c7:34:c0:d9:12) - New STA-Info: Added (0x1205bbb20). wlan=1 ap=33 radio=1 count=1
11:37:18.937.932] INF <security>» STA(fc:c7:34:c0:d9%9:12) - STA PLD: Created. id=135

11:37:18.936.161] INF [I:STRA] Association - BSSID(f4:d9:fb:37:bd:c2) STA(fc:c7:34:c0:d49:12)

— e e e
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Samsung A

2.2.2 Station Tracking Real-time Wireless Enterprise”

Station Tracking List

WEC8500# show stationtracking station list

1 EC:55:F9:16:2F:17
2 EC:55:F9:99:60:60
3 B4:82:FE:E5:35:26
4 E8:39:DF:08:B1:77
======= Station list =======
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>

Samsung

2.2.2 Station Tracking Real-time Wireless Enterprise™

AP Association

Command: wec8500/configure#t stationtracking station D0:22:BE:72:F6:C5 on

WECB500/configure# stationtracking statfon DO:22:BE:72IF6:CH on
1. Association starts

station Debug on!!!
WECBS00/configured #[2014-02-17:15:37:02,987] #TR_DOZZBETZFACS-INF: unknown station

=0x802

H
H
W
L
H
H
H
H
5
H
W
L
H
H
H
H
H
H
W
L
L
H
H
H
H
H
W
H
d

o=1

w[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:

[2014-02-17:15:
[2014-02-17:15:

[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:
[2014-02-17:15:

35
35;
35;
35;
35
35
35
35
35
35;

35;
35
35
35
35
35
35;
35;
35;
35
35
35
35
35
35;
35;
35;
35
35

02,
02,
02,
02,
03,
03,
03,
03,
03,
03,

ER
03,
03,
03,
03,
03,
ER
ER
ER
03,
03,
03,
03,
03,
ER
ER
ER
03,
03,

990]
593]
590]
590]
000]
005]
005]
008]
008]
008]

008]
005]
0L0]
496]
496]
497]
497]
746]
746]
746]
753]
753]
754]
754]
755]
755]
756]
756]
766]

#TR_DO2ZBETZFBCS-INF:
#TR_DOZ2BETZFECI-INF:
#TR_DOZ2BETZFECI-INF:
#TR_DOZ2BETZFECI-INF:
#TR_DO2ZBE7ZFECI-INF:
#TR_DO2ZBETZFBCS-INF:
#TR_DO2ZBETZFBCS-INF:
#TR_DO2ZBE7ZFBCS-INF:
#TR_DO2ZBETZFBCS-INF:
#TR_DOZ2BETZFECI-INF:

#TR_DOZ2BETZFECI-INF:
#TR_DO2ZBE7ZFECI-INF:
#TR_DO2ZBETZFBCS-INF:
#TR_DO2ZBETZFBCS-INF:
#TR_DOZ2ZBE7/FBCS-DER:
#TR_DO2ZBETZFBCS-DER:
#TR_DOZ2BETZFECI-INF:
#TR_DOZ2BETZFECI-INF:
#TR_DOZ2BE7ZFECI-DER:
#TR_DO2ZBE7ZFECI-INF:
#TR_DO2ZBETZFBCS-INF:
#TR_DOZ2ZBETFBCS-DER:
#TR_DOZ2ZBE7/FBCS-DER:
#TR_DO2ZBETZFBCS-INF:
#TR_DOZ2BETZFECI-INF:
#TR_DOZ2BETZFECI-INF:
#TR_DOZ2BE7ZFECI-DER:
#TR_DO2ZBE7ZFECI-INF:
#TR_DO2ZBE7IFACS-INF:
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[1:5TA] Association - BSSID(F4:d9:Fhi3d:94:62) STA(dO:22:be:72:F6:icCH)

security STACA0:22:he:72:76:c5) - 5TA PLD: Created. wlan=l ap=l radio=l id=1
security STACA0:2Z:be:72:F6:c5) - New STA-Info: Added(0x55880010a0), wlan=1 ap=1 radio=1 count=1
sacurity  STACA0:22:he:72:T6:c5) - No PMKID Received from STA

security  STACd0:22:he:72:f6:¢5) - EAPOL-Key: Send 1/4 msg of 4-way h/s.
security  STACHO:2Z:he:72:f6:c5) - EAPOL-Key: Recv 2/4 msg of 4-way h/s. wlan=l
security STA(d0:2Z:be:72:f6:c5) - EAPOL-Key: Send 3/4 msg of 4-way h/s. wlan=l

ap=1 radio=1
a
a
security STA(d0:22:he:72:f6ich) - EAPOL-Key: Recy 4/4 msg of 4-way h/s. wlan=l a
W
]

radion=1

van-l ap-l 2. 4 way
1 radio=1

1

f

1

handshake
radio=1

=1 wlan=1 ap=1 radin=1
an=0 gos=0 ap=1 radio=1 prev-stat

s
P
P
security STACA0:2Z:be:72:F6:¢5) - CAPWAP Send: SetSessionkey: seg=0xQ0000000 ap E

i
security STACd0:2Z:be:72:f6:c5) - setFlaglauth]: wlan=l B02.1x=0 dynvlan=1 2aa=0 v

STACdD: 22 the:
sTA(d0:22 the:

72:f6ch) -

sacurity Ept
C

SetFTag[Auth]
security

authType=3(pPsK) authresult=1(success) reauths=0
authenticated

[STA_DATA]
dr_wlanl_20

dsub_dhcpr  ## d0:22:be:72:f6:c5 station PLD info: onoff = 0, server_ip = Ox0

dr_wlanl_z20
dr_vlanl_20
dr_vlanl_20
dr_vlanl_20
dr_wlanl_20
dr_wlanl_20

dsub_dhcpr ## d0:22:be:72:76:¢5 station PLD info: onoff =

dr_wlanl_20
dr_wlanl_z20
dr_vlanl_20

dsub_dhcpr  DHCP PLD: d0:22:he:72:F6:¢5 station ip set 192,168, 20,38

dr_vlanl_20
dr_wlanl_20

security STACdO:22:he:72:f6:c5) - RADIUS Acct[Start]:

Auth pone - STA(d0:22:he:72:f6:cE) authT%pe(CACHING Auth) authresuTt (Success

[DHCPDISCOVER] received from dhep client

3. Authentication Complete
[wlanl.20- fallback]
Forwarded BOOTREQUEST [DHCPDISCOVER] for d0:22:he:72:f6:c5 to 192.168.20.1
[DHCPOFFER] received from dhop server
DHCP PLD: Found station,
Forwarded BOOTREPLY [DHCPOFFER] for d0:22:he:72:f6:c5 to 192,168, 20.38
[DHCPREQUEST] received from dhep cTient
0, server_ip = 00 4. DHCP process
[wlarl.20- fallback]
Forwarded BOOTREQUEST [DHCPREQUEST] for dosz2:he:7z:f6:cs to 192,168.20.1
DHCPACK] recedved from dhcp server .
[ ] X 5. Station gets an IP address
DHCP PLD: Updated station IP!
Forwarded BOOTREPLY [DHCPACK] for d0:22:he:72:f6:c5 to 192.168.20.38
server not configured, Session 00000401-00000004 wlan=l ap=l r4




Samsung A

2.2.2 Station Tracking Real-time Wireless Enterprise”

AP Disassociation

4267 STA(HD:22:he: 72:F6ecS)

1

STh PLD Delated: Dore, vl 10=1 ap=l

Thﬁl - STA-Info: Removed(0x368002160) Cap nandle_tiner ). wlan=L ap=1 radio=L count=0 auth
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. . " - Samsung AR
Station Tracking “Lab 17 Wireless Enterprise”

Lab 17 -
Telnet into the APC and run a station trace

1. Connect your Cell Phone to an AP

2. Go to the about phone on your cell and retrieve your mobile phone
MAC address

3. Telnet to the APC “192.168.xx.10"

4. Use this show command WEA8500#

1. show stationtracking station list
2. You should be able to find your mobile MAC address

5. Go to configure mode - WEA8500# configure terminal
1. stationtracking station d0:22:be:be:e5:d6 on (Enter your MAC here)
2.  Then disconnect and reconnect your mobile device
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Samsung A

2.3 Packet Capture Wireless Enterprise”

Packet Capture
2.3.1 APC CLI Configuration
2.3.2 Operation Modes
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Samsung A

2.3.1 APC CLI Configuration Wireless Enterprise™

Remember that using a “?” will show

npi_WECBS00# configure terminal
N _WEL onfigure# pcap
npi_wECHS onfigure/pcapt 7

config-filter
::nT1q—TTp
enahle-capwap-tunneling
exit

T11Twr1nq mode

Qper: ation-mode

S ave-mode

Tr1qur “j]HH

<Cr

WE-WLAN - Day 2 - Jan. 2015

you the list of available commands

Configure capture filter rulefactive and remote mode only)
LUHT1WHTH FTP access information(active and passive maode only)
ire with CAPWAP tunneling

deHtiFT1“H and passive mode only,
.','n-' ;uui H[T]IITH ml‘u'iF' only




2.3.1 APC CLI Configuration Wireless Enterpride”

i config-filter
1. (no) ap-mac . AP MAC
2. (no) enable-ap-mac : Enable/Disable
3. (no) station-mac . Station MAC
4. (no) enable-station-mac : Enable/Disable

ii. config-ftp: FTP server

1. ipv4-address : Server IPv4 address

2. login-id : Login ID & Password

3. remote-file-path : Remote File Save Location
4. stop-current-forcibly : FTP stop forcibly

iii. (no) enable-capwap-tunneling: include CAPWAP header or not(station-only, not-DTLS mode)

iv.  filtering-mode [station-only | ap-only]
1. station-only : Use station MAC
2. ap-only : Use AP MAC
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Samsung AR

2.3.1 APC CLI Configuration Wireless Enterprise™

i.  operation-mode [active-mode | passive-mode | remote-mode]
1. Operation mode
A. active-mode : File create mode, it is saved on system or remote FTP server.
B. passive-mode : Voice Enhanced Module triggers specific station's packet
capture file automatically.
C. remote-mode . Wireshark can receive packet capture information via remote

packet capture protocol in real time.

ii. save-mode [local | ftp]: operation mode is needed to be active-mode
1. local : File will be saved system local disk

2. ftp : File will be transported ftp server

iii. (no) start-service

1. Different action with operation-mode

A. active-mode . start/stop packet capture
B. remote-mode : start waiting for Wireshark access
C. passive-mode : not used
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Samsung A

2.3.2 Operation Modes Wireless Enterprise”

Operation Modes
2.3.2.1 Active Operation Mode
2.3.2.2 Remote Operation Mode
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L Samsung i~
2.3.2 Operation Modes Wireless Enterprise”

Operation-mode [active-mode | remote-mode]

« active-mode : File create mode, it is saved on the system
or on a remote FTP server.

* remote-mode : Wireshark can be setup to receive the
packet capture information via remote packet capture
protocol in real time.
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. - Samsun A
2.3.2.1 Active Operation Mode Wireless Enterpride”

Active Operation Mode

« Admin File Save (active mode)
« Save Mode

« Local Disk

« FTP Server Setup

« Trigger Value

« Packet Capturing

« Packet Capture Lab
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. - Samsun A
2.3.2.1 Active Operation Mode Wireless Enterprige”

Default User Name: samsung
Default Password: samsung

$WARNMIMNG: Urautho .
will be pro o0 this
i ¢ onitared

not connected - SecureCRT

File Edit View Options Transfer Script Tools Help
- A e e . 1o . HEEAR @ e a FHE
LAST LOSIM TIME @ 2014-03-05 16:09:03
LOSIN FATIL COUNT @0 1

il F:I'II _WEC SEO0&

Protocol: | Telnet - |

Hostname: 192,168.100.11

Part: 23 Firewall: | None -

Logging into the APC via CLI

m

Show quick connect on startup V| Save session

QOpenin a tab

Connect || Cancel

Ready 10, 1 31 Rows, 54 Cols VT100
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2.3.2.1 Admin File Save (active mode) Wireless Enterpfie"

npi_weC3500# show pcap current-config detail

Current status : Idle

Filtering Target : Station

Cperation Made oadmin File savefactive mode)
Save Mode : Local pisk

CAPWAP Option : Dizabled

Trigger values D Period(3600 secs) /File size(l04)

, _ Using the show command we can view the
File save Informationf{Local save mode)

55k veage 1 current pcap config detail

Saved Fi
| File Wame | uploaded | sStatus | Time

I
| apC_TO3-04-10-46-36_RAE. pCap | 100 | completed | 03-04
11:04:10 |

Total File saved Count
Error Count

- Configured AP's MAC List
Moty Filtering Inbound Rate outhound Rate

- Configured Station's MAC List
MAC Addr. Filtering Inbound Rate outhound Rate

npi_ WEC8500# show pcap current-config detail
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2.3.2.1 Admin File Save (active mode) Wireless Enterpfie"

npi_wECE500# show pcap current-config detail

Current Status : Id]e

-—_'I.._.-_.- P,
[ = =y | e

Operat1nn Mode Adm1n F11e Savelactive mode)
Save Mode » Local pisk

PR P P I |
L

Trwéﬁer values EéF%ddEEEDD secs)/File 5ize(104857600 bytes)Packet Count{4000000 packets)

File save InformationfLocal save |ﬁdej
Local Path Suser og/se/pcap/
Disk Usage 1280KE/204B00KED, 00X
saved File List{Last 100

| File Mame | Uploaded | Status | Time

|
| apc_TO3-04-10-46-36_RAE. pcap | 100 | Completed | 03-04
11:04:10 |

Total File saved Count
Errar Count

Check the current operation mode
MAC Addr. Filtering Matched Count Inbound Rate outhound Rate

- Configured AP's MAC List

- Configured station's MAC List
maC Addr, Filtering matched Count Inbound Rate outhound Rate
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2.3.2.1 Admin File Save (active mode) wireless Enterpie"

npi_wECS500# configure terminal

npi _WECB500/configures pcap

nﬁﬁ_WECBSOchunfigure{pcap# operation-mode active-mode

The current operation mode is active-mode.

npi _WECB500 /configure/pcapt show pcap current-config detadl

- Current status : Idle

|—..'Ia._.....__. L T ML iy

Operat1un Mode oAadmin File savefactive mode)
Save Mode ! Local bisk
L o VP o U[_ILILI[I « U=l r2d

Trigger walues : Period(3600 secsl/File Size(l04857600 hytes)/Packet Count(4000000 packets)

File save Information{liocal save mode)
Local Path Juserlog/se/poaps
Disk Usa 1280KE,/204 800KE(0, 00%)
saved Fi

| File wWame | Uploaded | sStatus

|
03-04-10-46-36 . .
ieaao | ~AE-pear This mode can store the pcap

Total File Saved Coumt file locally on the APC or send

Error Zount
. . . the pcap to a FTP Server
- Configured ap's MAC List

MaAC Addr. Filtering
Cempty)

- Configured sStation's MAC List
MaC Addr. Filtering Inbound Rate cuthound Rate
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Samsung

2.3.2.1 Save Mode

npd _WECB500/configure/pcaps save-mode 7
Tocal Captured date is saved in local disk
ftp Captured date s sent to remote storage using FTP

npi_WECB500/configure/pcap# save-mode

npi_ WEC8500/configure/pcap# save-mode ?
local Captured date is saved in local disk
ftp Captured date is sent to remote storage using FTP

npi_WEC8500/configure/pcap# save-mode
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. Samsung A
2.3.2.1 Local Disk Wireless Enter'pl%e

pCapE start-service
service iz started successtully.

npi_WwECSS00 /confiqurespcap# show pcap current-config detail

Current status T oMOow capturing
Filtering Target : Station

This capture will be saved to

operation mods :oadmin File savedactive model the Iocal d|Sk

Save Mode r Local Disk
CAPWAP CpTion : Dizakhled
Trigger wvalues o Period(3600 secsl R e

Current Info to Save File
Seconds to Trigger
Bytes to Trigoger
Packets to Trigger

zave InformationiLocal sawve mode)
Local Path
Disk Usade
Saved F1le Listilast 1u)
| File mMame
| apc_TO03-04-10-46-36_RAE. pcap
| apc_TO3-17-14-10-59_RAE. pcap
| apc _TO3-17-14-19-27_RAE.pcap

Total File sawed Count
EFror Count

- Cunf1gured AP's MAC List
mac  addr. Filtering

- Canf1gured station's Mac List
mMac Addr. Filtering

Si1ze(l0d4857600 bytes)y/Packet Count(4000000 packets)

2 /3600
0104857600
0/4000000

JuserlogSsespocaps
SKE 204 800KETD, 003

| uploaded | Time |
| 100 Completed | 03-04 11:04:10 |
| 100 Completed | 03-17 14:12:11 |
| 100 Completed | 03-17 14:1%9:4%9 |

Inbound Rate outhbound

npi_Lab_ap 192.168.10.100

Matched Count outbound

SamsungMPI 1592.168.100.12%9

npi_WEC8500/configure/pcap# start-service
Service is started successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail
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. Samsung A
2.3.2.1 Local Disk Wireless Enter'pl%e

npi_wECESOchunFigureipcap# no start-service
service is stopped successfully.
npi _WECES00 /configure/pcapd show pcap current-config detadil

Current Status : Idle

After you stop the service, the file
g;;ﬁig:}lg% ;ggget EE;EI;DE:”E Savelactive mode) Wl” be Saved on the d|Sk.

Sawe Mode : Local Disk

CAPWAP Option i Disabled N Here is the Saved File List

Trigger wvalues : Period(3600 secs)/File S1ze(l04857600 bytes)/Pack

- File save InformationfLocal sawve mode)
Local Path Juser/Slogsse/ pcaps

[ PR N Py ﬂnjnun.jnnonnunfn PaTat-"a

saved FiTe List(Last 107
| File wMame | Uploaded | Time
| apc_TO3-04-10-46-36_RAE.pcap | 100 Completed | 03-04 11:04:10
| apc_TO3-17-14-10-59_RAE.pcap | 100 Completed | 03-17 14:12:11
| apc_TO3-17-14-19-27_RAE.pcap | 100 Completed | 03-17 14:15:45
| apc_TO03-17-14-19-54_RAE.pcap | 100 Completed | 03-17 14:33:36

Total File Saved Count
Error Count

- configured apP's MaC List
. mMaZ addr. Filtering outhound Rate

npi_Lab_ap 152.168.10.100

- Cunf1gured station's mac List
mMac addr Filtering matched Count

SamsunguPI 192.168.100.125

npi_WEC8500/configure/pcap# no start-service
Service is stopped successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail
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Samsung

2.3.2.1 Local Disk Wireless Enterprise™

o From the APC you will
be able to download

" the pcap. ) N\
Telnet-SSH disk v hl-sﬁhd El-niniuJ M h-.——d M M M h-iﬁi

Local Management Users 4

guration Help

Logs 4
DB Backup/Restore

Reboot 4

Factory Reset SSL Error - Google Chrome = | = 2

B .):mf 192.168.100.11/content/administration/download.php?cate=administratior

Package Upgrade »
ey - .
Cperre The site's security certificate
i , is not trusted!
Time
License You attempted to reach 192.168.100.11, but the server
presented a certificate issued by an entity that is not
Tech Support r trusted by your computer's operating system. This may

mean that the server has generated its own security
credentials, which Chrome cannot rely on for identity
information, ar an attacker may be trying to intercept your

communications.

| should not proceed. especially if you have never seen

this ning before for this site.

Proceed anyway Back to safety
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- Samsung =\
2.3.2.1 Local Disk Wireless Enterprise™

| 1 S5L Error - Google Chrome | = | = |-&-]1

B beps://192.168.100.11 /content/administration/download.php?cate=administratior |

h
The site's security certificate Then simply open
is not trusted! with Wireshark
You attempted to reach 192.168.100.11, but the server il 1

presented a cerificate issued by an entity that is not
trusted by vour computers operating system. This may
mean that the server has generated its own security
credentials, which Chrome cannot rely on for identity
information, or an attacker may be trying to intercept your
communications.

You should not proceed, especially if vou have never seen
this warning before for this site.

apc_T03-17-14-19-....pcap

Always open files of this type

Show in folder
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2.3.2.1 FTP Server Setup Wireless Enterpride”

nﬁi_WECSSOO/configure/pcap# save-mode ftp
The current sawe mode is ftp.
npi_wECB500/configurespcap# show pcap current-config detail

Current status : Idle

Filtering Target : Station

operation Mode :oAadmin File savefactive mode)

Save mMode . FTP

CAPwWAP Option : Disabled

Trigger walues D Period(3600 secs)/File Size(l04857600 bytes) /Packet Count (4000000 packets)

- File save Infomation(FTP sawve mode)
IPvd address 192,168, 0,101
Login mMame/sPassword adminadmin

remote Path ~SpoapFtps
Uploaded File List{Last 100
| File Mame | uploaded Time
| apc_TOZ-04-10-46-36_RAE. pcap | 100 Completed 03-04 11:
| apc_TO3-17-14-10-5%9_RAE. pcap | 100 completed 03-17 14:
| apc_TO3-17-14-159-27_RAB. pcap | 100 Completed 03-17 14:
| apc_TO3-17-14-1%-54_RAE. pcap | 100 Completed 03-17 14:

Total Uploaded Count
Error Count

- Configured AP's MAC List
. mMac Addr. Filtering outhound Rate

npi_Lab_ap 192.165.10.100

- configured sStation's mMac List
Mo Mac Addr. Filtering Matched Count

IPwd addr

SamsungMPI 152.168,.100,129

npi_ WEC8500/configure/pcap# save-mode ftp
The current save mode is ftp.

npi_WEC8500/configure/pcap# show pcap current-config detail
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Samsung

2.3.2.1 FTP Server Setup

NP1 _WECSS500 contigurea,s

M _wWE nfigure .

NP _wWE ntigure contig-Ttp

M _wWEC SconfiguredpcapScontig-ftrop# T

Exit from config-ttp mode
Jpwd —addrass FTF serwver's address
To ] An—d FTF To (| TN ID
remote—tile—path FRemote file path
stop—current—ftorcibly Stoap the current FTPR uploading Tarcibly

npi_WEC8500/configure/pcap/config-ftp# ipv4-address 192.168.100.99
FTP server IPv4 address is configured(192.168.100.99).
npi_WEC8500/configure/pcap/config-ftp# login-id samsung samsung*#
FTP Login ID(samsung) and Password(samsung) is configured.
npi_WEC8500/configure/pcap/config-ftp# remote-file-path Traces/

FTP Remote Path(Traces/) is configured.
npi_WEC8500/configure/pcap/config-ftp# exit

npi_ WEC8500/configure/pcap# start-service
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Samsung AR

2.3.2.1 FTP Server Setup Wireless Enterprise

npi_WECSSOO/CDnFigure/pcap# start-service

ES:E\LEESEEDf’Eggﬁfgu?giggzgiu;ag\v pcap current-config detail Once the Trigger PeriOd expires the pcap
Current status _ : Now capturing will be sent to your FTP Server.

Filterinog Taroet : station

ne s [09% T Fris savetactive mode) You can also force this by stopping the

CAPWAP option : Disabled
Trigger wvalues : Period{ad secs/File Size(1048576 byvtes Packet J Ser\/|ce

current Info to save File
Sseconds to Trigger
Bytes to Trigger 0/1048576
Fackets To Trigger 050000

save Infomation(FTP sawve nodel

IPv4 Address 192,168,100, 50

Login mamesPaszsword SaAMsUng, s amsung~#

remote Path Traces;/

Uploaded File Listd{Last 100

File Mame Uploaded Status
ApC_TO3-1%-05-35-17_RTM. o] Cannot access file
APC_TO3-19-06-09-49_RTM. 100 Completed
apc_TO03-19-06-14-56_RTM. 100 Completead
ApC_TO3-19-08-15-53_RTHM. 100 Completed
ApC_TO3-19-08-32-08_RTM. 100 Completed
Apc_TO03-15%-04-58-22_RTM. 4] Cannot access file
ApC_TO3-19-05-04-37_RTHM. 100 Completed
ApC_TO3-15-05-07-21_RTHM. o] Cannot access file
APC_TO3-19-05-09-40_RTM. o] Cannot access file
apc_TO03-1%-05-11-41_RTM. 4] Cannot access file

Total Uploaded Count
Error Count

- Canf1gured AP's MAC List
mMaC addr. Filtering Inbound Rate outbound Rate

Cempty )

- Cunf1gured Station's MaC List
Mac addr. Filtering

155,420
IPwd addr

SamsungrPI 192.1658.100,129
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] Samsung A
2.3.2.1 Trigger Value Wireless Enterprise™

P _WECES00/configure# pcap
npi _WwECES00/confiqurespcap# trigger-value 7
ale 360C Period second (60 - 3600)

npi _WwECES00/confiqurespcap# trigger-value &0 7
SO0 — 102400 File =ize (KBytes: 500 - 102400)
npi _WwECELS00/confiqurespcap# trigger-value &0 500 7
B " Packet count CH000 — 400000070

npi _WwECES00/configurespcap# trigger—-value &0 500 50000

npi_ WEC8500/configure#t pcap
npi_ WEC8500/configure/pcap# trigger-value ?
60 - 3600 Period second (60 - 3600)
npi_ WEC8500/configure/pcap# trigger-value 60 ?
500 - 102400 File size (KBytes: 500 - 102400)
npi_ WEC8500/configure/pcap# trigger-value 60 500 ?
5000 - 4000000 Packet count (5000 - 4000000)
npi_ WEC8500/configure/pcap# trigger-value 60 500 50000
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Samsung A

Packet Capturing Wireless Enterprise”

Packet Capturing Steps
« MAC of a Station

« MAC of a Access Point

« Configuring Filtering Mode

« Operation Mode

« Save Mode

« Setup Trigger Value

« Start the Service
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] Samsung A
MAC of a Station Wireless Enterprise™

Samsung
Wireless Enteser Configuration | Administration | Help

Here you can see stations that are
Summary connection to your APC

Active Alarm

WLANs
Access Points v 3 u
USER
MAC IP ADDRESS AP NAME SSID AP MAP LOC. AUTH. CYPHER PROTOCOL CHANNEL
Rogues + NAHE
Interference Devices
Statistics ’
VoIP Calls 4 {;
Resource ] | am going to capture packets from this
station
1
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] Samsung A
MAC of a Station Wireless Enterprise”

# config-filter )
iﬁ—fi]ter# station-mac lc:99:4c:ab:2%:18
uT Ty,

ig—#i]ter# show pcap current-config detail

CUrrent

Filtering get : station ) )
Operation M : Remote Packet Capture(remote mode)

ation's mac
IPvd addr

SamsunghPI 192.168.100.125

npi_WEC8500/configure/pcap# config-filter
npi_WEC8500/configure/pcap/config-filter# station-mac 1¢:99:4c:ab:29:f8
npi_WEC8500/configure/pcap/config-filter## show pcap current-config detail

WE-WLAN - Day 2 - Jan. 2015



] Samsung A
MAC of a Station Wireless Enterplcigem

Samsung

Wireless Entepprise ‘ Configuration | Administration | Help

Summary =t=tic You can see stations that are connection to your APC and what AP
the station is connected to

Active Alarm Fierant Eilkar -

WLANs

Access Points b

Total Entry : 6

USER
MAC NAME IP ADDRESS APNAME 551D AP MAP LOC. AUTH. CYPHER PROTDCOL CHANNEL

Rogues b

Interference Devices 20:10:72:56:dd: 13 192.168.100.118 . i AP

Statistics

VoIP Calls

Resource J8:33:3c:93:009:22 192.168.100.120 npi_Lab_AP
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. Samsung A
MAC of a Access Point Wireless Enterprise™

Samsung
Wireless Enterarise Configuration | Administration | Help

Here we can find the MAC of the AP our

Summary Access Points > All APs —
station is connected to

Active Alarm Current Filter

WLANs
Access Points { v -
2] : Edge AP Remaote AP Total Entry : 2
.|
ADMIN  OPER
Radios b AP PROFILE NAME AP NAME MAC ADDRESS IP ADDRESS UP TIME CAPWAP UP TIME MAP LOCATION
- STATUS  STATUS
Stations I crtoiotsos Woan on i an 1703V, 2
Rogues ¢ ' . ) .
Interference Devices .
Statistics 3 1
VoIP Calls ’

Resource
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. Samsung A
MAC of a Access Point Wireless Enterprise”

~ current .. AP and Station MAC’s have been
- Filtering r : Station added.
- Operation w : Remote Packet Capture(remote modgs .
Next, you need to activate the
- configured a q q
J Filtering natched count Filtering now
0.0 khps

AR Mame

ation's maZ List
acddr aring i h i C Inbound R;

npi_WEC8500/configure/pcap/config-filter#f ap-mac f4:d9:fb:3d:c4:84
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail
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] ] ] ) Samsung AR
Configuring Filtering Mode Wireless Enterprise™

NPT _WECS500/contigqurespcaps# T1 1Tering-mode
3 Ny Filtering stiT1un mac only (default]
ap-o Filtering AR
i f:mnfiqur"fp:ap# T11tur1ﬂq -mode
e o c T rireerir
npd _wECS500,/contigur e, q-

CUrrent Sstatus : Idle
F11tur1ﬂﬂ Target : sStation
iT1HH Mode roadmin Fil
- : FTP
: Disabled
Tr1qqpr values ! Period 80 secsly File Sz = sl Packet Count(50000 packe

npi_WEC8500/configure/pcapt filtering-mode ?
station-only Filtering station mac only (default)
ap-only Filtering AP mac only
npi_WEC8500/configure/pcap# filtering-mode station-only
The current filtering target is station-only.
npi_WEC8500/configure/pcap# show pcap current-config detail
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Samsung A

Configuring Filtering Mode Wireless Enterprise™

Enable the Filtering by selecting the numeric
pruring value in front of the MAC you would like to
r#& show U 1 onitor

Inbound Rate

fon's MAC Lis B Itis not needed to add
NEan Euaaeeanae ey  the AP MAC if wanting to

- ‘I"_‘ e 155 1em. - 1_ o C track a station

npi_WEC8500/configure/pcap/config-filter#f enable-ap-mac 1

The index of MAC value is applied to capturing rule.
npi_WEC8500/configure/pcap/config-filter#f enable-station-mac 1

The index of MAC value is applied to capturing rule.
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail

WE-WLAN - Day 2 - Jan. 2015



. Samsung A
Trigger Value Wireless Enterprise™

P _WECES00/configure# pcap
npi _WwECES00/confiqurespcap# trigger-value 7
ale 360C Period second (60 - 3600)

npi _WwECES00/confiqurespcap# trigger-value &0 7
SO0 — 102400 File =ize (KBytes: 500 - 102400)
npi _WwECELS00/confiqurespcap# trigger-value &0 500 7
B " Packet count CH000 — 400000070

npi _WwECES00/configurespcap# trigger—-value &0 500 50000

npi_ WEC8500/configure#t pcap
npi_ WEC8500/configure/pcap# trigger-value ?
60 - 3600 Period second (60 - 3600)
npi_ WEC8500/configure/pcap# trigger-value 60 ?
500 - 102400 File size (KBytes: 500 - 102400)
npi_ WEC8500/configure/pcap# trigger-value 60 500 ?
5000 - 4000000 Packet count (5000 - 4000000)
npi_ WEC8500/configure/pcap# trigger-value 60 500 50000
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. Samsung A
Trigger Value Wireless Enterprise”

: station
o oAdmin File savefactive mode)
C : Local bisk
C on
Trigger values

Trigger Value has been set
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. Samsung A
Start the Service Wireless Enterprise”

NP1 _WECSI00 s/ contTigurespocap#® show pcap current—contig detan

Current sStatus I oMOow capturing

Filtering Target : station

operation mode : oadmin File savetfactiwve model

Sawve Mode : Local Dpisk

CAPwWAR CQpTion : Disabled

Trigger walues r Period(el secsl F1le s5ize(l048576 bytes) /Packet Count(50000 packets)

Current Info to Sawe File
seconds to Trigger
Bytes to Trigger 010458576
Packets to Trigger 050000

SdW e LTI g rurn un_da SdveE
Local Path AuserSlogssepocaps
Disk Usage 1444 KB, 204 800KE (0. 0O%)
saved File ListdLast 100
File Mame | uploaded
| apc_TO03-1%-05-35-17_RTM. | o]
I ApC_TO3-19-06-09-4%_RTM. I 100
apc_TO03-19-06-14-56_RTM. 100
| IBcToiTTs oa 15 35 hrm: | el After Trlgger IS met the
| apc_TO3-19-08-3Z2-05_RTM. | 100
| apc_TO03-19-08-58-42_RTM. | 100
| apc_TO3-20-15-32-53_ |
| apc_TO3-21-11-27-57_| |
| apc_TO03-21-11-28-12_ |
| apc_TO03-19-05-11-41_ |

i e pcap will be saved to the

100
100

d save path

RAE.
RAE.
RTM.

Total File sawed Count
Error Count

- Conf1gured AP's mMac List
[§]=} MAC addr. Filtering Inbound Rate outhound Rrate

Cemptyl

- Conf1gured Station's Mac List
Mo adde . Filtering

npi_WEC8500/configure/pcap/config-filter# exit

npi_ WEC8500/configure/pcap# start-service

Service is started successfully.

npi_WEC8500/configure/pcap# show pcap current-config detail
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« o Samsun A
Packet Capture Lab “Lab 18 Wireless Enterpride”

Lab 18 — (1/2)

Telnet into the APC and get a pcap of a connected device.
The pcap should be stored locally and retrieved to the computer desktop

Connect a station to a WLAN

Find the MAC address of that device

Add the station here

npi_ WEC8500# configure terminal

npi_ WEC8500/configure# pcap

npi_ WECB8500/configure/pcap# config-filter

npi_ WEC8500/configure/pcap/config-filter# station-mac D0:22:BE:BE:E5:D6
Set Filtering to ON

npi_ WEC8500/configure/pcap/config-filter# enable-station-mac 1
npi_ WECB8500/configure/pcap/config-filter# exit

Select Operation Mode

npi_ WECB8500/configure/pcap# operation-mode active-mode
Select Save Mode

npi_ WECB8500/configure/pcap# save-mode local

Set Trigger Value

npi_ WEC8500/configure/pcap# trigger-value 60 1024 50000
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Samsung

Packet Capture Lab “Lab 18"

Lab 18 — (1/2)

Telnet into the APC and get a pcap of a connected device.
The pcap should be stored locally and retrieved to the computer desktop

Check the current config
npi_ WEC8500/configure/pcap# show pcap current-config detalil
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2.3.2.2 Remote Operation Mode

Remote Operation Mode

Remote Packet Capture

Select Operation Mode
Configuring the MAC of a station
Configuring AP MAC address
Configuring Filtering Mode
Starting the Service

Computer Setup

Stopping the Service

WE-WLAN - Day 2 - Jan. 2015
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Samsung A

2.3.2.2 Remote Packet Capture Wireless Enterprise”

Remote Packet Capture w/Wire-Shark

« The APC can capture a packet exchanged between the wireless
terminals on a remote PC in real-time by using the remote packet
capture protocol.
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Samsung A

2.3.2.2 Remote Packet Capture Wireless Enterprise”

PLEASE NOTE!

* You will need to have Wireshark installed on your PC

« Downloadable URL:
http://www.wireshark.org/download.html.

« Wireshark: 1.10.2 Stable & Latest version

* WinPcap: 4.1.3 Stable & Latest version
— Included in Wireshark installation image
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http://www.wireshark.org/download.html

Samsung

2.3.2.2 Remote Packet Capture

o e First we will need to setup the APC
File Edit View Options Transfer Script Tools Help
S T i R Al %3 R @ ;I
Steps to setug

1. Start by telneting into the APC
iy — 2. Select the Operation Mode
part: 2 rewsli [one 3. Setup the pcap config for the
station

4. Setup the pcap config for the AP
Enable the Filtering
Start the service
Show quck comectonsrtp 7] Save session . Setup our PC that has the

Open s = Wireshark installed to capture
the traffic

N o v

Connect || Cancel

Ready 10, 1 31 Rows, 54 Cols  WT100
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Samsung A

2.3.2.2 Remote Packet Capture Wireless Enterprise

Logging into the APC via CLI Default User Name: samsung
Default Password: samsung

$WARNIMNG: Urauthord z
will be pro . ing this
wou agres t U a monitored
if unauthor C

ISERMAME I Samsung

[=F RO : T

LAST LOSIM TIME @ 2014-03-05 16:00:03
LOGIN FAIL COUNT @ 1

MpT_WECS500#
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2.3.2.2 Select Operation Mode Wireless Enterpride”

np"l_WECESOD# show pcap Cur‘r‘Eﬂt—CDn'F"Ig detadl Using the ShOW Command we can VieW the

- Current status @ Idle 1 1
- Filtering Target : station current pcap Conf’g detail

- operation Mode @ Admin File Save(active mode)

- Save Mode » Local pisk

- CAPWAP Option : Disabled

- Trigger values @ Period(3600 secs)/File S1ze(l04857600 hytes)/Packet Count(4000000 packets)

- File save Informationf{Local save mode)
Local Path Suser og/se/pcap/
Disk Usage 1280KE/204B00KED, 00X
saved File List{Last 100
| File Hame | Uploaded | status | Time

|
| apc_TO3-04-10-46-36_RAE. pcap | 100 | Completed | 03-04
11:04:10 |

Total File saved Count
Errar Count

- Configured AP's MAC List
TR LT Filtering Inbound Rate outhound Rate

- configured station’'s MAC List
P15 1¥ | Fritering Inbound Rate outhound Rate
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2.3.2.2 Select Operation Mode Wireless Enterpride"

npi_wECE500# show pcap current-config detail

Current Status : Id]e

-—_'I.._.-_.- P,
[ = =y | e

Operat1nn Mode Adm1n F11e Savelactive mode)
Save Mode » Local pisk

PR P P I |
L

Trwéﬁer values EéF%ddEEEDD secs)/File 5ize(104857600 bytes)Packet Count{4000000 packets)

File save InformationfLocal save |ﬁdej
Local Path Suser og/se/pcap/
Disk Usage 1280KE/204B00KED, 00X
saved File List{Last 100

| File Mame | Uploaded | Status | Time

|
| apc_TO3-04-10-46-36_RAE. pcap | 100 | Completed | 03-04
11:04:10 |

Total File saved Count
Errar Count

Check the current operation mode
MAC Addr. Filtering Matched Count Inbound Rate outhound Rate

- Configured AP's MAC List

- Configured station's MAC List
maC Addr, Filtering matched Count Inbound Rate outhound Rate
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. Samsung A
2.3.2.2 Select Operation Wireless Enterprise”

Change the Operation Mode to Remote

peration-mode remote-mode
ce-mode.
w pcap current-config detail

! Remote Packet Capture(remote mode)

- Configured AP's MAC List
MO, Z r. Filtering Matched Count Inhound Rate outhound Rate

Inbound Rate outhbound Rate

Cempty)

npi_WEC8500# configure terminal
npi_ WEC8500/configure#t pcap
npi_WEC8500/configure/pcap# operation-mode remote-mode
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Samsung AR

2.3.2.2 Configuring MAC of a station  Wireless Enterprise

Samsung

Wireless §iterprise

Configuration | Administration | Help

Summary

Active Alarm

WLANs

<«

Access Points ¥

Rogues

Interference Devices
Statistics

VoIP Calls

Resource

WE-WLAN - Day 2 -

Here you can see stations that
are connection to your APC —_—

ER
MAC NAME IP ADDRESS AP NAME 551D AP MAP LOC. AUTH. CYPHER PROTDCOL CHANNEL

Jan. 2015

| am going to capture packets
from this station

1



Samsung

>

2.3.2.2 Configuring MAC of a station  Wireless Enterprise*

ap# config-filter )
g-filter# station-mac lc:99:4c:ab:29:F8
;—%%1ter# show pcap current-config detail

Current status @ Idle
Filtering Target : Station ) )
operation Mode @ Remote Packet Capture(remote mode)

Configured AP's MAC List
Mac Addr. Filtering Matched Count Inbound Rate outhound Rate

List
Filtering Matched Count Inbound Rate outhound Rate

0.0 khps

IPvd addr

npi_WEC8500/configure/pcap# config-filter
npi_WEC8500/configure/pcap/config-filter# station-mac 1¢:99:4c:ab:29:f8
npi_WEC8500/configure/pcap/config-filter#t show pcap current-config detail
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Samsung A

2.3.2.2 Configuring MAC of a station  Wireless Enterprise

Samsung
Wireless Erterprise Configuration | Administration | Help

Summary Stations

You can see stations that are connection to your 7
" APC and what AP the station is connected to -

Active Alarm

WLANs

<
-

Access Points

Total Entry : 6

USER
MAC IP ADDRESS AP NAME

AUTH. CYPHER PROTDCOL CHANNEL

Rogues b NAME

Interference Devices o ¥ ]

Statistics } _Lab_ B i
16:09:4c:ah: 29:3 192,168.100.129 SamsunghPl WPAZ  CCMP  802.11n(SGHz 153 I

VoIP Calls ' d0:22:be:ef52:a7 192.168.100.119 npi_Lab_AF Samsung NFI WPAZ  CCMP  802.11n(5GHz) 153

Resource J8:33:3c:93:009:22 192.168.100.120 npi_Lab_AP
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Samsung A

2.3.2.2 Configuring AP MAC address Wwireless Enterprise

Samsung
Wireless frterprise Configuration | Administration | Help

Summary Access Points > All APs Here we can flnd the MAC of the

Active Alarm AP our station is connected to
WLANs -m
Access Points & w2

2] : Edge AP Remaote AP Total Entry : 2

ADMIN OPER
Radios b AP PROFILE NAME AP NAME MAC ADDRESS IP ADDRESS UP TIME CAPWAP UP TIME MAP LOCATION
o STATUS  STATUS

Stations

Rogues 4

Interference Devices

Statistics 3 1
VoIP Calls +
Resource
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2.3.2.2 Configuring AP MAC address  wireless Enterpie"

'1'11_[1—1'111'Hr# ap-mac f4:do:fh:3d:c4 8¢

HTTW—;T1TH[# show pcap current-config detail
current s 5 Tdle
IFlpl-leT'iHl_m h ek EE;E‘EgrlF'.a-::k::Et Capture(remote made) AP and Station MAC’s have
-_|_|r|1"||1ur ed AP's MAC List ) ] been added.
. Filtering Matche JRICE~
You need to activate the

o . 0.0 kbp
| Filtering now F

ound Rate

npi_Lab_ap 1592.168.10.100
Matched Count Inbound Rate

outhound Rate

0.0 kbps 0.0 kbp

SamsungMPL 192

npi_ WEC8500/configure/pcap/config-filter#t ap-mac f4:d9:fb:3d:c4:84
npi_ WEC8500/configure/pcap/config-filter#f show pcap current-config detail
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Samsung A

2.3.2.2 Configuring Filtering Mode Wireless Enterprise™

contigurespcap# t1ltering-mode 7
d Filtering station mac only (default)

ap-only Filtering AP mac only

Npl_wWE_ooUbscontigurepoaps T1 ITering-mode_station-only
The L filtering fget is station-only )
npi wEuu_quEDﬂTigurE;p_ip# show pcap CJPPPHT—QDﬂTig detail

- Current status : Idle Select the Fllterlng mode

- Filtering Target : Station
. 1'1||r| Mode oadmin File savefactive mode) here
5 : FTP
ptian : Disabled

values : Period(f0 secsly /F1le Size(l048576 bytes)/Packet Count(50000 packets)

npi_WEC8500/configure/pcap# filtering-mode ?
station-only Filtering station mac only (default)
ap-only Filtering AP mac only
npi_WEC8500/configure/pcap# filtering-mode station-only
The current filtering target is station-only.
npi_WEC8500/configure/pcap# show pcap current-config detail
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2.3.2.2 Configuring Filtering Mode ~ Wireless Enterpie"

n/config-filter# enable-ap-mac 1
ied to capturing rul
) Fig-filterd enable- cion-mac 1
= ap d to capturing
Joonfig-filter# show pcap current-config detadil
- Current status : Idle
- F11Twr1nq get station l ) e
! Remote Packet Capture(remote mode) . . .
o Enable the Filtering by selecting the
Filtering a2 numeric value in front of the MAC you

B would like to monitor
npi_Lab AP 192.168.10.100

Matched Count Inbounc

SamsunghPI 192 lhw 100.129

npi_ WEC8500/configure/pcap/config-filter## enable-ap-mac 1
The index of MAC value is applied to capturing rule.
npi_ WEC8500/configure/pcap/config-filter## enable-station-mac 1

The index of MAC value is applied to capturing rule.
npi_ WEC8500/configure/pcap/config-filter#f show pcap current-config detail

WE-WLAN - Day 2 - Jan. 2015



. . Samsung A
2.3.2.2 Starting the Service Wireless Enterprise”

The APC is now waiting for
Wireshark to make the remote

- St ] -
show pcap current-config detail
ng for client's access
-0 Fﬁer ation ©: Remote Packet C apture(remote maode) connection

- Configured A

0 Count Inhounc

npi_Lab_Ap 152.168.10.100

- Configured
i mMatched Count Inbound Rate outhound Rate

npi_WEC8500/configure/pcap/config-filter# exit

npi_ WEC8500/configure/pcap# start-service

Service is started successfully.

npi_ WEC8500/configure/pcap# show pcap current-config detail
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Samsung A

2.3.2.2 Computer Setup Wireless Enterprise”

The configuration for the capture of packets is
finished, now we need to setup our Wireshark on
our computer
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Samsung

2.3.2.2 Computer Setup Wireless Enterprise”

Capture = Options... ‘Manage Interfaces’ click

Ml Wireshark: Capture Options = | (]| S—
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [E] Buffer [MEB] Capture Filter »
Wireless Network Connection
feB0-Efa 362241345206 Ethernet enabled default 2 I
132168100110 =

Local Area Connection
felloed44 1564277 -Bced Ethernet enabled default 2
1026206151

I:]_gg.zl Area Connection™ 11 Ethernet enabled default 2

Local Area Connection* 9 . . e . e

Capture on all interfaces Manage Interfaces

| Use promiscucus mode on all interfaces

Capture Filter: | || Compile selected EPFs

Capture Files Display Options
File: Browse... | Update list of packets in real time
Use multiple files | Use pcap-ng format 7] Automatically scroll during live capture
Mext file every 1 mebibyte(s)
Mext file every 1 . minute(s) /| Hide capturs info dialog
Ring buffer with 2 files MName Resolution
Stop capture after |1 = file(s) | Resohre MAC addresses

Stop Capture Automatically After... Fe=fomm STl RS

1 packet(s)
g | Resolve transport-layer name
1 8 mebibyte(s)
1 minute(s) | Use external network name resolver

Help Start Close
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Samsung A

2.3.2.2 Computer Setup Wireless Enterprise”

‘Remote Interfaces’ tab click and ‘Add’ Click

M Interface Management I. = | [E] |ﬁ]
|P'ipes |Lo::a| Interfar_el Remote Interfaces I
Remote Interfaces L J
Host 1 Mame 1
[T 3
Delete Apply | | Close
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Samsung A
2.3.2.2 Computer Setup Wireless Enterprise™

Insert APC IP address and Port (default 2002)
Authentication (Null)

,_‘ Wireshark: Remote Ir1...| — | (=] iE-J

Bl Host: 19216810011 I~

Port: 2002
Authentication

@ MNull authentication

This address
should be the

Password authentication

U=ernames:
Interface IP on
the network Password:
that your PCis —
on
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Samsung A

2.3.2.2 Computer Setup Wireless Enterprise”

Check the registration of AP Controller, ‘Close’ click

! Interface Management l = | (=] |iE-J
Pipes | Local Interfaces | Remote Interfaces!
Remote Interfaces
Host 1 Mame 1 Hide
= 19216810011
rpcap://[192.168.100.117:2002 /wecB500remoteP CAP [l
Add Delete Apply ] |[ Cloze
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Samsung

2.3.2.2 Computer Setup Wireless Enterprise”

Select AP Controller Interface, ‘Start’ click

Ml Wireshark: Capture Options

Capture

Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME] Capture Filter -
n :;gﬁlz?f_r;:;_;;i;;ﬁmn 2 Ethernet enabled default 2

Local Area Connection 2
feBl-blfccba4-37d3-541F Ethernet enabled default 2

192 168 100
Wireless Network Connection 2 i
eB0-bof 34 993 5-8F20 Ethernet enabled default 2 3
pLDOuD
. cap:sf[192.168.100. 112002/ ... Ethernet enabled default 2 o
pcap
mnr b
re on all interfaces |§Manage1nterfaces§|
cucus mode on all interfaces
" Capture Filter: | Compile selected BPFsl
Capture Files Display Cpticons
File: Erowse...l | Update list of packets in real time
] Use multiple files Use pcap-ng format V| Autormatically scroll during live capture
Mext file every 1
Mext file every 1 : minute(s | Hide capture info dialeg
Ring buffer with 2 files Mame Resclution
i Stop capture after 1 file(=) | Resolve MAC addresses
Stop Capture Automatically After... Resohwe SrelErar mEaTes
1 packet(s)
: +| Resclve transport-layer name
1 = mebibyte(s)
i 1 minutels) | Use gxternal netwerk name resolver
— | |
Help Start | I Close
{ ]
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Samsung A

2.3.2.2 Computer Setup Wireless Enterprise”

Display Capturing packets

,d Capturing from rpcap:fﬂ192.168.lﬂﬂ.l1]:2002fwec8500remotepﬂ.&F:['H'hl"lreshark 1.10.2 (SVMN Rev 51934 from /trunk-1.10)] | e
Eile Edit Yiew Go Capture Analyze Statistics Telephony Tools Internals  Help
oPdmy BBHXRZ A¢s0TLIERE QAQAD I E®DB % B
Filter: | ip.addr == 192.168.100125 IZI Expression... Clear Apply Save
Mo, Time Source Destination Protocol Length Info »
173.194.77.188 59489 > hpvroom [PSH, ACK] 5eg=1 Ack=
2 0.02306400173.194,77.188 192.168.100.125 TCP 66 hpvroom > 59489 [ACK] Seg=1 Ack=97 Wiz
3 5.23999700192.168.100.125 B.8.8.8 DNS 79 standard query 0xa9cl A api.critterc
4 5.24203400192.168.100.125 8.8.8.8 DNS 83 standard query 0x2698 A b.scorecardr
5 5.26149700 8.8.8.8 192.168.100.125 DNS 157 standard query response 0xa%cl CNAME
6 5.263536008.8.8.8 192.168.100.125 DNS 77 standard query response 0x2698 CNAME
7 5.26460600192.168,100.125 184.169.189.156 TCP 74 34210 > https [5YN] Seg=0 wWin=14600 L
8 5.26670000192.168.100.125 165.254.29.195 TCP 74 46608 > http [5YN] Seq=0 wWin=14600 Le
9 5.28390200165. 254, 29.195 192.168.100.125 TCP 74 http > 46608 [5YN, ACK] Seq=0 Ack=1 w
10 5.28553100192.168.100.125 165.254.29.195 TCP 66 46608 > http [ACK] Seg=l Ack=1l win=14
11 5.28688B00192.168,100.125 165.254.29.195 HTTP 1081 GET /p27cl=19&c2=15382524&ns5_ap_an=FF|
12 5.30384500165.254.29.195 192.168.100.125 TCP 66 http > 46608 [ACK] Seg=1 Ack=1016 win:
13 5.30480900165.254,29.195 192.168.100.125 HTTP 375 HTTP/1.1 200 OK (GIFE9a)
14 5,30664100192.168,.100.125 165.254.29.195 TCP 66 46608 > http [ACK] 5eq=1016 Ack=310 W
15 5.31731400192.168,100.125 165.254.29.195 TCP 66 46608 > http [FIN, ACK] Seq=1016 Ack=
16 5.32100000184.169.189.156 192.168.100.125 TCP 74 https > 34210 [5YN, ACK] 5eq=0 Ack=l
17 5.32261100192.168.100.125 184.169.189.156 TCP 66 34210 > https [AcK] Seg=l Ack=1 win=l.
18 5.32478000192.168,100.125 184.169.189.156 TLSV1 250 Client Hello
19 5.33325800165.254.29.195 192.168.100.125 TCP 66 http > 46608 [FIN, ACK] Seq=310 Ack=ll
20 5.33478400192.168,100.125 165.254.29.195 TCP 66 46608 > http [ACK] Seq=1017 Ack=311 w
21 5.38017000184.169.189.156 192.168.100.125 TCP 66 https > 34210 [AcK] Seg=1 Ack=185 win:
22 5.38327600184.169,.189.156 192.168.100.125 TLSV1 1514 server Hello
23 5.38339600184,.169.189,156 192.168.100.125 TCP 1514 [TCP segment of a reassembled PDU] -
4 T 3
O["_’f rpcap://[192.168.10011]:2002 /wecB500remot... | Packets: 145 - Displayed: 145 (100.0%) Profile: Default
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Samsung A
2.3.2.2 Computer Setup Wireless Enterprise”

cap# show pcap current-config detail
capturing
: Remote Packet Capturelramote moda)

- Configured AP's MAC List
' Filtering ' unt Inhound Rate outhound Rate

jon's MAC List
Addr i
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Samsung A

2.3.2.2 Stopping the Capture Wireless Enterprise”

: Station
- operation mode i Remote Packet Capturefremote mode)

- Configured ap's mMAC List
L Filtering

ap_1 npi_Lab_ap  1%2.168.10.100
- Configured station’'s MAC List
Filtering Matched Count Inhound Rate
IPvd addr

SamsungMPI 192, 168,100,129

npi_ WEC8500/configure/pcap# no start-service
Service is stopped successfully.
npi_ WEC8500/configure/pcap# show pcap current-config detail
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Samsung A

2.3.2.2 Stopping the Capture Wireless Enterprise”

Joonfig-filter# no ap-mac f4:d%:Th:3d:cd:84
: fully
C T1ﬁTHr# no station-mac 1c:%9:4c:ab:i2f:

ing 'i'lllHE tation and AP), so0 the service w pped.
--._|_|r|1"||1—1"|'|Tn-'l# s how pcap current-config detail

Current status : Id]e
Filtering Target : sStation ) )
- Operation Moc ! Remote Packet Capture(remote mode)

Configured ap's maC List
A " Filtering Matched Count Inhound Rate outhound Rate

Filtering Matched Count Inhound Rate outhound Rate

Cempty)

npi_ WEC8500/configure/pcap/config-filter## no ap-mac f4:d9:fb:3d:c4:84
npi_ WEC8500/configure/pcap/config-filter## no station-mac 1c:99:4c:ab:29:f8
There is no available MAC filtering value(station and AP), so the service will be

stopped.
npi_ WEC8500/configure/pcap/config-filter#f show pcap current-config detail
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Samsung A

2.4 Tech Support Wireless Enterprise™

Tech Support
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Samsung AR
2.4 Tech Support Wireless Enterprise™

APC Reboot History

SNMP » | Tech Support >
HTTP-HTTPS

Telnet-SSH

Local Management Users

Logs

DB backup/restore

Reboot

Your APC reboot history may be
Factory Reset requested one day

File Management \ If so, simply download the file
Package Upgrade : here and send to tech-support

FTP-SFTP
Time

License

APC Coredump

AP Crash
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Samsung AR
2.4 Tech Support Wireless Enterprise™

APC Coredump

SNMP 4 Tech Support >
HTTP-HTTPS

Telnet-SSH

Local Management Users

Logs

DB backup/restore

Reboot

Factory Reset

File Management

Package Upgrade

o \ Send file to tech support if
License requestEd by downloading here

APC Reboot History

AP Crash
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Samsung AR
2.4 Tech Support Wireless Enterprise™

AP Crash

SNMP Tech Support >

HTTP-HTTPS If using a lot of AP’s you can

Telnet-SsH use the filter here to show \)L-.J

Local Management Users less results or only down AP’s

Logs
ADMIN  OPERATIONAL

DB backup/restore AP PROFILE NAME AP NAME MODEL  VERSION MAC ADDRESS IP ADDRESS MODE MAP LOCATION
STATUS STATUS

Reboot 4

Factory Reset

File Management

Package Upgrade 1

FTP-SFTP

Time »

S |
APC Reboot History T HTTP/ FTP/ STFP should
APC Coredump be turned on
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- 2 Samsung fn\
Tech Support “Lab 18 Wireless Enterprise™

Lab 18 -
Download the APC Reboot and Coredump Files

1. Go to Administration = Tech Support
2. Go to APC Reboot History - Download file
3. Goto APC Coredump -> Download file
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Samsung AR

2.5 Interference Devices Wireless Enterprise™

Samsung

WiI"E|ESSEI']tEP|JPiSE Configuration | Administration | Help

r
Here we can view devices that may be

. . . ,
Summiary causing interference with our AP’s
Active Alarm P
WLANs
Access Points »

AP PROFILE NAME AP NAME NO EVOKE TIME INTERFERERTYPE ~ RSSI  MINFREQUENCY  MAX FREQUENCY

Stations

Rogues +
Statistics J

VoIP Calls ¢

Resource
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. . Samsung AR
2.6 Rogue AP’s and Stations Wireless Enterprise”

2.6 Rogue AP’s and Stations
e 2.6.1 Monitoring Rogue
¢ 2.6.2 Setup White/Black List
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Samsung AR

2.6.1 Monitoring Rogue Wireless Enterprise™

Summary Wireless Intrusions >

Active Alarm [ —
WA Here we can monitor Rogue AP’s

Access Points

Stations
MAC ADDRESS SSID CHANNEL NUMBER NUMBER OF CLIENTS CLASS TYPE STATUS DETECTING AP

Interference Devices
Statistics
VoIP Calls

Resource r
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Samsung AR

2.6.1 Monitoring Rogue Wireless Enterprise™

Samsung
wireless Enter‘pr‘ise Configuration Administration Help
Summary Wireless Intrusions >

Active Alarm . : E—
WLANS Here we can monitor Rogue stations
L"I" n 'IJ h'"'l#

Access Points

Stations
MAC ADDRESS BSSID SSID CHANNEL NUMBER STATUS DETECTING AP

Adhoc
Interference Devices
Statistics
VoIP Calls

Resource r
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Samsung A

2.6.2 Setup White/Black List Wireless Enterprise™

Samsung

WiI"E|ESSEI'ItEPP|"iSE Monitor | Configuration | Administration | Help

=

Controller » Wireless Intrusions > General

Access Points

AP Groups Enable the Rogue Service here /7

Remote AP Groups General

H L @ Enahle
SECI_II'IHJ' ] I SERVICE STATE chabie

Hit Apply

- , EXPIRATION TIMEOUT ° 1200
Wireless Intrusions v
|
Channel Validation Foot Notes :

Classification
Policy 3

Station Allow Limit
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Samsung A

2.6.2 Setup Black List Wireless Enterprise™

Controller b Wireless Intrusions > Classification »

Access Points

AP Groups

il

00 /00 l: 0000l u

In the Black list, we have unfriendly Devices to
be reported to the monitoring screen

Remote AP Groups

Security b

Policy b
Station Allow Limit

- .
Lontainmen
Lont ent
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Samsung A

3. Advanced Deployment Wireless Enterprise™

3. Advanced Deployment
- 3.1 Remote AP

3.2 Internal Radius Server
3.4 Quality of Service

3.5 VOM

3.6 Root and Repeater AP
3.7 SNMP
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Samsung AR
3.1 Remote AP Wireless Enter'plc@,e””

3.1 Remote AP

 3.1.1 Firewall Ports

3.1.2 Public IP added

3.1.3 FTP Port

3.1.4 Remote AP Group

3.1.5 WLAN for Remote AP

3.1.6 CAPWAP Tunnel Mode

3.1.7 Remote AP “Scenario 1 and 2”
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Samsung A

3.1.1 Firewall Ports Wireless Enterprise™

Please note the following must be configured on your firewall to allow the AP to connect to the
CAPWAP IP address

« Port mapping must be setup on the following ports
— 5246 udp
— 5247 udp

*  Example 192.168.10.10 represents my CAPWAP |P
— policy 20 in address any any 12.13.14.15 32 protocol udp port any 5246 nat-ip 192.168.10.10
— policy 21 in address any any 12.13.14.15 32 protocol udp port any 5247 nat-ip 192.168.10.10

Samsung
wireless EntEI"Pl‘iSE Monitor Configuration Administration Help

T You must have a static route setup

General

Ports E

Interfaces

Interface Groups

- GW INTERFACE GW INTERFACE
DEST MASK NEXT HOP DISTANCE STATUS
INDEX TYPE

) 4

MSTP 3

Static MAC

ARP
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. Samsung A
3.1.2 Public IP added Wireless Enterp?sem

Samsung .
Wireless EITtEPPPiSE Monitor Administration | Hel We need to add our pUb“C IP address
to our APC
B ———
Controller »
General
Ports M
Interfaces
Interface Groups
Network @
Multicast
Country TIME 00 a0 0 0
APC Lists INTERVAL (SEC) 120
e \ Click on th f the APC "o | oece
ICK ONn e name o e
Access Points u u

AP Groups ®

Remote AP Groups

] APC NAME MAC ADDRESS IP ADDRESS PORT PUBLIC IP ADDRESS PUBLIC PORT
Security 4
Rogues 4
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. Samsung A
3.1.2 Public IP added Wireless Enterplcigem

m-.qg;gss EITtEPPI"iSE Monitor Cnnﬂg‘uratinn Administration | Help
Controller = | Controller > Redundancy > Edit
General
Ports
Interfaces APC NAME pi_WECBE500
Interface Groups MAC ADDRESS fd:d9:fh:40:2c:0e
Network b IP ADDRESS ®
Multicast b PORT 4
Country IPUBLICIF' ADDRESS 12,1204, 186 5|
APC Lists PUBLIC PORT T 5246
T EEE——— Add your public IP address
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Samsung A
3.1.3FTP Port wireless Enterp?sem

Samsung

Wireless EﬂtEPPPiSE Monitor | Configuration Help
R

SNMP ‘ You will need to open this

"The FTP is used for Upgrades S TAIENEL 1

R = upgrade a remote AP M
Local Management Users T

FTP @ SFTP )
Logs ¢

PORT 2 USER samsung
DB backup/restore | .

M user samsung L Ol
Reboot "' passworo Rl — CONFIRMPASSWORD ~ sssuams
Factory Reset CONFIRM PASSWORD ~ jsssssms . .
This will be changed on

File M t 4
e Hafagemen future release to use.
Package Upgrade ‘ Stay tuned
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Samsung A

3.1.4 Remote AP Group Wireless Enterprise”

Samsung
WiPE|ESSEﬂtEPPPiSE Monitor | Configuration | Administration | Help

Lets create a Remote AP Group and gy
add our Remote AP to this Remote
Controller b | AP Groups AP Group

wul.Ns ' || corentFiter:  None ® m
@ o

Access Points

Total Entry : 6
B AP GROUP NAME AP GROUP DESCRIPTION AP COUNT WLAN cOUNT 1
Security ‘ default ot_used
Wireless Intrusion b : Remoted? F
User QoS = : ......
Mobility Management b B
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Samsung

3.1.4 Remote AP Group

remote group and
check on Remote AP

Controller AP Groups > .
Group. Hit Apply.
WLANSs
e : | Back | poply
GROUP NAME RemoteAP v ‘
Access Points

Security

Wireless Intrusion
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Samsung AR

3.1.4 Remote AP Group Wireless Enterprise”

Click on the Remote AP Group you just M
created for further configuration. You can

@ also see that the Remote AP Group is | Add [ Delete |

tagged with “(R)” symbol for identification.

N AP GROUP NAME / AP GROUP DESCRIPTION AP COUNT WLAN COUNT !
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Samsung AR

3.1.4 Remote AP Group Wireless Enterprise”
1

AP Groups >

g

AP GROUP NAME

@ =

LOCAL AUTH.

I AP PROFILE NAME AP NAME MAC ADDRESS IPF ADDRESS
LIST STATUS
Here you can select which AP will = IR
be in this Remote AP Group and >
then hit the Up Arrow button. | Change |
[ AP PROFILE NAME AP NAME MAC ADDRESS IP ADDRESS AP GROUP NAME

m

WE-WLAN - Day 2 - Jan. 2015



Samsung A

3.1.4 Remote AP Group Wireless Enterprise”

AP Groups > Remote AP Group >

e — =] If using a radius server for this remote AP
R PR SRR = E «——— group, you would select that here.
Set to Enable and hit apply
M
u
Local Net Users are created for the Internal Radius Server
This will be discussed later on

ID MNAME DEPARTMENT E-MAIL
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3.1.5 WLAN for Remote AP Wireless Enterpride"

Samsung

Wireless Enterprise Monitor Administrati o
P Why Create a WLAN for your home or
T — .
remote office? R

Controller ¢ | WLANs
Arress Pointc —
, This is helpful so

that all data traffic is  Enable | Disable [l Add | Deete
R

not sent back to the
3 Controller ) PROFILE NAME 551D INTERFACE GROUP RADIO AREA ADMIN STATUS SECURITY POLICIES
Rogues
Radio
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3.1.6 CAPWAP Tunnel Mode Wireless Enterpride”

Samsung

Wireless Enter‘pr‘ise Monitor Administration | Help
T —

Controller } | WLANs > WLANs >

For the CAPWAP Tunnel you have 2 options _
(oot J o

AP Groups
1D
Remote AP Groups proFiLe nAME
Security b SSID Work_Connection
Rogues | SRR Local Bridging will dump off all
INTERFACE GROUP npi_lab 2 .
station traffic to the local network
RADIO AREA 1 Al E
CAPWAP TUNNEL MODE 2 Local Bridging E
Radio ' SUPPRESS S5ID Local Bridging
802.3 Tunnel
User QoS i
MAX, ALLOWED STATIONS 127
Mobility Management ’
a
802.3 Tunnel sends all traffic
back through the APC
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3.1.6 CAPWAP Tunnel Mode Wireless Enterpride”

Controller b Access Points » T
This option will only appear if you have
added the AP to a Remote AP Group.

Radio r

AP PROFILE NAME

AP NAME X )

AP CROUP NAME Here we can split our traffic between
AP Groups ACL PROFILE CAPWAP Tunnel and Local Bridging.
Security b SCOPE 9
Wireless Intrusion b
User QoS

= -5 (2

Mobility Management

NO. WLAN SPLIT TUNNEL ACL EDIT
DNS
NTP
DHCP r
S5 u [ = 33
[ NO. WLAN VLAN ID T ACL PRE-AUTH. ACL EDIT

If you need to tag the data traffic, you can tag the traffic
with a VLAN ID here. You can also add an ACL to this AP
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13 = 7 SarDSlJng @
3.1.7 Remote AP “Scenario 1 Wireless Enterprise™

You have a remote office with multiple AP’s at the remote office

Router
e WAN — Router/DHCP

Authentication Server

Backlone Switch

)

AP Controller

Access Point

L L
PoE Switch Mm & ."_’?
— —— —

Access Point S ®
= =
,\;/ S

On the remote site DHCP server we
need to add the user_option 138 into —
the DHCP server
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3.1.7 Remote AP “Scenario 1”

Example -

pool remoteoffices

domain abc.com
dnsserver 8.8.8.8
network 192.168.111.0 255.255.255.0
default_router 192.168.111.1

exclude-range 192.168.111.1 192.168.111.20
user_option 138 ipaddress 12.13.14.15 active
commit T
exit pool |

This IP address should be the CAPWAP IP address, here we
are using the public IP

If you have a MPLS between sites, then you would use the
local CAPWAP |IP address instead

WE-WLAN - Day 2 - Jan. 2015



13 = 7 SarDSlJng @
3.1.7 Remote AP “Scenario 2 Wireless Enterprise™

You have a remote employee that uses an AP while out of office from
many different location

Router
| — Public WAN

Authentication Server

Backlone Switch
=)

T —— DTLS = ON

AP Controller

PoE Switch M~ 2 .‘:?

Access Point ® - -
= N >
\/ e’ i

You will need to hard-set the AP with
the public CAPWAP IP before the
employee takes the AP on the road
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Samsung

3.1.7 Remote AP “Scenario 2”

Hard Setting the CAPWAP IP Address -
Statically assign the CAPWAP IP to an AP

1. Connect the Samsung Rollover cable to the console port of the AP
2.  Login Name = root
3. Password = samsung
4.  Warehouse_ Root# config capwap apclP 12.204.186.56
5. Warehouse_Root # config save O iﬂ
Protocol: Serial -
Port: CoM1 - Flow Control
Baud rate: 115200 - D‘I_'R,’DSR
RTSICTS
ata bits: b . .
You must perform a save command | et b ) oo
: : Parity: Mone -
after making this change - F -
Show guick connect on startup | Save session
Openin a tab
Connect ]| Cancel
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3.1.7 Remote AP “Scenario 2”

Samsung A
Wireless Enterprise”

Samsung recommends that you turn this on for Security in the event that the AP
is not behind a corporate firewall

Samsung

Wireless Enterprise

Monitor

Administration

Help

q

Controller

AP Groups
Remote AP Groups

Security

WIDS Setting
Channel Validation
Black/white List
Policy
Station Allow Limit
WLANSs
Radio
User QoS

Mobility Management

DNS
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Access Points >

AP PROFILE NAME

s | oo |

E—— " DTLS allows datagram-based
MAX DISCOVERY INTERVAL (seC) 2 20 applications to communicate in a way
S e that is designed to prevent
STATISTICS TIMER (SEC) 4 120 . .
RETRANSMITINTER(VAL)(IOOMS) 5 5 eaveSd ropplng’ tamperlng’ or
MAX RETRANSMIT © 5 message fO rge ry.

ECHO RETRANSMIT INTERVAL (SEC) /3

TELNET ¥ @ 50023

ssh 10 @ 50022

pTLs 11 Enable I+ I(

LED | Off E[ [ 00 T~ ;| 00 00 00



(@ ” Samsung AR
Remote AP “Lab 19 wireless Enterp?sem

Lab 19 — (1/3)
Setup an Remote AP

1. Go to Configuration - Controller > Redundancy
. Click on the name of your APC
. Update the public IP address = 12.204.186.56 - Hit Apply
2.  Goto Configuration - Controller > Network - Static Route
. Verify that a Static route has been added
3.  Goto Configuration > AP Groups
. Create a Remote Group called “home_group”
. Click on name of Group
. Add one of your AP’s to this group = Hit Apply
4. Go to Configuration - Access Points - Click on the AP you placed in the Remote Group
. Click on the Advanced Tab = Set Telnet to Enable and hit Apply
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(@ ” Samsung AR
Remote AP “Lab 19 wireless Enterpl%em

Lab 19 — (2/3)
Setup an Remote AP

1. Next, Telnet to the Access Point you wish to make a Remote AP
» Telnet to the APC First 192.168.xx.10
» Enter login and password
+  WEC8500#show ap summary

WEC8500# show ap summary
AP Mgmt interface IP : 192.168.10.10 (vlanl.10)

AP_ID Profile AP_NAME MAC_Address IPv4Addr State Speed Duplex Location  Country(Model Type)
1 ap_1 npi_Lab_AP f4:d9:fb:3d:c4:84 192.168.10.100|1/1/5 100 Full npi_lab US (Unknown)
2 ap_2 Eddie_Home f4:d9:fb:3d:el:44 192.168.0.11411/1/5 100 Full cCarrollton Us (Unknown)
3 ap_3 AP_3037 f4:d9:fb:36:ca:af 192.168.10.102|1/1/5 100 Full EddieDeskTop US (Unknown)
4 ap_4 studentd_apPl f4:d9:fb:3d:a5:96 192.168.10.105011/1/5 100 Full Anywhere  US (Unknown)
5 ap_5 Student4_ap2 f4:d9:fb:3d:94:96 192.168.10.104|1/1/5 100 Full root Us (unknown)
WECB500#

2. Telnet to the AP you added to the remote AP Group
+ Example = WEC8500#telnet 192.168.10.100 50023
* Login = root
+ Password = samsung
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(@ ” Samsung AR
Remote AP “Lab 19 wireless Enterp?sem

Lab 19 — (3/3) Statically set your CAPWAP |P
Setup an Remote AP

1. Configure a static capwap IP
»  Student4_AP5# config capwap apclP 192.168.xx.10
» Student4_AP5# config Connection closed by foreign host.

2. Next, unplug the AP and plug in the remote Network

* Inclassroom, plug your AP into neighbors port 1-16

3. Go to Configuration - Access Points > See that your AP has registered.

4. Lastly, default the AP and set back to normal
»  First, unplug from the AP from the remote network and plug back into your local network. (port 17-24)
* You must connect via console to Default an AP
* Goto Configuration > Access Points = Click on the AP you placed in the Remote Group
* Click on the Advanced Tab &> Set Console to Enable and hit Apply

5. Connect to the AP via Console Cable
* Login = root
+ Password = samsung
» Student4_AP1# system factory reset ip aft
* Factory Set ..
* System was reset without network informations

6. After the AP comes back to the login screen,
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3.2 Internal Radius Server

Sarpsung A
Wireless Enterprise”

3.2 Internal Radius Server
3.2.1 Local Net Users
3.2.2 Creating a LN Users
3.2.3 Assigning to a WLAN
3.2.4 Windows Settings
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Samsung A

3.2 Internal Radius Server Wireless Enterprise™

Internal RADIUS Server

The Samsung wireless LAN system provides the security
and authentication function by interoperating with an
iInternal RADIUS server.

The internal RADIUS server is supported on the WEC8050
and the WECS8500.

To use the internal RADIUS server, operator can add,
delete, or edit a user (maximum 512 users).
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Samsung A

3.2 Internal Radius Server Wireless Enterprise™

Samsung
WirelessEnterprise Monitor | Configuration | Administration | Help

e As you can see the internal radius  p————::h:
server is already setup.
Controller J Security > AAA > RADIUS

Access Points

Total Entry : 1

AP Groups

Remote AP Groups
INDEX TYPE IP ADDRESS PORT

Security v

ARA -

|
TACACS+
Local Net Users
Foot Notes :
Management User

Captive Portal b
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Samsung A

3.2.1 Local Net Users Wireless Enterprise™

Samsung

Wireless EﬂtEPPPiSE Monitor Administration | Help

Controller ¥ Security > AAA >

Acce

Here is where you will create
AP G
your Local Net Users

Remote AP Groups

NO. USER ID E-MAIL

RADIUS
|
— You can also Import or Export
Access Control Lists b a Local Net User List
Firewall b
NAT »

Role Based Access Control
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3.2.2 Creating a LN Users

Samsung
Wireless EﬂtEPPPiSE Monitor | Configuration | Administration | Help
Controller b | Security > AAA > Local Net Users

Access Points

AP Groups

Sarpsung A
Wireless Enterprise”

Remote AP Groups

Security v
NO. USER ID

RADIUS

Captive Portal »

A Eilkar ) 1
MAC Filte Let’s create a user

Access Control Lists b

Firewall b

NAT b F otes

Role Based Access Control

Total Entry : 3
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Samsung AR

3.2.2 Creating a LN Users Wireless Enterprise™

Samsung

Wireless EﬂtEPPPiSE Monitor Administration | Help

Save credentials
Saving your credentials allows your computer to connect to the networlk
when you're not logged on (for example, to download updates),

| ,‘ “JEEI name
Controller b | Security » AAA > Local Net Users » _J [Pasoword

Access Points

AP Groups
USER ID tom
Remote AP Groups
PASSWORD ¢ 1 samsung
CONFIRM PASSWORD samsung
FULL NAME Tom Hanks
S When you the user
DEPARTMENT Warner connects they WI”
i ) | | OFFICEPHONE S need to use this info
MAC Filter CELL PHONE 0725554321
Access Control Lists b HOME PHONE
Firewall 4 E-MAIL thanks@arrow.cam
NAT b

Role Based Access Control
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Sarpsung A
Wireless Enterprise”

3.2.3 Assigning to a WLAN

Samsung

WirelessEnterprise Monitor | Configuration | Administration | Help

-

Security

Controller 3 WLANs > WLANs > Security > L2

Access Points | 12 | “

i s | oot |

Remote AP Groups

PROFILE NAME

Securit 4
’ L2 SECURITY TYPE * WPA + WPA2
Rogues S Make sure to change the
WLANSs - ENCRYPTION TYPE CCMP v AUth Key MGMT tO
| |
l I WPA2 POLICY 802 1)(
Radio - ENCRYPTION TYPE CCMP v
| AUTH KEY MGMT 0
User QoS
ry TR v
Mobility Management 4
PSK KEY - S
DNS PMK LIFETIME (SECONDS) 43200
NTP t EAPOL REAUTHENTICATION PERIOD 0
DHCP MACFILTER | e v
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3.2.3 Assigning to a WLAN

Sarpsung A
Wireless Enterprise”

Samsung
wireless Enterprise Monitor | Configuration | Administration | Help
Security
Controller WLANs > WLANs > Security > Radius

Access Points

AP Groups
Remote AP Groups
Security

Rogues

WLANs

Radio

User Qo5

Mobility Management
DNS

NTP

DHCP

PROFILE NAME

AUTHENTICATION SERVER 0
RADIUS SERVER 1 Internal ¥
RADIUS SERVER 2 7 § — v
RADIUSSERVERZ | |- v

ACCOUNTING SERVER

RADIUS SERVER 1

RADIUS SERVER 2

RADIUS SERVER 2

------------- ' 1. Setto Enable
2. Select Internal Radius server

FALLBACK TEST INTERVAL (SECONDS) 0

ACCOUNTING INTERVAL (SECONDS) 600
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Samsung

3.2.4 Windows Settings Wireless Enterprise™

]+ Control Panel » Network and Internet b Manage Wireless Networks ~ | ¢5 | Search Manage Wirete: 2 ] » Control Panel b NetworkandIntémet. » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. Manage wireless networks that use (Wireless Network Connection)
Add Remove Moveup Adapter properties  Profiletypes  Network and Sharing Center @ Windows tries to connect to these networks in the crder listed below.
Networks you can view, modify, and reorder (6) -2
I-'l SECA P Type: Any supported Automatically connect Add Remove Moveup Adapterproperties Profiletypes Network and Sharing Center 2]
-
o e Any supported Click Add a wireless network
-

~ . npi_wlan Type A A
A
-

=~ WE-Test Type A
[ Wi
-

= sta T A
A
-

= rustyy Profile name: rustyy Radio type: Any supported
&' Security type: WPA2-Personal Mede: Automatically connect

Open “Manage Wireless Networks” Control Panel

Enter information for the wireless network you want to add

Metwork name: RADIUS
Security type: ’WPA?_-Enterprise - ]
How do you want to add a network?
Encryption type: ’AES v]
Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
«~ Create an ad hoc network

Warning: If you select this option, your computer's privacy might be at risk.
Thas creates a temporary network for sharing files or an Internet connection

Cancel

Select “Manually create a network profile” Enter SSID and select WPA-2 Enterprise/AES
Optional: Connect even if the network is not broadcasting
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Samsung

3.2.4 Windows Settings Wireless Enterprise™

[ RADIUS Wireless Network F
Connection | Security - ’m‘m‘

Rk

Marme: .

Security type: [WPAZ—Enterprise
S5ID: RADIUS

Encryption =4
Metwork type: Access point v P [AES

Metwork availability: Al users

Connect automatically when this network is in range Choose a network authentication method:
[] Connect to a mare preferred network if available [MiCI'OSOf‘t: Protected EAP (PEAP) - [ Settings ]
Connect even if the netwaork is not broadcasting its name (35ID) Remember my credentials for this connedioneach

time I'm logged on
[T Enable Intel connection settings

Edit connection settings

Advanced settings

Select Security Settings
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Samsung

3.2.4 Windows Settings Wireless Enterprise™

| Protected EAP Pro

I [] validate server certificate I

Connect to these servers:

8] Acctrust External cA Root | =
[ America Online Root Certification Authority 1

[ Baltimore CyberTrust Root

[] certum ca

[ Class 3 Public Primary Certification Authority

[~ class 3 Public Primary Certification Authority

[ DigiCert Global Reoot CA -
] 10 3

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method: r

| When connecting:
[Secured password {(EAP-MSCHAF v2) V] [ —
L

Enable Fast Reconnect

[] Enforce Metwork Access Protection
[] Disconnect if server does not present cryptobinding TLV D
[ Enable Identity Privacy

ftomatically use my Windows logon name and
assword (and domain i arry).

ok | | cancel

Uncheck Validate server Certificate
Select Configure Authentication Method

Uncheck windows logon credentials
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Samsun

3.2.4 Windows Settings Wireless Enterpride™

802.1% settings | 302, 11 settings

Spedify authentication mode:

Security

[User authentication V] [ Save credentials ]

Security type: [weaz2Enterprise

Delete credentials for all users

Encryption type: [AES

[~] Enable single sign on for this network
(@ Perform immediatzly before user logon
Choose a network authentication method:

Perform immediately after user logon
[Microsoft: Protected EAP (FEAP) V] [ Settings

10

b ; s for th " Allow additional dialogs to be displayed during single
W | Remember my credentials for this connection ea sign on
time I'm logged on -~

This network uses separate virtual LAMNs for machine
and user authentication

Adwvanced settings

Select “Specify Auth Mode”
Select S ity Ad d Setti Select User Auth
elect Security Advanced Settings el

Currently connected to: *s
} telecom.snasamsung.com
! Internet access

Save credentials

Saving your credentials allows your computer to connect to the network

when you're not logged on (for example, to download updates). ) B 1
1|
|L|EEI' name "
| Password 1P_De
X T X A -
Enter your Internal RADIUS credentials il ==
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Samsung A

3.4 Quality of Service Wireless Enterprise”

Quality of Service
(DSCP)
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3.4 Quality of Service

Samsung

wireless Enterprlsem

Samsung
wireless Enterprise Monitor Configuration Administration Help
Wired Wireless
Controller 2 Radie > 802.11a/n/ac > QoS > Wired

Access Points

AP Groups
STATIOM EDCA PROFILE
Remote AP Groups

Tagging Policy

Security +

. . 802.1P POLICY
Wireless Intrusions »

DSCP POLICY

WLANs 4 OUTER DSCP
Radio . INNER DSCP

T PROTOCOL *

JuUL.11a ad -

Genera

I 205 Default Values

-
802.11h ACCESS CATEGROY
802.11nfac

: VOICE
RR.M
Admission Control
: VIDED
2 -
Genera
BEST EFFORT
QoS
802.11n
BACKGROUND
RRM
Admission Control
Advanced ¥

WMM Default

MNone E

Inner Packet [~]
Default Value [ ~]

DSCP [+]

PROTOCOL

[=]

VALUE

46

26
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Samsung A

wireless Enter'prise””

3.5 VOM

« 3.5.1 Voice Quality Monitoring
e 3.5.2 Features of VOQM

« 3.5.3 Configuration for VOQM

« 3.5.4 Monitoring Voice Traffic
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Samsung A

3.5.1 Voice Quality Monitoring Wireless Enterprise”

The WECS8500 provides the Voice Quality Monitoring (VQM) function as
an additional service.

As a function that monitors a voice packet in real-time, the VQM checks
and manages the voice quality of a voice call being service by using the
current wireless LAN section and also provides the status information
by monitoring the quality of a voice traffic.
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Samsung A

3.5.2 Features Wireless Enterprise

Features

* Voice Call Signal Tracing and Troubleshooting
* Voice Quality Check

« Statistics related to Voice traffic

WE-WLAN - Day 2 - Jan. 2015



Samsung AR

3.5.3 Configuration for VOQM Wireless Enterprise™

SNMP ’
HTTP-HTTPS
o CF=¥ —_ i 3 —
Telnet-55H
NUMBER OF AP LICENSE TYPE
Local Management Users ’ VOM PEER MAC ADDRESS
T N FIREWALL PEER LICENSE STATUS
0gs

PEER LICENSE INSTALLATION FAIL

As a reminder, VQM must be allowed via license
key in order to use this feature

DB Backup/Restore
Reboot b

Factory Reset

. OFFICIAL KEY
File Management 4

TEMPORARY KEY
Package Upgrade b
FTP-SFTP

SLM LICENSE KEY 1
Time b

SLM LICENSE KEY 2

T . \ NEW ACTIVATION KEY FILE Browse... hl - .. vatio IJ
ech Suppor
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Samsung

3.5.3 Configuration for VQM Wireless Enterp@ew

Samsung
wireless EITtEPPI"iSE Monitor | Configuration | Administration Help
Controller r ICﬂntroIIer > General I

Access Points

AP Groups

A R oono o SIP ALG

Go to Controller > General and make T —
sure SIP ALG is enabled.

Remote AP Groups

Security

Wireless Intrusions

SIP DETECT LONG DURATION CALL @ Enable ( Disable
WLANs » m SIP NO ANSWER TIMEOUT (SEC) 600
- SIP CONNECT TIMEOUT (SEC) 7200
Radio 4
i ) SIP MONITORING PORT 1 5060
AP Registration
User QoS SIP MONITORING PORT 2 0
AUTO ® Enable © Disable SIP MONITORING PORT 3 0
Mobility Management b
SIP MONITORING PORT 4 0
DNS SIP MONITORING PORT 5 0
NTP r

Repeater Service
SERVICE (" Enable & Disable
Voice Monitoring

VOICE QUALITY MONITORING

VOICE ENHANCED MONITORING

w)
m

T

T

")
m
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Samsung AR

3.5.3 Configuration for VOQM Wireless Enterprise™

Controller b 1 Radio > 802.11b/g/n » I
(|
WLANsS 4
1
enera -
TR T TR g ADMISSION CONTROL g
QoS - — METHOD . #
802.11h MAX CALLS
- MAX CALLS
POZ1 1nfac HANDOVER CALLS
B . HANDOVER CALLS
RRM MINOR ALARM THRESHOLD .
ndmission Control MAJOR ALARM THRESHOLD ' GO to Radlo > 802'11a/n/ac or (%)
AR e IZATION
802.11b/g/n > Admission Control
and enable Voice and Video Call
QoS 5 .
. ! Admission Control.
L ADMISSION CONTROL = STATION KICKOUT CONTROL . w
METHOD - ASS0C RETRY COUNT THRESHOLD
MAX STREAMS
Preferred Calls
HANDOVER STREAMS
Sub Channel Groups
MAX CHANNEL UTILIZATION (%)
Sleeping Cell Detection

HANDOVER CHANNEL UTILIZATION
Energy Saving » (%)
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3.5.4 Monitoring Voice Traffic Wireless Enterprise”

3.5.4 Monitoring Voice Traffic
e 3.5.4.1 VoIP Calls
o 3.5.4.2 Statistics
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Samsung

3.5.4.1 VoIP Calls Wireless Enterprise™

Samsung

wireless EITtEPPl"iSE Monitor Configuration Administration Help

Summary VoIP Calls > VoIP Stations
Active Alarm e I
WLANSs
P i =3
Access Points » VolP Stations
Total Entry : 06
Stations
TEL CALL CALL REG. AP
MAC ADDRESS USER NAME IP ADDRESS CALL SERVER SSID RADIO BSSID
Rogues D NUMBER  PROTOCOL STATUS STATUS NAME
Interference Devices - - - ~ - e .
Statistics v - £ = e N
VoIP Calls hd a N = a 5G AP-9 4
i D = = 3
Completed Calls 33 O € e  2.4G  AP-9F07 f4
Resource - . - - s--s
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3.5.4.1 VoIP Calls

Samsung

wireless Enterprlsem

Samsung
wireless EITtEPPl"iSE Monitor Configuration Administration
Summary VoIP Calls > Active Calls

Active Alarm S -

WLANSs
Access Points 4
Stations
MAC ADDRESS USER NAME IP ADDRESS
Rogues 4 bc:72:b1:d0:9d:41 elly 10.65.142.204

]
i
F

Interference Devices

CALLER

Help

VoIP Calls > Active Calls > Detail

Statistics 4
VoIP Calls v Detail Information
VoIP Stations - i
Foot Noted Client Information
1. MOS is ufdated in 30 seco  MAC ADDRESS be:72ib
IP ADDRESS 65
| | USER NAME e
SSID
RADIO

— oo
ESTABLISHED AP
CURRENT AP

AP MAP LOC.

CALLEE

Active Calls

AP NAME START TIME DIRECTION

Mos(ue) 1

Call Information

CALLER NUMBER 3968

CALLEE NUMBER £01044952875

CALLID

RSSI

SNR 35 dB

DATA RATE 2.2 Mbps

START TIME

DIRECTION

CALLER MEDIA PORT
CODEC G711u
UPSTREAM MOS 4.18
DOWNSTREAM MOS 4.18
UPSTREAM JITTER 0 msec
DOWNSTREAM JITTER 0 msec
UPSTREAM DELAY 54 msec

DOWNSTREAM DELAY 54 msec

Total Entry : 2

MOS(DOWN)
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Samsung A
3.5.4.1 VolP Calls Wireless Enterp?sem

Samsung
wireless En‘ter‘pr‘ise Configuration Administration Help
Summary VoIP Calls >

Active Alarm

WLANSs

MAC ADDRESS 00 00: 00 00:00:00 USER NAME TEL NUMBER

START TIME 00 El Qo El END TIME 00 El a0 El
Stations

Rogues 4

Interference Devices

Access Points

I

History of Completed Calls

Statistics
MAC ADDRESS USER NAME IP ADDRESS CALLER CALLEE AP NAME START TIME EN| !'I'NF.I MOS{UP) MOS{DOWN) I
I .10
VoIP Stations
Resource

Mean Opinion Score (MOS) - A
Measure Of Voice Quality
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Samsung

3.5.4.2 Statistics

Samsung akshay ogout | Save Configuration

WiI"E|ESSEﬂtEPP|"iSE Monitor | Configuration | Administration | Help

U N
wireless Enterprlsem

Assoc/Ho Data Traffic VoIP

Wireless Intrusion 4 Statistics > Network Quality > Radios > 802.11a/nfac > VoIP

Interference Devices

Network Quality(Radios)

Statistics -

) - Last updated : Thu Sep 25 13:48:05 2014
APC Ports

AP Ports ) S
Call count statistics ~
AP Join
o ~ Current calls : 0
RADIUS Servers
Mobility 5 MIN 15 MIN 1 HOUR 12 HOUR 1 DAY TOTAL
Load Balancing UL ™
: o SETUP SUCCESS °
Genera | success
Alert List FAILURE 2
System 3 CANCEL

802.11b/g/n

WLANs

CALLED NUMBER BUSY
REQUEST TIMEOUT
NOT FOUND
FORBIDDEN

SIGNAL TIMEOUT

ETC

DROP, RATE
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Samsung

3.5.4.2 Statistics wireless Enterp@em

5amsung

WiFE|ESSEﬂtEPPPiSE Monitor | Configuration | Administration Help

akshay Logout | Save Configuration

Assoc/Ho VoIP
= . -~ . - - u x
Wireless Intrusion ¥ Statistics > Network Quality * WLANs > VoIP
Interference Devices
[ ]
- Network Quality (WLANsSs)
Statistics -
) ~ Last updated : Thu Sep 25 13:49:54 2014
APC Ports
AP Ports PROFILE NAME npi_network
) S5ID
AP Join
RADIUS Servers ) s
Call count statistics ~
Mobility
Load Balancing Current calls : 0
Natwork Ouality . 5 MIN 15 MIN 1 HOUR 12 HOUR 1 DAY TOTAL
Genera TOTAL 2
Alert List SETUP SUCCESS °
System 3 success ¢
- 5
FAILURE
802.11a/nfac CANCEL
802.11b/g/n CALLED NUMBER BUSY
REQUEST TIMEQUT
piyeg 3 NOT FOUND
Device Types FORBIDDEN
= SIGNAL TIMEOUT

T oo L
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. "I Samsung A
3.5.4.2 Statistics wireless Enterplcigem

Samsung akshay ogout | Save Configuration

WiI"E|ESSEI'ItEPP|"iSE Monitor | Configuration | Administration | Help

Asszoc/Ho Data Rates Data Traffic RF VoIP
APC Ports * statistics > Network Quality > APs > 802.11a/n/ac > VoIP
AP Ports
AP Join

Network Quality (APs) Radio Switch | Bad

RADIUS Server.

(Tr]

Mobility Last updated : Thu Sep 25 13:50:52 2014
FIULHNLY

Load Ba al":irgl PROFILE NAME ap_5

L AP NAME npi_412i AP2
VELWOITR \dUallly b
(Genera )
. Call count statistics ~
Alert List
System b Current calls : D
. 5 MIN 15 MIN 1 HOUR 12 HOUR 1 DAY TOTAL
802.11a/n/ac TOTAL 2
802.11b/g/n SETUP SUCCESS >
WLANS = success *
A - 5
FAILURE
CANCEL

CALLED NUMBER BUSY

Device Types REQUEST TIMEQUT
NOT FOUND

VoIP Calls »
FORBIDDEN
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Samsun i~
3.6 Root and Repeater AP Wireless Enterpride”

* To provide a wireless LAN service where cable installation is
difficult, a Samsung AP can be configured as a repeater mode to
relay wireless LAN traffics.

« To configure this kind of network, the Repeater AP and Root AP are
required.

 The Repeater AP is working as a wireless terminal and the Root AP
connects a Repeater AP to a wireless terminal for connection to the
WECS8500.

 The Root AP and Repeater AP will use radio 5GHz to connect to
one another.

* Due to this, the Root and Repeater will only be able to broadcast its
SSID on the 2.4Ghz radio
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise

Note: This Repeater can
also support Local Bridging.

Example of Root and Repeater Setup

Wireless Connection
2.4 GHz Only
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise™

Samsung

WiI"E|ESSEI']tEPPPiSE Monitor | Configuration | Administration | Help

&

First, plug in the AP’s that you are going to
use for Root and the Repeater AP
| have named mine below

Remote AP Groups

Controller v | Access Points

Security ¢ —
ADMIN _ OPER
AP PROFILE NAME AP NAME MAC 1P ADDRESS MAP LOCATION MODE  MODEL  VERSION
- . STATUS  STATUS
WLANs b _
Radio r I ap 2 l
User QoS n 2 l
Mobility Management b I l
DNS
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Samsung

3.6 Root and Repeater AP

The Root and Repeater AP’s
must be setup in the same AP @

Group.
AP GROUP NAME
AP PROFILE NAME AP NAME MAC ADDRESS IP ADDRESS AP GROUP NAME
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise™

Samsung
Wireless EﬂtEPPPiSE Monitor | Configuration | Administration | Help
Cotroler .. Now, lets click on our Root AP
ALLESS FUNIL
Current Filter E
AP Groups
Remote AP Groups
R Total Entry : 4
SE[UI’it',I’ } ADMIN OPER
D AP PROFJLE NAME AP NAME MAL IP ADDRESS MAP LOCATION MODE MODEL  VERSION
Rogues b STATUS  STATUS
WLANs ¢ O -1 -
v ) : Genera
Radio + D ap ? Warehouse_Root  fd:d%:fb:3d:cd:84  192.168.10.52 Up Up . WEA302
User Qo3 | 3 eddie home  fdofordienicd 1921687028 Up  Down General eas
Mobility Management J
D an 4 Repeat  fhd%:fb3e2d:2c 1924681055 Up Up T WEAD
DNS
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise™

Change the AP Mode to Root AP siratien nei

Controller 4 ccess Points > @

AP Groups
AP PROFILE NAME

Remote AP Groups
AP NAME

Warehouse_Root ®

Root AP [+]

Security

Rogues

The AP will now reboot

WLANs

MAP LOCATION

Radio 4 LOCATION MDF after hitting Apply

IP ADDRESS

User QoS

IP ADDRESS POLICY @
Mobility Management P ADDRESS o = : =
DNS NETMASK 0 0 0 0
NTP 3 GATEWAY 0 0 0 0
DHCP D DISCOVERY TYPE 2 AP Followed [~ ]

ADMIN STATUS

OPER STATUS

PRIMARY CONTROLLER NAME 5 | ————

SECONDARY CONTROLLER NAME 3 | —————

ENIERYEY

TERTIARY CONTROLLER NAME 5 | -——-mmeeee
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise™

Samsung

Wireless EﬂtEPPFiSE Monitor Administration | Help

General

Ports

Interfaces | | | | | | | | | | |

— The mode is now changed

Lets change

this AP AP PROFILE NAME AP NAME MAL IP ADDRESS ADHIN OFER MAP LOCATION MODE MODEL  VERSION
STATUS  STATUS

Mode to

Repeater

WEUG T I I
—

Statistics }

AP Groups

Remote AP Groups © 1

Security
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise™

Change the AP Mode to Root AP istration el

Controller 4 ccess Points »
AP Groups ®

AP PROFILE NAME
Remote AP Groups AP NAME Warehouse_Repeat
Security b

L Repeater AP [+ .

Rogues b AP MODE h I I b

e The AP will now reboot
WLANs 4 . .

MAP LOCATION

after hitting Apply

Radio » LOCATION Warehouse
User QoS IP ADDRESS

IP ADDRESS POLICY °
Mobility Management » 1P ADDRESS 0 0 0 0
DNS NETMASK 0 0 0 0
NTP » GATEWAY 0 0 0 0
DHCP » DISCOVERY TYPE 2 AP Followed |Z|

ADMIN STATUS

OPER STATUS

PRIMARY CONTROLLER NAME 5 | =——-ereeeemee

SECONDARY CONTROLLER NAME 5 | ————

B[] ]

TERTIARY CONTROLLER NAME 5 [———
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3.6 Root and Repeater AP

Samsung

U N
wireless Enterprlsem

Samsung

Wireless Enterprise

Monitor Configuration Administration Help

Controller

Access Points

AP Groups

Remote AP Groups
Security

Wireless Intrusions
WLANs

Radio

User Qo5

Mobility Management
DNS

NTP

DHCP

Controller > General

AP Management SIP ALG
IP ADDRESS 192 . 168 . 50 11 SIP ALG (VOIP AWARE) @ Enable ( Disable
INTERFACE 5 SIP ERROR RESPONSE @ Enable ( Disable

S5IP DETECT LONG DURATION CALL @ Enable sable

SIP NO ANSWER TIMEOUT (SEC) 600
SIP CONNECT TIMEOUT (SEC) 7200
TR SIP MONITORING PORT 1 50RO
i

You will need to activate the Repeater Service

0
SIP MONITORING PORT 4 0
0

SIP MONITORING PORT 5

Repeater Service

SERVICE (" Enable

Voice Monitoring

VOICE QUALITY MONITORING

VOICE ENHANCED MONITORING

w)
m

T

T

")
m

T

T
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Samsung A

3.6 Root and Repeater AP Wireless Enterprise™

 Now unplug the Repeater AP

* |Install the Repeater AP with an external power
supply

* The AP should now connect to the Root AP

* Once an AP has been changed to Root or
Repeater type, it cannot be apart of the default
AP Group.

* You must change the AP back to General or
move the APs to another AP Group.
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Samsung AR

3.6 Root and Repeater AP Wireless Enterprise™

;
Working Setup “Access Points” J EDEEED ODEO &3

ADMIN OPER
AP PROFILE NAME AP NAME MAC IP ADDRESS MAP LOCATION MODE MODEL VERSION
STATUS STATUS

You can see here that | have connected my phone to
the repeater AP and using the 2.4GHz protocol

Active Alarm

WILANS

Access Points

USER
MAC - IP ADDRESS AP NAME SSID) AP MAPLOC.  AUTH. CYPHER PROTOCOL  CHANNEL
Rogues

Interference Devices

Statistics 4 = e 2

VoIP Calls
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Samsung AR
3.7 SNMP Wireless Enterpl%ew

3.7 Simple Network Management Protocol (SNMP)
e 3.7.1 SNMP Supported

« 3.7.2 Enabling SNMP

« 3.7.3 Trap Control
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3.7.1 SNMP Supported Wireless Enterpride

SNMP versions supported by Samsung APC
« SNMPv1l/iv2c : Community-based Simple Network Management Protocol Version 2
« SNMPvV3 : Security model including authentication, encryption

Security Features in SNMPv2c/v3

Version Level Authentication Encryption How to work
vl/v2c noAuthNoPriv Community String No Uses a community string match for authentication

v3 noAuthNoPirv Username No Uses a Username match for authentication

v3 authNoPriv MD5 or SHA No Authentication based on the HMAC-MD5 or HMAC-SHA

v3 authPriv MD5 or SHA DES or AES Encryption in addition to authentication based on the DES or AES
Trap

«  SNMP Trap can be configured on the both WEC and CLI.

Notice

«  SNMPvl/v2c and v3 can be configured on the both WEC and CLI modes

« Each AP does not support SNMP agent.

* Typically, SNMP set/get packet use port 161, SNMP Trap/inform packet use port 162.
*  Port number of SNMP Trap/inform is configurable.
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3.7.2 Enabling SNMP Wireless Enterpride”

3.7.2 Enabling SNMP
« 3.7.2.1 SNMP v1/v2c
e 3.7.2.2 SNMPv3
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3.7.2.1 SNMP v1/v2c Wireless Enterpride”

Samsung
wireless EITtEPPl"iSE Monitor Configuration | Administration I Help

SNMP > APC > vl/v2c Community \
In SNMPv1/v2c, Community name is used for authentication.

System Inf . m
S -> SNMP manager must have a same Community name as APC 3 3
Total Entry : O
v3 User
I COMMUNITY NAME " IPV4 ADDRESS IPVE ADDRESS NETHMASK ACCESS TYPE
Trap Receiver VERSION
Trap Control >
AP 3
e If IP address is 0.0.0.0 and Netmask is O,

then APC permits all SNMP managers access through SNMP

NAME samsungrw

IP VERSION @vd B v

IPV4 ADDRESS 10 | 240. 128 100

IPV6 ADDRESS 0000): | 0000 |: | 0000): | 0000 | | 0000 Fanack Fannnd. Tonnn

NETMASK Access Type : RO (Read Only) and RW (Read-Write)

ACCESS TYPE
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3.7.2.1 SNMP v1/v2c Wireless Enterpride”

samsung

wireless EITtEPPI"iSE Monitor Configuration Administration Help

F

SNMP - SNMP * APC » Trap Receiver \

v1l/v2c Community

v3 User

NO. IPV4 ADDRESS PORT NUMBER TRAP VERSION COMMUNITY NAME

Trap Control 3

AP »

SNMP > APC > Trap Receiver > Add

Address = SNMP Manager

/

IPV4 ADDRESS 192 || 168 . 100 949
PORT NUMBER 162

TRAP VERSION w1 |E|

COMMUNITY NAME samsungwlan
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3.7.2.2 SNMPV3 Wireless Enterpride”

Samsung

wireless EI'TtEPpI"iSE Monitor Configuration Help

SNMP > APC >

v1/vZc Community

[ !I [ NAME AUTH PROTOCOL PRIV PROTOCOL ACCESS TYPE

Trap Receiver

/

Trap Control 3

F

SNMP > v3 User >

NAME /

AUTH PROTOCOL MD& v

AUTH KEY 1 asmssss

PRIV PROTOCOL DES v

PRIV KEY : \ Enter in the login info from
AccEssTYRE : the SNMP v3 manager
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Samsung A

3.7.3 Trap Control Wireless Enterprise™

Here you can set the alarm thresholds

Samsung

WirelessEnterprise Monitor | Configuration | Administration Help

F

SNMP - SNMP > APC > Trap Control > Alarm Threshold

System Info

v1l/v2c Community

v3 User CPU Load Memory Usage
Vo Uok
Trap Receiver MONITOR # Enable (" Disable MONITOR & Enable
Trap Contro - I THRESHOLD(%) a0 THRESHOLD(%:) a0
Alarm Information
Event Information Disk Usage Fan Alarm
AP 3 ~ ~ ~ -
: MONITOR Enable  Disable MONITOR @ Enable CLC
HTTP-HTTPS THRESHOLD(%0) THRESHOLD{LEVEL)

Telnet-SSH
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Samsung A

4. Security Wireless Enterprise™

4. Security

« 4.1 Firewall / ACL

« 4.2 Captive Portal

« 4.3 Web Pass-Through

« 4.4 Conditional Web Redirection
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L Samsung AR
4.1 Firewall / ACL Wireless Enterprise™

Samsung

Wipe|955 EITtEPPFiSE Monitor Administration
D ———

Samsung Recommends that you use
your own firewall for internet traffic.
The APC is not a complex firewall

Controller b | Security > Firewall »

Access Points

L

AP Groups
FIREWALL )
Remote AP Groups
The WEAS8500 has a built in Firewall, in order to use
Guest Users

you must enable it here

Web Authentication
MAC Filter

Access Control Lists 3

Interface
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L Samsung AR
4.1 Firewall / ACL Wireless Enterprise™

Samsung

Wireless Enterprise
DO D D O DX E XD O

Controller

Access Points

AP Groups

Remote AP Groups

Guest Users
Web Authentication
MAC Filter

Access Control Lists

General

Interface

Monitor Administration | Help Here you can Create pOhCGS for
the Firewall

¥ | Security > Firewall > Policy >

B
g

NAME

PROTOCOL Any B

SOURCE IP Any Bﬂ 0. 00 0. 0L 0.0
SDURCE PORT Any

DESTINATION IP Any BEI 0. 0/} 0 0. 0L 0.0
DESTINATION PORT Any

ICMP TYPE NotUsed

ACTION Permit B
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L Samsung AR
4.1 Firewall / ACL Wireless Enterprise™

Samsung
Wireless EﬂtEPPI‘iSE Monitor Administration | Help
Controller b | Security > Firewall > Interface »

Access Points

B
bl

AP Groups
INTERFACE E eledt Interfa i#
Remote AP Groups
DIRECTION
POLICY RULE B
AAA ¥
Guest Users

Web Authentication

"\-"*"3 F”tf" | Select the Interface to Apply the Policy to, and the
Access Control Lists 3 d | re CtiO n

General

Palicy

WE-WLAN - Day 2 - Jan. 2015



. Samsung A
4.2 Captive Portal Wireless Enterprise”

4.2 Captive Portal

o 4.2.1 Introduction

o 4.2.2 Access Control List
 4.2.3 Guest Access WLAN
o 4.2.4 Web Authentication
 4.2.4 Guest Users

« 4.2.5 Lobby Ambassador
 4.2.6 Enable WLAN
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Samsung A

4.2.1 Introduction Wireless Enterprise™

« Samsung’s wireless LAN system provides a built-in
Guest Access function.

* A guest will be granted limited service after connecting to
a specific WLAN (SSID).

* The Guest will be redirected to a login page, where at
the time they must enter the ID and Password provided
by the WLAN administrator or the Lobby Ambassador.

« This will gain the Guest access to the network
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Samsung AR

4.2.2 Access Control List Wireless Enterprise™

Samsung

Wircless Enterprse  Monitor aaminers We need to create an ACL that will redirect

our Guest users
T~
1. Redirect them to the internal web page

Controller » A Security > 2. Allow them access after logging in with ID
Access Points and PW
AP Groups u L-J
Remote AP Groups 192.168.xx.10 = the interface IP of the network |
you are connected to o
rantive Dort N SOURCE DESTINATION MATCH
Laptive Porta D SEQ) ACTION PROTDCOL SOURCE IP/MASK - DESTINATION IP/MASK - o
MAC Fi
H
- - D
me Profile O
O
Access Group(Interface)
Access Group(System)
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Samsung AR

4.2.2 Access Control List Wireless Enterprise”

Samsung
Wireless EﬂtEpr‘iSE Monitor Administration | Help
Controller b A Security > Access Control Lists »

Access Points

B
b

AP Groups
] NAME
Remote AP Groups
Captive Portal 3
MAC Filter
We need to create an access control list that will
Iime Pofe redirect users to the internal captive portal

Access Group(Interface]

Access Group(System)
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Samsung A
Wireless Enterprise”

4.2.2 Access Control List

Here are the actions we need to

: nistration | Help
create to setup our Captive Portal

Click Apply, then add
the other 3 sequences

needed
Controller » A Security > Access Control Lists > IP ACL >
. This name will match for all entries
Access Points
NAME CaptivePortal
Remote AP Groups SEQUENCE 1
PROTOCOL
SOURCE IP 0 0
v
Captive Portal SOURCE PORT
MAC Eiter DESTINATION IP Ay v| D) 0
DESTINATION PORT 53
. s |- v
Time Profile -
05-AWARE
ACTION Permit v
Access Group(In
Access Group(Sy
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Samsung AR

4.2.2 Access Control List Wireless Enterprise™

Samsung

Wireless EﬂtEPPI"iSE Monitor Administration | Help
e T e e T e T et e e et T et e e m et Tt st s

Controller YA Security > Access Control Lists >

Access Points

O
E

AP Groups
] NAME
Remote AP Groups [ >
B ~ Click the Named ACL and add the other
MAC Fiter rules
Time Profile
Access Group(Interface)
Access Group(System)
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4.2.2 Access Control List

Sarpsung A
Wireless Enterprise”

Samsung

Wireless Enterprise  Monitor

Configuration | Administration | Help

e

Controller YA Security > Access Control Lists > Add ®

Access Points

AP Groups
Remote AP Groups
Security v
AAA ’
Captive Portal 3
MAC Filter
Time Profile
|
Access Group(Interface)

NAME

SEQUENCE
PROTOCOL

SOURCE IP

SOURCE PORT
DESTINATION IP
DESTINATION PORT
TOS

0S-AWARE

ACTION

Hit Apply,
then add the
other 2 rules

Access Group(System)
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4.2.2 Access Control List

Samsung

Wireless Enterprise

Controller YA

Access Points

Security > Access Control Lists > Add

Monitor | Configuration | Administration | Help

@

AP Groups
Remote AP Groups
Security v
AR b
Captive Portal 3
MAC Filter
Time Profile
]
Access Group(Interface)

NAME

SEQUENCE
PROTOCOL

SOURCE IP

SOURCE PORT
DESTINATION IP
DESTINATION PORT
TOS

05-AWARE

ACTION

3
Address v| 192 . 168, 11| 10 /|255 255 . 255 . 255

Access Group(System)

Samsung

wireless Enterprisem

Hit Apply,
then add the
last rule
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Samsung A

4.2.2 Access Control List Wireless Enterprise™

Samsung
WirelessEnterprise Monitor | Configuration | Administration | Help

s

Controller } A Security > Access Control Lists > Add ®
Access Points
AP Groups -
NAME
Remote AP Groups SEQUENCE 1
Security - PROTOCOL ICMP v
} SOURCE IP Ay v 0 L0 L0000 f0L0D Hit Apply
AAA
. SOURCE PORT Any vV
Captive Portal b
er DESTINATION IP Ay v 00000000
MAC Filter
DESTINATION PORT Any v
L
o
me Profile
0S-AWARE Any ¥
| ACTION Permitv
Access Group(Interface)
Access Group(System)
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4.2.2 Access Control List

Sarpsung A
Wireless Enterprise”

Samsung

Wireless Enterprise

Monitor

Administration | Help

Controller b A Security >
Access Points
AP Groups
Remote AP Groups
Captive Portal b [ seq
MAC Filter
H
H
Time Profile
O
O

Access Group(Interface)

Access Group(System)

WE-WLAN - Day 2 - Jan. 2015

ACL List complete
Now let's assign it to
our WLAN | sack | Aoy
NAME I e TIME PROFILE
SOURCE DESTINATION MATCH
ACTION PROTOCOL SOURCE IP/MASK DESTINATION IP/MASK
PORT PORT COUNT



Samsung AR

4.2.3 Guest Access WLAN Wireless Enterprise”

Samsung

wireless EI'TtEF‘PI"iSE Monitor Administration | Help

In this case we will edit the current WLAN

1. First Disable the Guest11l WLAN that

already exists. —
2. Next click on the ID number and lets
change the Security Policy e | ossbc il aid ] ook
Security »
|:| ID PROFILE NAME SS5ID INTERFACE GROUP RADIO AREA ADMIN STATUS SECURITY POLICIES
Rogues 4 [l \
O

Radio
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4.2.3 Guest Access WLAN

Sarpsung A
Wireless Enterprise”

Samsung
Wireless EITtEPPﬂSE Monitor Administration | Help
Controller * | WLANs > WLANs >

Access Points

AP Groups

Remote AP Groups
Security

Rogues

Radio
User Qo5s
Mobility Management

DNS

1D

PROFILE NAME
S5ID

AP GROUP LISTS
INTERFACE GROUP

RADIO AREA |

CAPWAP TUNNEL MODE E
SUPPRESS S5ID
AAA OVERRIDE

MAX. ALLOWED STATIONS

Go to the security Tab to setup

access for this WLAN | sk | oty
Guesti1
|GuestGraup11 v
All v

Make sure to check Enable

I GUEST SERVICE

ADMIN STATUS

WE-WLAN - Day 2 - Jan. 2015
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Sarpsung A
4.2.3 Guest Access WLAN Wireless Enterprise”

Samsung
WiI"E|ESSEI'ItEP|JPiSE Monitor | Configuration | Administration | Help

Y

General Security Advanced

Controller b WLANs > WLANs > Security > L2

Access Points 12 [k

o
Remote AP Groups
PROFILE NAME Guestil
Security J : v
L2 SECURITY TYPE
Rogues S T ) P— Vv
WLANs \

1. Change the L2 Security Type back to none
Foot Notes : 2. Hit Apply
Radio | 141, 1F L2 Security Type is one of the f owing conditions 3. Thegotol3
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4.2.3 Guest Access WLAN Wireless Enterprise”

L3 is used for
WLANs > WLANs > Security > Guest Access Hit Apply

U‘"‘ — Security \

PROFILE NAME
WEB POLICY . »
PRE-AUTHENTICATION ACL CP E 1. Here we will enable the web
OVERRIDING REDIRECT URL ™ Enable ( Disabl pO“CV
URL 2. Select the Authentication
3. Select the Pre-Authentication
ACL
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4.2.4 Web Authentication Wireless Enterprise™

Samsung

wireless Erterprise

Administration Help

Configuration

Controller 3 Security > Captive Portal > Web Authentication

Access Points

AP Groups @ Select the Web Authentication Type rreven | Jooly

Web Login Page

Remote AP Grdups

Security . I WEB AUTHENTICATION TYPE Internal E
rona |
TR ‘. Foot Notes :
Access Control Lists 3
Firewall »
NAT N
fole Based Access Control Input the interface IP of the network —
ogues 3 Web Service Address .
— you are connecting to.
WLANs 1P ADDRESS 192 .| 168
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4.2.4 Web Authentication Wireless Enterprise™

Samsung

Wireless Enter‘pr'ise Monitor Administration | Help

. T~
We have 4 different WEB Auth types =—

Controller » Security > Captive Portal »
Access Points l
AP Groups M M
Remote AP Groups
WEB AUTHENTICATION TYPE Intamal E
AAA » Extemal
AFTER AUTHENTICATION Dawnloaded
Customized
Guest Users

Choose where the user should go after they have authenticated —

I AFTER AUTHENTICATION I
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; ’ Samsung A
4.2.4 Web Authentication Wireless Enterprise™

a@. |@ http://192.168.72.10/index.php P~ e x|

= Wireless Enterprise Manager ‘ |

;-;'—;- http://192.168.72.10/content/configura... |_= &
|\§;' http://192.168.72.10/ content/configuration/configuration.s
=
Samsung L
wireless EI'TtEPpI"iSE Monitor Administration Help
I . . . . | SocoacaaceEaaaaeEs
WIRELESS ENTERPRISE

Controller Select Internal for Classroom

Access Points

AP Groups

Remote AP Groups

WEB AUTHENTICATIO Internal Iz‘

AFTER AUTHENTICATION ©

m

m

WELCOME

In order to use the wireless network, Please login

U Si ng I nte rna I’ your assigned/registered account

If you do not know or have forgotten your account
and/or password, Contact to Help Desk for

AC Al the users will see
- \ a login screen ]
- appear like this

5
]

=]

=

Rogues »
WLANS D IP ADDRESS 102 [168] | 71 || 10
Radio 4
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4.2.4 Web Authentication Wireless Enterprise™

Security * Captive Portal > Web Authentication

We can point them to an

‘ external source “Preview || ool |
Web Login Page

WEB AUTHENTICATION TYPE ‘ External |Z| ‘

EXTERNAL WEE AUTH. URL www.samsung.comiguest_wifi

@ BEedirect users onainzl ooen

AFTER AUTHENTICATION

OR

We can upload a

custom HTML file [

Web Login Page J/

WEB AUTHENTICATION TYPE Downloaded|E3

SELECT FILE Browse...
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4.2.4 Web Authentication Wireless Enterprise™

Using Customized we can editing

the fields below M M

WEB AUTHENTICATION TYPE Customized |2
LOGO .
SELECT FILE * Browse. .
HEADER WELCOME

In order to use the wireless network, Please login your assigned/registered account,

BODY If you do not know or have forgotten your account and/or password, Contact to Help Desk for assi
stance,
FOOTER Copyright ** 1995-2014 SAMSUNG All rights reserved
TERMS AND CONDITIONS g
SELECT FILE ° Browse...
COLOR 0
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4.2.4 Creating Guest Users Wireless Enterprise™

Samsung

Wireless EITtEI"PI"iSE Monitor Administration Help

e
You can choose your Guest Auth Type here

Choose Local for classroom L ocal -

Access Points
RADIUS
AP Groups / Local/RADIUS B

i

GUEST AUTH TYPE Local v .
Remote AP Groups [RADIUS/Local |8
PRIMARY RADIUSSERVER . |~ v
SECONDARY RADIUSSERVER 1 | ———— v
— - CACHE DURATION (SEC.) G0
LMMﬁPI
MAC Filter
Access Control Lists \ * Here we can create Guest Users
irewall 5 0 5 9
o \ * When Authentication is set to internal
Role Based Access Control or CUStomlzed |t W|” use th|S I|St u
Rogues 4
WLANSs 4
Radio 4 USER ID START TIME END TIME FULL NAME STATUS SPONSOR GRANTOR
User QoS
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4.2.4 Creating Guest Users Wireless Enterprise™

Samsung

Wireless Enterprise Monitor Administration | Help

e LOCA Nett Ussers from your -
Internal Radius Server can

be used as well.

Controller b | Security > Captive Portal >

Access Points

,, 3

AP Groups
GUEST AUTH TYPE RADIUS v
Remote AP Groups
PRIMARY RADIUS SERVER Internal ¥
—
SECONDARY RADIUSSERVER 1 | =emeeeemems v
AAA b
CACHE DURATION (SEC.) 60

Web Authentication

MAC Filter

Access Control Lists )
Firewall b
NAT b

Role Based Access Control
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Samsung

- A
4.2.4 Creating Guest Users Wireless Enterprise”

Samsung
wireless EITtEPPI"iSE Monitor | Configuration Administration | Help

Controller 3 Security > Captive Portal > Guest Users

Access Points

AP Groups

GUEST AUTH TYPE Local v
Remote AP Groups
PRIMARY RADIUSSERVER 1 | v
Security - "
SECONDARY RADIUS SERVER * | ——— M
AAA 3
CACHE DURATION (SEC.) G0
oL = b
Web Authentication Foo

MAC Filter 1. In case of using RADIUS authentication, RADIUS server sho

Access Control Lists b o S S e e ed
o | Guest users Create a Guest User
NAT X

Role Based Access Control Current Filter None

Rogues 4
WLANSs 4

Total Entry: 1
Radio 4 USER ID START TIME END TIME FULL NAME STATUS SPONSOR GRANTOR
User QoS — B -
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4.2.4 Creating Guest Users Wireless Enterprise

Security > Captive Portal > Guest Users >

USER ID guestEa8003
PASSWORD 1

CONFIRM PASSWORD

START TIME 2014-03-06 oo« oo r oo T

END TIME 2014-03-06 23 ¥ 59 59 w

o The Generator will auto
o select the User ID and
s Password

MAX SESSION

STATUS

COMMENTS

Here you can determine the Start
Time and End Time.

The Guest User Account will be
deleted after End Time

COMMENTS
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Samsung AR

4.2.4 Creating Guest Users Wireless Enterprise™

Security > Captive Portal > Guest Users >

How many sessions [ Back J apoty | Apoly & print |
for this account T

allowed? Juestees003 " Generator
s You have the option to print the login

CONFIRM PASSWO

S zo- information here or just apply
2014-03-06 23w 59w 1=
END TIME
FULL NAME
COMPANY
EMAIL
PHONE
]
MAX SESSION 1
STATUS e Lo DE

This information will appear on the print out

SPONSOR
DEPARTMENT
EMAIL

PHONE

COMMENTS
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4.2.4 Creating Guest Users Wireless Enterprise™

USER ID

WE-WLAN - Day 2 - Jan. 2015

START TIME

Here you can see
who created the | Change

Guest User M M

END TIME FULL NAME STATUS S5PD GRANTOR




Samsung AR

4.2.5 Lobby Ambassador Wireless Enterprise™

Samsung
Wireless EﬂtEPPPiSE Monitor | Configuration Help
1. Create an account for the front desk
2.  With an (Lobby Ambassador) account, the user will be able
SNMP v Local Management Users

to create guest users.
Go to Administration>Local Management Users> APC and hit Add

Telnet-SSH @
ID frontdesk
PASSWORD V1 samsung
CONFIRM PASSWORD samsung

DB backup/restore I LEVEL 4 (Lobby Ambassador) v I

Reboot \

HTTP-HTTPS
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4.2.5 Lobby Ambassador Wireless Enterprise™

Login with
Account

et viewed with MicroSoft Explorer 9.0 and 1220%1024 resolution
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4.2.5 Lobby Ambassador Wireless Enterprise™

Samsung

Wireless Enterprise

U
The only function this account
Guest Users has is to create Guest Users

Cor Lo

USER ID START TIME END TIME FULL NAME STATUS SPONSOR GRANTOR
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4.2.6 Enable WLAN Wireless Enter'plcige””

Sansung Logout | Save Configuration
Wireless EﬂtEPPPiSE Monitor | Configuration | Administration | Help
Controller b | WLANs > WLANs
Access Points B e E
AP Groups \
Remote AP Groups
Total Entry : 2
Security 2
[] 1D PROFILE NAME 551D INTERFACE GROUP RADID AREA ADMIN STATUS SECURITY POLICIES
Rogues P O] 1 any Company10 CompanyGroup10 4GHz/5GHz Enab [PA + WPA2
2 Guestll Guestll GuestGroupll 2.4GHz/5GHz Disabled Web Authentication
WLANs v v .
(=2 Wireless Enterprise Manager - Windows Internet E... I. = | |ﬁ]
]

P

2 http://192.168.10.10/ confirm_password.phpfrm=form&fn_name=chk,

Passwart 2000000 -mllli

~
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Captive Portal “Lab 21"

Lab 21 — (New WLAN Setup Example) (1/3)
Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (1/4)

1. Go to Configuration - Security-> Access Control Lists - IP ACL - Add
a. Name = CaptivePortal

Sequence =1

Protocol = udp

Source IP = Any

Source Port = Any

Destination IP = Any

Destination Port = 53

Action = Permit

Apply

S@ 0 oo0CT
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Samsung

Captive Portal “Lab 21"

Lab 21 — (New WLAN Setup Example) (1/3)
Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (2/4)

1. Security-> Access Control Lists = IP ACL - CaptivePortal
a. Sequence =2

Protocol = Any

Source IP = Any

Source Port = Any

Destination IP = 192.168.xx.10/255.255.255.255

Destination Port = Any

Action = Permit

Apply

S@ 0 oo0CT
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Samsung

Captive Portal “Lab 21"

Lab 21 — (New WLAN Setup Example) (1/3)
Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (3/4)

1. Security-> Access Control Lists = IP ACL - CaptivePortal
a. Sequence =3

Protocol = Any

Source IP = 192.168.xx.10/255.255.255.255

Source Port = Any

Destination IP = Any

Destination Port = Any

Action = Permit

Apply

S@ 0 oo0CT
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Captive Portal “Lab 21" Wireless Enterprise™

Lab 21 — (New WLAN Setup Example) (1/3)
Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (4/4)

1. Security-> Access Control Lists = IP ACL - CaptivePortal
a. Sequence =4
b. Protocol = ICMP
c. Action = Permit
d. Apply
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Samsung

Captive Portal “Lab 21"

Lab 21 — (New WLAN Setup Example) (2/3)
Setup a WLAN that uses Captive Portal with Internal Web Authentication

1. Go to Configuration - WLANs = WLANs - Hit Change
ID=2

Profile Name = GuestXX

SSID = GuestXX

Interface Group = GuestGroupXX

Radio Area = All

Guest Service = Enable

Click on the ID #3 - Security > L3

WEB Policy = Enable with Web Authentication
Pre-Authentication ACL = CaptivePortal = Apply
Enable the WLAN

2. Go to Configuration - Security - Captive Portal > Web Auth
Web Auth Type = Internal

After Auth = optional setup

Input the Web service address

Hit Apply

S@ 0 a0 oy

ot —

oo oW
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Captive Portal “Lab 21"

Lab 21 — (New WLAN Setup Example) (3/3)
Setup a WLAN that uses Captive Portal with Internal Web Authentication

1. Go to Configuration - Security - Captive Portal > Guest Users
a.  GuestAuth Type = Local
b.  Click Add = Create a user ID to be able use this service

2. Test
a.  Connect your PC or Phone to the SSID and login using the created guest ID
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4.3 Web Passthrough Wireless Enterprise”

4.3 Web Passthrough

* 4.3.1 Introduction
 4.3.2 ACL Rules
« 4.3.3 Setup Web Passthrough
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4.3.1 Introduction Wireless Enterprise

Introduction

When the wireless users try to access Internet at the first time, Users are redirected to the web
page specified by Web Passthrough.

«  Web Passthrough is a useful feature that is used for guest access.

 The process of web passthrough is similar to that of web authentication except that authentication
credentials are required for web authentication.

Process of Web Passthrough
« User associate a WLAN with no security and get DHCP IP address.

«  When user open a web browser, user sends a specific HTTP get message and APC returns HTTP
Redirect message to the user.

« User’s web page is redirected to the redirected web page.

Limitations
 If WLAN is configured as local bridging mode, Web Passthrough does not work (PKG ver. 1.4.12)
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4.3.2 ACL Rules wireless Enterpl%em

Applying ACL to WLAN
Web passthrough is applied to the WLAN with no security.

« ACL is applied to prevent users from accessing unauthorized destinations but a part of packets
from/to user must be allowed to establish a basic communication.
ACL Rules for Web Passthrough
 Allowed Rules
—  DNS flow
—  DHCP flow
— Redirected Web server defined by administrator
—  (Optional) HTTP Proxy Server’s IP Address
— (Optional) The IP address of Server to download some applications

- All the above flows are from/to wireless users
+ Denied Rules
Traffic Flows that Administrator does not intend to allow on the WLAN
APC makes a redirection for HTTP get message only when the packet is matched by ACL denied rule.
(Internal implementation!)

Packets from Wireless user

---------------------------------------------------

Allow:

» Necessary Traffic for basic communication

i HTTP packet is redirected after denied by ACL
- Available Web ports are specified in Security>Captive Portal>Web
i Authentication

. Default Web ports for Web Passthrough are 80, 443, 8080

Deny

Redirect Web page

. .
-----------------------------------------------------
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Samsung

4.3.3 Setup Web Passthrough Wireless Enterprise™

Controller Security > Access Control Lists

Access Points

AP Groups
NAME TIME PROFILE

Remote AP Groups

Security -

AAA 3

Captive Portal » ] MATCH COUNT

MAC Filter O == DNS

Access Contro L . O ==p DHCP
(] =—==p Redirected Web Sever
] ==p HTTP Proxy Server
] == Download Server

Access Group(Interface)

A Group(System)
S e ACL includes a implicit-deny rule. So you don’t need to add a “deny any any” rule.

Firewall 3
NAT 3

General Security Advanced
Controller 3 WLANs > WLANs > Advanced

Access Points

AP Groups

Remote AP Groups ACL RULE WebPassthrogh -

Security 3

DHCP OVERRIDE @ Enable @ Disable
Rogues »

DHCP SERVER * 0 ] 0 0
WLANs -
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4.3.3 Setup Web Passthrough Wireless Enterpride”

Controller

Access Points

AP Groups
Remote AP Groups
Security

Rogues

Radio

Controller

Access Points

AP Groups
Remote AP Groups
Security

Rogues

WLANS
Radio
User QoS

Mobility Management

3 WLANs > WLANs > Security >

PROFILE NAME

B
£

v | WEE POLICY

\.

PRE-AUTHENTICATION ACL

OVERRIDING REDIRECT URL

URL http://10,20,30,40/index. himl
X =a

1
15T DNS SERVER 120 30 10 21
2ND DNS SERVER a 0 0 0
3RD DNS SERVER a u] 1] 0

If URL is not IP address format but domain name, APC must

activate DNS client and to resolve URL into IP address because
CACHING S1ZE 2 10000
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Redirection message returned toward the wireless user is sent with
IP address of redirected Web page
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4.4 Conditional Web Redirection Wireless Enterprise”

4.4 Conditional Web Redirection

* 4.4.1 Introduction

 4.4.2 ACL Rules

« 4.4.3 Setup Conditional Web Redirect
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Samsung A

4.4.1 Introduction Wireless Enterprise™

Introduction

. With Conditional Web Redirection, User is redirected to a particular web page when user reaches the expiration
date or when the user needs to pay a bill for continued wireless service.

. When user’s authentication period is expired and user try to authenticate, Radius server returns Samsung-Url-
Redirect information and APC redirects to user's specified URL when they open a browser.

Process of Conditional Web Redirection
1. Radius server detects that user reaches the expiration date or needs to pay a bill for wireless service.

2. When user (re)authenticates after Step2, Radius server returns {Samsung-Url-Redirect} or {Samsung-Url-Redirect,
Samsung-Url-Redirect-Acl} message.

3. When user open a browser, user is redirected to Redirected web page. Conditional Web Redirection is similar to the
Web Passthrough but ACL rule for Conditional Web redirection is provided by Samsung-Url-Redirect-Acl message
from Radius server or Pre-auth-ACL on WLAN L3 security can be applied.

Preconditions

. To use Conditional Web Redirection, Radius server must have Samsung dictionaries related to Conditional Web
redirection

Limitations
. If WLAN is configured as local bridging mode, Conditional Web Redirection does not work (PKG ver. 1.4.12)
. Pre-auth-ACL feature on the WLAN does not work at PKG version 1.4.x (Available after 1.5.0)
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4.4.2 ACL Rules wireless Enter'pl%e

Applying ACL to WLAN
. Conditional Web Redirection can be applied to the WLAN with 802.1x.

. ACL is applied to prevent users from accessing unauthorized destinations but a part of packets must be allowed to
establish a basic communication. This ACL has been used only until authentication is successful

ACL Rules for Conditional Web Redirection

. Allowed Rules
— DNS flow
— DHCP flow
— Redirected Web server defined by administrator
— (Optional) HTTP Proxy Server’s IP Address
—  (Optional) The IP address of Server to download some applications

- All the above flows are from/to wireless users

Denied Rules
. Traffic Flows that Administrator does not intend to allow on the WLAN

. APC makes a redirection for HTTP get message only when the packet is matched by ACL denied rule.
(Internal implementation!)

Packets from Wireless user

---------------------------------------------------

Allow:

» Necessary Traffic for basic communication

i HTTP packet is redirected after denied by ACL
- Available Web ports are specified in Security>Captive Portal>Web
i Authentication
. Default Web ports for Conditional Web Redirection are 80, 443, 8080

Deny

Redirect Web page

. .
-----------------------------------------------------
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4.4.3 Setup Conditional Web Redirect wireless Enterprie"

Case 1 : ACL rule is referred by Samsung-Url-Redirect-Acl

Controller » WLANs > WLANs > Security >
Access Points

AP Groups

:
b

Remote AP Groups
PROFILE NAME

Security L4 WEB POLICY )

Rogues

PRE-AUTHENTICATION ACL = -—-——————- -

. OVERRIDING REDIRECT URL C)
Radio
URL

Case 2 : Pre-auth-ACL is applied (Available after v1.5.0)

Controller 3 WLANs > WLANs > Security »
Access Points

AP Groups

:
i

Remote AP Groups
PROFILE NAME
Security 4 WEB POLICY )

Rogues

@

PRE-AUTHENTICATION ACL WebRedirect -

. OVERRIDING REDIRECT URL ™ Enaple @ Ds3
Radio
URL
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Samsung WLAN Day 2 Wireless Enterprise™

End of Day 2
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