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TMDay 2 Outline

1. Lab Exercise

• 1.1 Complete Rebuild

2. APC and AP Troubleshooting

• 2.1 System Logs

• 2.2 Station Tracking

• 2.3 Packet Capture

• 2.4 Tech Support

3. Advanced Deployment

• 3.1 Remote AP

• 3.2 Internal Radius Server

• 3.4 Quality of Service

• 3.5 VQM

• 3.6 Root and Repeater AP

• 3.7 SNMP

4. Security

• 4.1 Firewall / ACL

• 4.2 Captive Portal

• 4.3 Web Passthrough

• 4.4 Conditional Web Redirection

WE-WLAN - Day 2 - Jan. 2015



TM

1. Lab Exercise

• 1.1 Complete Rebuild

Use the WLAN_day2morning_LAB to complete

Please complete this lab by 12:00pm.

The instructor is here to help

1. Lab Exercise

WE-WLAN - Day 2 - Jan. 2015
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2. APC and AP Troubleshooting

• 2.1 System Logs

• 2.2 Station Tracking

• 2.4 Tech Support

• 2.5 Interference Devices

• 2.6 Rogue AP’s and Stations

2. APC and AP Troubleshooting

WE-WLAN - Day 2 - Jan. 2015
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Alarm/Event

Debug log/detailed log

2.1 System Logs

WE-WLAN - Day 2 - Jan. 2015
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WEC8500# show alarm info

1 system     MAJ Software Down

2 system     MAJ Cpu Load Alarm

3 system     MAJ Memory Usage Alarm

4 system     MAJ Disk Usage Alarm

5 system     MAJ Fan Rpm Alarm

6 system     CRT System Temperature Alarm

7 system     CRT System Thermal Runaway

8 system     MAJ DHCP Sever Connect Failure

9 system     MAJ DNS Server Connect Failure

10 system     MAJ NTP Server Connect Failure

11 system     CRT Fan Fail alarm

12 system     CRT Temperature Sensor Fail

13 system     MAJ Power Module Fail

14 ap CRT Duplicated IP

15 ap CRT No Radio

16 ap CRT License Expired

17 ap MAJ BSS INTERFACE DN

18 ap MAJ AP

19 ap MAJ AP CPU Load High

20 ap MAJ AP MEM Usage High

21 ap MAJ AP Monitor Device Fail

22 ap MAJ AP RADIO CARD TX FAIL

23 ap MIN AP CHANNEL BUSY

24 ap MAJ AP DISK USAGE HIGH

25 wifi MIN CAC Minor Calls

26 wifi MAJ CAC Major Calls

27 wifi MAJ CLUSTER APC Lost Connection

28 security   CRT Radius Servers Failed

29 network    MAJ NET Link dn

30 se         MIN SE VQM Excess Burst

31 se         MIN SE VQM Excess Delay

32 se         MIN SE VQM Low MOS

33 se         CRT SE NFM SE_RESTART

WEC8500# show alarm conf

------------------------------------------

Alarm Log Configuration

------------------------------------------

Alarm Group Filter          all

Alarm Level Filter          minor

Alarm Log File Size         10 MBytes

Alarm Log File Count        2

Alarm Log STD Out           Off

WEC8500# show alarm list all

1 system     2013-04-02 10:54:34 MAJ APC  Power Module Fail POWER0

2 network    2013-04-02 10:54:31 MAJ APC ge6 NET Link dn

AdminStatus[up] OperStatus[down]

3 network    2013-04-02 10:54:31 MAJ APC ge5 NET Link dn

AdminStatus[up] OperStatus[down]

4 network    2013-04-02 10:54:31 MAJ APC ge7 NET Link dn

AdminStatus[up] OperStatus[down]

5 network    2013-04-02 10:54:31 MAJ APC xe2 NET Link dn

AdminStatus[up] OperStatus[down]

6 network    2013-04-02 10:54:31 MAJ APC ge8 NET Link dn

AdminStatus[up] OperStatus[down]

7 network    2013-04-02 10:54:31 MAJ APC xe1 NET Link dn

AdminStatus[up] OperStatus[down]

8 network    2013-04-02 10:54:29 MAJ APC mgmt0 NET Link dn

AdminStatus[up] OperStatus[down]

WEC8500# show alarm list ?

all           Display the list of active alarms

group         Display the list of active alarms for

specific group

level         Display the list of active alarms for 

specific level

ALARM
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WEC8500# show event

1 network     11:26:13 NOT APC IP Duplication detect IP:1.111.60.63 MAC:94:63:d1:a5:34:63 Interface:vlan1.1217

2 network     11:26:12 NOT APC IP Duplication detect IP:1.111.60.63 MAC:94:63:d1:a5:34:63 Interface:vlan1.1217

3 wifi 11:24:36 NOT  RRM DPC RUN Dynamic power control done [2.4GHz]

4 wifi 11:24:35 NOT  RRM DPC RUN Dynamic power control done [5GHz]

5 network     11:21:02 NOT APC IP Duplication detect IP:1.110.19.18 MAC:0c:df:a4:2b:6f:97 Interface:vlan1.1212

6 network     11:21:01 NOT APC IP Duplication detect IP:1.110.19.18 MAC:0c:df:a4:2b:6f:97 Interface:vlan1.1212

7 network     11:19:59 NOT APC IP Duplication detect IP:1.111.195.49 MAC:0c:df:a4:2c:7f:67 Interface:vlan1.1202

8 network     11:19:58 NOT APC IP Duplication detect IP:1.111.195.49 MAC:0c:df:a4:2c:7f:67 Interface:vlan1.1202

9 wifi 11:14:37 NOT  RRM DPC RUN Dynamic power control done [2.4GHz]

10 wifi 11:14:35 NOT  RRM DPC RUN Dynamic power control done [5GHz]

WEC8500/configure# alarm ?

backupIP Configure backup AP controller IP address

current-terminal           Configure logging alarms on/off for a current terminal

dump                       Convert alarm log DB to dump txt file

group                      Configure alarm for specific group

level                      Configure alarm for specific level

logcount Configure the number of backup file for alarm log (Default : 2) 

logsize Configure file size for alarm log

stdout Configure standard out on/off for all terminals

# Alarm Log Size(Default : 10MBytes) is occupied by event messages

# Event messages include Alarm messages

WEC8500# show alarm history all

1 network    2013-04-04 18:41:10 MAJ APC ge4 NET Link dn Clear AdminStatus[up] OperStatus[up]

2 network    2013-04-04 18:41:06 MAJ APC ge4 NET Link dn Declare AdminStatus[up] OperStatus[down]

3 network    2013-04-04 18:40:49 MAJ APC ge1 NET Link dn Clear AdminStatus[up] OperStatus[up]

4 network    2013-04-04 18:40:43 MAJ APC ge1 NET Link dn Declare AdminStatus[up] OperStatus[down]

5 network    2013-04-04 18:40:29 MAJ APC ge1 NET Link dn Clear AdminStatus[up] OperStatus[up]

6 network    2013-04-04 18:40:16 MAJ APC ge1 NET Link dn Declare AdminStatus[up] OperStatus[down]

7 network    2013-04-04 11:35:05 MAJ APC vlan1.2202 NET Link dn Clear AdminStatus[up] OperStatus[up]

8 network    2013-04-04 11:34:11 MAJ APC vlan1.2201 NET Link dn Clear AdminStatus[up] OperStatus[up]

9 network    2013-04-02 10:54:43 MAJ APC vlan1.1 NET Link dn Clear AdminStatus[up] OperStatus[up]

Show Event

Alarm Configuration
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WEC8500# show debug log conf

---------------------------------------------

Debug Log Configuration

---------------------------------------------

Debug Log Mode                 On

Debug Log Module Filter        all

Debug Log Level Filter         warning

Debug Log File Size            10 MBytes

Debug Log File Count           2

Module STD Out                 Off

Module Filter STD Out          all

Module Level Filter STD Out    debug

WEC8500# show debug log detail conf

------------------------------------------------

Debug Detail Log Configuration

------------------------------------------------

Debug Detail Log Mode              On

Debug Detail Log Module Filter     all

Debug Detail Log Level Filter      information

Debug Detail Log File Size         100 MBytes

Debug Detail Log File Count        2

Debug Detail Log STD Out           Off

WEC8500# show debug processes

Processes Debug Info.

id         name      pid runmode argument

-- ------ ------ ------ ------

0       swmmon 1719    exec-ever

1           db     1720    exec-ever

2          evm 1746    exec-ever

3      evmlogd 1747    exec-ever

4      license     1748    exec-ever

5         pcap 1749    exec-ever

.

.

.

26      hostapd 2458    exec-ever

27         wids 2459    exec-ever

28 guestService 2460    exec-ever

29          eqm 2461    exec-ever

30          vqm 2462    exec-ever

31         irfm 2463    exec-ever

32        rfsgw 2546    exec-ever

33        apclt 2581    exec-ever

34           pm     2582    exec-ever

35       sipalg 2585    exec-ever

36       httprd 2591    exec-ever

37        snmpd 2625    exec-ever -z 

/tmp/SNMP/OIDInfoDataFile.CPS

38     WebAgent 2626    exec-ever -z 

/tmp/SNMP/OIDInfoDataFile.CPS

39         salh 2627    exec-ever

40      ipwlogd 2628    exec-ever

41          nfm 2629    exec-ever

42         cron 1533 monitor-only

43      syslogd 1521 monitor-only

44        klogd 1525 monitor-only

45           ui 2696    exec-ever

WEC8500# debug log ?

detail    Log debug in detail

dump      Convert legacy DB debug file to txt file

level     Configure debug message for specific level

logcount Configure the number of backup file for debug log

logsize Configure file size for debug log

module    Configure debug message for specific module

mstdout Configure the module Standard Out on/off for debug message

off       Configure debug log off

on        Configure debug log on

Debug Log / Log Detail
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npi_wec8500# configure terminal 

npi_wec8500/configure# alarm stdout on

Alarm Log STDOUT On

npi_wec8500/configure# *2013-11-21 13:05:59 #wifi-NOT: RRM DCS RUN APC Notice 

[Normal Run] Dynamic channel selection done [5GHz]

*2013-11-21 13:07:00 #wifi-NOT: RRM DCS RUN APC Notice [Normal Run] Dynamic channel 

selection done [2.4GHz]

*2013-11-21 13:07:59 #wifi-NOT: RRM DCS RUN APC Notice [Normal Run] Dynamic channel 

selection done [5GHz]

npi_wec8500/configure# alarm stdout off

Alarm Log STDOUT Off

npi_wec8500/configure# 
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Lab 16 -

Telnet into the APC and look at System logs

1. Telnet to the APC “192.168.xx.10”

2. Practice with these show commands “Alarms” WEA8500#
1. show alarm info

2. show alarm conf

3. show alarm list all

4. show alarm list ?

5. show alarm history all

6. show event

3. Go to configure mode  WEA8500# configure terminal

4. WEA8500/configure# alarm ?

5. Type exit

6. Practice with these commands “Debugs” from WEA8500#
1. show debug processes

2. show debug log conf

3. show debug log detail conf

4. debug log ?

System Logs “Lab 16”

WE-WLAN - Day 2 - Jan. 2015
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2.2.1 Station Tracking History

2.2.2 Station Tracking Real-time

2.2 Station Tracking

WE-WLAN - Day 2 - Jan. 2015



TM2.2.1 Station Tracking History

WE-WLAN - Day 2 - Jan. 2015

The Flow of Authentication of WLAN Station
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Trace the Station - Association
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Trace the Station - Reassociation
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Trace the Station – Authentication fails



TM2.2.1 Station Tracking History
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Trace the Station – Reassociation fails
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Trace the Station – EAPOL-logoff
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WEC8500# show stationtracking station list

======= Station list =======

1 EC:55:F9:16:2F:17

2 EC:55:F9:99:60:60

3 B4:82:FE:E5:35:26

4 E8:39:DF:08:B1:77

======= Station list =======

Station Tracking List
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AP Association

Command: wec8500/configure# stationtracking station D0:22:BE:72:F6:C5 on

1. Association starts

2. 4 way 
handshake

3. Authentication Complete

4. DHCP process

5. Station gets an IP address



TM2.2.2 Station Tracking Real-time
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AP Disassociation
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Lab 17 -

Telnet into the APC and run a station trace

1. Connect your Cell Phone to an AP

2. Go to the about phone on your cell and retrieve your mobile phone 

MAC address

3. Telnet to the APC “192.168.xx.10”

4. Use this show command WEA8500#
1. show stationtracking station list

2. You should be able to find your mobile MAC address

5. Go to configure mode  WEA8500# configure terminal
1. stationtracking station d0:22:be:be:e5:d6 on (Enter your MAC here)

2. Then disconnect and reconnect your mobile device

Station Tracking “Lab 17”

WE-WLAN - Day 2 - Jan. 2015
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Packet Capture

2.3.1 APC CLI Configuration

2.3.2 Operation Modes

2.3 Packet Capture

WE-WLAN - Day 2 - Jan. 2015



TM2.3.1 APC CLI Configuration

WE-WLAN - Day 2 - Jan. 2015

Remember that using a “?” will show 
you the list of available commands
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i. config-filter 

1. (no) ap-mac : AP MAC 

2. (no) enable-ap-mac : Enable/Disable 

3. (no) station-mac : Station MAC 

4. (no) enable-station-mac : Enable/Disable 

 

ii. config-ftp: FTP server 

1. ipv4-address : Server IPv4 address 

2. login-id : Login ID & Password 

3. remote-file-path : Remote File Save Location 

4. stop-current-forcibly : FTP stop forcibly 

 

iii. (no) enable-capwap-tunneling: include CAPWAP header or not(station-only, not-DTLS mode) 

 

iv. filtering-mode [station-only | ap-only] 

1. station-only : Use station MAC 

2. ap-only : Use AP MAC 

2.3.1 APC CLI Configuration

WE-WLAN - Day 2 - Jan. 2015
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i. operation-mode [active-mode | passive-mode | remote-mode] 

1. Operation mode 

A. active-mode : File create mode, it is saved on system or remote FTP server. 

B. passive-mode : Voice Enhanced Module triggers specific station’s packet 

capture file automatically. 

C. remote-mode : Wireshark can receive packet capture information via remote 

packet capture protocol in real time. 

 

ii. save-mode [local | ftp]: operation mode is needed to be active-mode 

1. local : File will be saved system local disk 

2. ftp : File will be transported ftp server 

 

iii. (no) start-service 

1. Different action with operation-mode 

A. active-mode : start/stop packet capture 

B. remote-mode : start waiting for Wireshark access 

C. passive-mode : not used 
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Operation Modes

2.3.2.1 Active Operation Mode

2.3.2.2 Remote Operation Mode

2.3.2 Operation Modes

WE-WLAN - Day 2 - Jan. 2015
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Operation-mode [active-mode | remote-mode]

• active-mode : File create mode, it is saved on the system 

or on a remote FTP server.

• remote-mode : Wireshark can be setup to receive the 

packet capture information via remote packet capture 

protocol in real time.

2.3.2 Operation Modes

WE-WLAN - Day 2 - Jan. 2015
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Active Operation Mode
• Admin File Save (active mode)

• Save Mode

• Local Disk

• FTP Server Setup

• Trigger Value

• Packet Capturing

• Packet Capture Lab

2.3.2.1 Active Operation Mode

WE-WLAN - Day 2 - Jan. 2015



TM2.3.2.1 Active Operation Mode
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Logging into the APC via CLI

Default User Name: samsung
Default Password: samsung



TM2.3.2.1 Admin File Save (active mode)
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Using the show command we can view the 
current pcap config detail

npi_WEC8500# show pcap current-config detail



TM2.3.2.1 Admin File Save (active mode)

WE-WLAN - Day 2 - Jan. 2015

Check the current operation mode



TM2.3.2.1 Admin File Save (active mode)

WE-WLAN - Day 2 - Jan. 2015

This mode can store the pcap 
file locally on the APC or send 
the pcap to a FTP Server
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npi_WEC8500/configure/pcap# save-mode ?
local                         Captured date is saved in local disk
ftp                            Captured date is sent to remote storage using FTP

npi_WEC8500/configure/pcap# save-mode
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npi_WEC8500/configure/pcap# start-service
Service is started successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail

This capture will be saved to 
the local disk
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npi_WEC8500/configure/pcap# no start-service 
Service is stopped successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail

After you stop the service, the file 
will be saved on the disk.
Here is the Saved File List
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WE-WLAN - Day 2 - Jan. 2015

From the APC you will 
be able to download 
the pcap.



TM2.3.2.1 Local Disk
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Then simply open 
with Wireshark 
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npi_WEC8500/configure/pcap# save-mode ftp 
The current save mode is ftp.
npi_WEC8500/configure/pcap# show pcap current-config detail
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npi_WEC8500/configure/pcap/config-ftp# ipv4-address 192.168.100.99
FTP server IPv4 address is configured(192.168.100.99).
npi_WEC8500/configure/pcap/config-ftp# login-id samsung samsung*#
FTP Login ID(samsung) and Password(samsung) is configured.
npi_WEC8500/configure/pcap/config-ftp# remote-file-path Traces/
FTP Remote Path(Traces/) is configured.
npi_WEC8500/configure/pcap/config-ftp# exit
npi_WEC8500/configure/pcap# start-service



TM2.3.2.1 FTP Server Setup
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Once the Trigger Period expires the pcap 
will be sent to your FTP Server.
You can also force this by stopping the 
service 
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npi_WEC8500/configure# pcap 
npi_WEC8500/configure/pcap# trigger-value ?

60 - 3600                      Period second (60 - 3600)
npi_WEC8500/configure/pcap# trigger-value 60 ?

500 - 102400                   File size (KBytes: 500 - 102400)
npi_WEC8500/configure/pcap# trigger-value 60 500 ?

5000 - 4000000                 Packet count (5000 - 4000000)
npi_WEC8500/configure/pcap# trigger-value 60 500 50000
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Packet Capturing Steps
• MAC of a Station

• MAC of a Access Point

• Configuring Filtering Mode

• Operation Mode

• Save Mode

• Setup Trigger Value

• Start the Service

Packet Capturing

WE-WLAN - Day 2 - Jan. 2015
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Here you can see stations that are 
connection to your APC

I am going to capture packets from this 
station



TMMAC of a Station
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npi_WEC8500/configure/pcap# config-filter
npi_WEC8500/configure/pcap/config-filter# station-mac 1c:99:4c:ab:29:f8
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail



TMMAC of a Station
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You can see stations that are connection to your APC and what AP 
the station is connected to



TMMAC of a Access Point
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Here we can find the MAC of the AP our 
station is connected to



TMMAC of a Access Point
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npi_WEC8500/configure/pcap/config-filter# ap-mac f4:d9:fb:3d:c4:84
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail

AP and Station MAC’s have been 
added.
Next, you need to activate the 
Filtering now



TMConfiguring Filtering Mode
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npi_WEC8500/configure/pcap# filtering-mode ?
station-only                   Filtering station mac only (default)
ap-only                        Filtering AP mac only

npi_WEC8500/configure/pcap# filtering-mode station-only 
The current filtering target is station-only.
npi_WEC8500/configure/pcap# show pcap current-config detail 

Select the Filtering mode here
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npi_WEC8500/configure/pcap/config-filter# enable-ap-mac 1
The index of MAC value is applied to capturing rule.
npi_WEC8500/configure/pcap/config-filter# enable-station-mac 1
The index of MAC value is applied to capturing rule.
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail

Enable the Filtering by selecting the numeric 
value in front of the MAC you would like to 
monitor 

It is not needed to add 
the AP MAC if wanting to 

track a station
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npi_WEC8500/configure# pcap 
npi_WEC8500/configure/pcap# trigger-value ?

60 - 3600                      Period second (60 - 3600)
npi_WEC8500/configure/pcap# trigger-value 60 ?

500 - 102400                   File size (KBytes: 500 - 102400)
npi_WEC8500/configure/pcap# trigger-value 60 500 ?

5000 - 4000000                 Packet count (5000 - 4000000)
npi_WEC8500/configure/pcap# trigger-value 60 500 50000



TMTrigger Value
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Trigger Value has been set
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npi_WEC8500/configure/pcap/config-filter# exit
npi_WEC8500/configure/pcap# start-service
Service is started successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail

After Trigger is met, the 
pcap will be saved to the 
save path
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Lab 18 – (1/2)
Telnet into the APC and get a pcap of a connected device. 

The pcap should be stored locally and retrieved to the computer desktop

Connect a station to a WLAN

Find the MAC address of that device

Add the station here

npi_WEC8500# configure terminal 

npi_WEC8500/configure# pcap

npi_WEC8500/configure/pcap# config-filter 

npi_WEC8500/configure/pcap/config-filter# station-mac D0:22:BE:BE:E5:D6

Set Filtering to ON

npi_WEC8500/configure/pcap/config-filter# enable-station-mac 1

npi_WEC8500/configure/pcap/config-filter# exit

Select Operation Mode

npi_WEC8500/configure/pcap# operation-mode active-mode

Select Save Mode

npi_WEC8500/configure/pcap# save-mode local

Set Trigger Value

npi_WEC8500/configure/pcap# trigger-value 60 1024 50000

Packet Capture Lab “Lab 18”

WE-WLAN - Day 2 - Jan. 2015
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Lab 18 – (1/2)
Telnet into the APC and get a pcap of a connected device. 

The pcap should be stored locally and retrieved to the computer desktop

Check the current config

npi_WEC8500/configure/pcap# show pcap current-config detail

Packet Capture Lab “Lab 18”

WE-WLAN - Day 2 - Jan. 2015
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Remote Operation Mode
• Remote Packet Capture

• Select Operation Mode

• Configuring the MAC of a station

• Configuring AP MAC address

• Configuring Filtering Mode

• Starting the Service

• Computer Setup

• Stopping the Service

2.3.2.2 Remote Operation Mode

WE-WLAN - Day 2 - Jan. 2015
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Remote Packet Capture w/Wire-Shark

• The APC can capture a packet exchanged between the wireless 

terminals on a remote PC in real-time by using the remote packet 

capture protocol. 

2.3.2.2 Remote Packet Capture

WE-WLAN - Day 2 - Jan. 2015
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PLEASE NOTE! 

• You will need to have Wireshark installed on your PC

• Downloadable URL: 

http://www.wireshark.org/download.html. 

• Wireshark: 1.10.2 Stable & Latest version

• WinPcap: 4.1.3 Stable & Latest version 

– Included in Wireshark installation image

2.3.2.2 Remote Packet Capture

WE-WLAN - Day 2 - Jan. 2015

http://www.wireshark.org/download.html


TM2.3.2.2 Remote Packet Capture
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Steps to setup
1. Start by telneting into the APC
2. Select the Operation Mode
3. Setup the pcap config for the 

station
4. Setup the pcap config for the AP
5. Enable the Filtering
6. Start the service
7. Setup our PC that has the 

Wireshark installed to capture 
the traffic

First we will need to setup the APC 
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Logging into the APC via CLI Default User Name: samsung
Default Password: samsung



TM2.3.2.2 Select Operation Mode
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Using the show command we can view the 
current pcap config detail



TM2.3.2.2 Select Operation Mode
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Check the current operation mode



TM2.3.2.2 Select Operation Mode
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Change the Operation Mode to Remote

npi_WEC8500# configure terminal 
npi_WEC8500/configure# pcap 
npi_WEC8500/configure/pcap# operation-mode remote-mode
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Here you can see stations that 
are connection to your APC

I am going to capture packets 
from this station
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npi_WEC8500/configure/pcap# config-filter
npi_WEC8500/configure/pcap/config-filter# station-mac 1c:99:4c:ab:29:f8
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail
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You can see stations that are connection to your 
APC and what AP the station is connected to

2.3.2.2 Configuring MAC of a station
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Here we can find the MAC of the 
AP our station is connected to
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npi_WEC8500/configure/pcap/config-filter# ap-mac f4:d9:fb:3d:c4:84
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail

AP and Station MAC’s have 
been added.
You need to activate the 
Filtering now
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npi_WEC8500/configure/pcap# filtering-mode ?
station-only                   Filtering station mac only (default)
ap-only                        Filtering AP mac only

npi_WEC8500/configure/pcap# filtering-mode station-only 
The current filtering target is station-only.
npi_WEC8500/configure/pcap# show pcap current-config detail 

Select the Filtering mode 
here
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npi_WEC8500/configure/pcap/config-filter# enable-ap-mac 1
The index of MAC value is applied to capturing rule.
npi_WEC8500/configure/pcap/config-filter# enable-station-mac 1
The index of MAC value is applied to capturing rule.
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail

Enable the Filtering by selecting the 
numeric value in front of the MAC you 
would like to monitor
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npi_WEC8500/configure/pcap/config-filter# exit
npi_WEC8500/configure/pcap# start-service
Service is started successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail

The APC is now waiting for 
Wireshark to make the remote 
connection
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The configuration for the capture of packets is 

finished, now we need to setup our Wireshark on 

our computer

2.3.2.2 Computer Setup

WE-WLAN - Day 2 - Jan. 2015
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Capture  Options… ‘Manage Interfaces’ click
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‘Remote Interfaces’ tab click and ‘Add’ Click
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Insert APC IP address and Port (default 2002)
Authentication (Null)

This address 
should be the 
Interface IP on 
the network 
that your PC is 
on
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Check the registration of AP Controller, ‘Close’ click
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Select AP Controller Interface, ‘Start’ click
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Display Capturing packets
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Now Capturing!



TM2.3.2.2 Stopping the Capture

WE-WLAN - Day 2 - Jan. 2015

npi_WEC8500/configure/pcap# no start-service 
Service is stopped successfully.
npi_WEC8500/configure/pcap# show pcap current-config detail
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npi_WEC8500/configure/pcap/config-filter# no ap-mac f4:d9:fb:3d:c4:84
npi_WEC8500/configure/pcap/config-filter# no station-mac 1c:99:4c:ab:29:f8
There is no available MAC filtering value(station and AP), so the service will be 
stopped.
npi_WEC8500/configure/pcap/config-filter# show pcap current-config detail
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Tech Support

2.4 Tech Support

WE-WLAN - Day 2 - Jan. 2015
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APC Reboot History

Your APC reboot history may be 
requested one day
If so, simply download the file 
here and send to tech-support
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APC Coredump

2.4 Tech Support

WE-WLAN - Day 2 - Jan. 2015

Send file to tech support if 
requested by downloading here
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AP Crash

2.4 Tech Support

WE-WLAN - Day 2 - Jan. 2015

HTTP/FTP/STFP should 
be turned on

If using a lot of AP’s you can 
use the filter here to show 
less results or only down AP’s
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Lab 18 -

Download the APC Reboot and Coredump Files

1. Go to Administration  Tech Support

2. Go to APC Reboot History  Download file

3. Go to APC Coredump  Download file

Tech Support “Lab 18”

WE-WLAN - Day 2 - Jan. 2015
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Here we can view devices that may be 
causing interference with our AP’s
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2.6 Rogue AP’s and Stations

• 2.6.1 Monitoring Rogue

• 2.6.2 Setup White/Black List

2.6 Rogue AP’s and Stations

WE-WLAN - Day 2 - Jan. 2015
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Here we can monitor Rogue AP’s



TM2.6.1 Monitoring Rogue

WE-WLAN - Day 2 - Jan. 2015

Here we can monitor Rogue stations
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Enable the Rogue Service here

Hit Apply
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In the Black list, we have unfriendly Devices to 
be reported to the monitoring screen
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3. Advanced Deployment

• 3.1 Remote AP

• 3.2 Internal Radius Server

• 3.4 Quality of Service

• 3.5 VQM

• 3.6 Root and Repeater AP

• 3.7 SNMP

3. Advanced Deployment
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3.1 Remote AP

• 3.1.1 Firewall Ports

• 3.1.2 Public IP added

• 3.1.3 FTP Port 

• 3.1.4 Remote AP Group

• 3.1.5 WLAN for Remote AP

• 3.1.6 CAPWAP Tunnel Mode

• 3.1.7 Remote AP “Scenario 1 and 2”
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Please note the following must be configured on your firewall to allow the AP to connect to the 

CAPWAP IP address

• Port mapping must be setup on the following ports
– 5246 udp

– 5247 udp

• Example 192.168.10.10 represents my CAPWAP IP

– policy 20 in address any any 12.13.14.15 32  protocol udp port any 5246  nat-ip 192.168.10.10

– policy 21 in address any any 12.13.14.15 32  protocol udp port any 5247  nat-ip 192.168.10.10

3.1.1 Firewall Ports

WE-WLAN - Day 2 - Jan. 2015

You must have a static route setup
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We need to add our public IP address 
to our APC

1

2

Click on the name of the APC
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Add your public IP address

3

4



TM3.1.3 FTP Port

WE-WLAN - Day 2 - Jan. 2015

The FTP is used for Upgrades

You will need to open this 
port on your firewall to 
upgrade a remote AP

This will be changed on 
future release to use. 
Stay tuned
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Lets create a Remote AP Group and 
add our Remote AP to this Remote 
AP Group

1

2
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Enter name of 
remote group and 
check on Remote AP 
Group. Hit Apply.

3
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Click on the Remote AP Group you just 
created for further configuration. You can 
also see that the Remote AP Group is 
tagged with “(R)” symbol for identification.

4
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Here you can select which AP will 
be in this Remote AP Group and 
then hit the Up Arrow button.

4
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If using a radius server for this remote AP 
group, you would select that here.
Set to Enable and hit apply

Local Net Users are created for the Internal Radius Server
This will be discussed later on
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Why Create a WLAN for your home or 
remote office?

This is helpful so 
that all data traffic is 
not sent back to the 
controller
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For the CAPWAP Tunnel you have 2 options

Local Bridging will dump off all 
station traffic to the local network 

802.3 Tunnel sends all traffic 
back through the APC
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Here we can split our traffic between 
CAPWAP Tunnel and Local Bridging.

This option will only appear if you have 
added the AP to a Remote AP Group.

If you need to tag the data traffic, you can tag the traffic 
with a VLAN ID here. You can also add an ACL to this AP
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Backbone  Switch

PoE Switch

AP Controller

Authentication Server

Router

PoE Switch

Router/DHCP

Access Point

Access Point

WAN

Backbone Switch

You have a remote office with multiple AP’s at the remote office

On the remote site DHCP server we 
need to add the user_option 138 into 
the DHCP server
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Example -

pool remoteoffices

domain abc.com

dnsserver 8.8.8.8

network 192.168.111.0 255.255.255.0

default_router 192.168.111.1

exclude-range 192.168.111.1 192.168.111.20

user_option 138 ipaddress 12.13.14.15 active

commit                                                

exit pool

3.1.7 Remote AP “Scenario 1”
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This IP address should be the CAPWAP IP address, here we 
are using the public IP
If you have a MPLS between sites, then you would use the 
local CAPWAP IP address instead



TM3.1.7 Remote AP “Scenario 2”

WE-WLAN - Day 2 - Jan. 2015

Backbone  Switch

PoE Switch

AP Controller

Authentication Server

Router

Access Point

Public WAN

You have a remote employee that uses an AP while out of office from 
many different location

You will need to hard-set the AP with 
the public CAPWAP IP before the 
employee takes the AP on the road

DTLS = ON
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Hard Setting the CAPWAP IP Address -

Statically assign the CAPWAP IP to an AP

1. Connect the Samsung Rollover cable to the console port of the AP

2. Login Name = root

3. Password = samsung

4. Warehouse_Root# config capwap apcIP 12.204.186.56

5. Warehouse_Root # config save

3.1.7 Remote AP “Scenario 2”

WE-WLAN - Day 2 - Jan. 2015

You must perform a save command 
after making this change
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DTLS allows datagram-based 
applications to communicate in a way 
that is designed to prevent 
eavesdropping, tampering, or 
message forgery.

Samsung recommends that you turn this on for Security in the event that the AP 
is not behind a corporate firewall 
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Lab 19 – (1/3)

Setup an Remote AP 

1. Go to Configuration  Controller  Redundancy

• Click on the name of your APC

• Update the public IP address = 12.204.186.56  Hit Apply

2. Go to Configuration  Controller  Network  Static Route

• Verify that a Static route has been added

3. Go to Configuration  AP Groups

• Create a Remote Group called “home_group”

• Click on name of Group

• Add one of your AP’s to this group  Hit Apply

4. Go to Configuration  Access Points  Click on the AP you placed in the Remote Group

• Click on the Advanced Tab  Set Telnet to Enable and hit Apply

Remote AP “Lab 19”

WE-WLAN - Day 2 - Jan. 2015
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Lab 19 – (2/3)

Setup an Remote AP 

1. Next, Telnet to the Access Point you wish to make a Remote AP
• Telnet to the APC First 192.168.xx.10

• Enter login and password

• WEC8500#show ap summary

2. Telnet to the AP you added to the remote AP Group
• Example = WEC8500#telnet 192.168.10.100 50023

• Login = root

• Password = samsung

Remote AP “Lab 19”

WE-WLAN - Day 2 - Jan. 2015



TM

Lab 19 – (3/3)
Setup an Remote AP 

1. Configure a static capwap IP
• Student4_AP5# config capwap apcIP 192.168.xx.10

• Student4_AP5# config Connection closed by foreign host.

2. Next, unplug the AP and plug in the remote Network
• In classroom, plug your AP into neighbors port 1-16

3. Go to Configuration  Access Points  See that your AP has registered.

4. Lastly, default the AP and set back to normal
• First, unplug from the AP from the remote network and plug back into your local network. (port 17-24)

• You must connect via console to Default an AP

• Go to Configuration  Access Points  Click on the AP you placed in the Remote Group

• Click on the Advanced Tab  Set Console to Enable and hit Apply

5. Connect to the AP via Console Cable
• Login = root

• Password = samsung

• Student4_AP1# system factory reset ip aft

• Factory Set .. 

• System was reset without network informations

6. After the AP comes back to the login screen, 

Remote AP “Lab 19”

WE-WLAN - Day 2 - Jan. 2015

Statically set your CAPWAP IP
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3.2 Internal Radius Server

• 3.2.1 Local Net Users

• 3.2.2 Creating a LN Users

• 3.2.3 Assigning to a WLAN

• 3.2.4 Windows Settings

3.2 Internal Radius Server
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TM3.2 Internal Radius Server

The Samsung wireless LAN system provides the security 

and authentication function by interoperating with an 

internal RADIUS server. 

The internal RADIUS server is supported on the WEC8050 

and the WEC8500.

To use the internal RADIUS server, operator can add, 

delete, or edit a user (maximum 512 users).

Internal RADIUS Server

WE-WLAN - Day 2 - Jan. 2015
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As you can see the internal radius 
server is already setup.
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Here is where you will create 
your Local Net Users

You can also Import or Export 
a Local Net User List
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Let’s create a user
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When you the user 
connects they will 
need to use this info
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Make sure to change the 
Auth Key MGMT to 
802.1x
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1. Set to Enable
2. Select Internal Radius server
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Open “Manage Wireless Networks” Control Panel

Click Add a wireless network

Select “Manually create a network profile” Enter SSID and select WPA-2 Enterprise/AES
Optional: Connect even if the network is not broadcasting
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Edit connection settings

Select Security Settings
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Uncheck Validate server Certificate
Select Configure Authentication Method

Uncheck windows logon credentials
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Select Security Advanced Settings

Select “Specify Auth Mode”
Select User Auth

Select Save Credentials

Enter your Internal RADIUS credentials

Connect to Network
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Quality of Service

(DSCP)

3.4 Quality of Service
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TM3.4 Quality of Service

WE-WLAN - Day 2 - Jan. 2015



TM3.5 VQM
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3.5 VQM

• 3.5.1 Voice Quality Monitoring

• 3.5.2 Features of VQM

• 3.5.3 Configuration for VQM

• 3.5.4 Monitoring Voice Traffic
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The WEC8500 provides the Voice Quality Monitoring (VQM) function as 

an additional service. 

As a function that monitors a voice packet in real-time, the VQM checks 

and manages the voice quality of a voice call being service by using the 

current wireless LAN section and also provides the status information 

by monitoring the quality of a voice traffic.



TM

Features

• Voice Call Signal Tracing and Troubleshooting

• Voice Quality Check

• Statistics related to Voice traffic

3.5.2 Features
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As a reminder, VQM must be allowed via license 
key in order to use this feature
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Go to Controller > General and make 
sure SIP ALG is enabled.
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Go to Radio > 802.11a/n/ac or 
802.11b/g/n > Admission Control 
and enable Voice and Video Call 
Admission Control.
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3.5.4 Monitoring Voice Traffic

• 3.5.4.1 VoIP Calls

• 3.5.4.2 Statistics

3.5.4 Monitoring Voice Traffic
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VoIP Stations
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Detail Information

Active Calls
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History of Completed Calls

Mean Opinion Score (MOS) - A 
Measure Of Voice Quality
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Network Quality(Radios)
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Network Quality (WLANs)
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Network Quality (APs)
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• To provide a wireless LAN service where cable installation is 

difficult, a Samsung AP can be configured as a repeater mode to 

relay wireless LAN traffics. 

• To configure this kind of network, the Repeater AP and Root AP are 

required. 

• The Repeater AP is working as a wireless terminal and the Root AP 

connects a Repeater AP to a wireless terminal for connection to the 

WEC8500. 

• The Root AP and Repeater AP will use radio 5GHz to connect to 

one another. 

• Due to this, the Root and Repeater will only be able to broadcast its 

SSID on the 2.4Ghz radio
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Example of Root and Repeater Setup

Note: This Repeater can 
also support Local Bridging.
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First, plug in the AP’s that you are going to 
use for Root and the Repeater AP
I have named mine below

1
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The Root and Repeater AP’s 
must be setup in the same AP 
Group.

2
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Now, lets click on our Root AP

3
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Change the AP Mode to Root AP

The AP will now reboot 
after hitting Apply

4

5
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The mode is now changed
Lets change 
this AP 
Mode to 
Repeater

6
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Change the AP Mode to Root AP

The AP will now reboot 
after hitting Apply

8
7
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You will need to activate the Repeater Service
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• Now unplug the Repeater AP

• Install the Repeater AP with an external power 
supply

• The AP should now connect to the Root AP

• Once an AP has been changed to Root or 
Repeater type, it cannot be apart of the default 
AP Group.

• You must change the AP back to General or 
move the APs to another AP Group.

3.6 Root and Repeater AP
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Working Setup “Access Points”

You can see here that I have connected my phone to 
the repeater AP and using the 2.4GHz protocol
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3.7 Simple Network Management Protocol (SNMP)

• 3.7.1 SNMP Supported

• 3.7.2 Enabling SNMP

• 3.7.3 Trap Control

3.7 SNMP

WE-WLAN - Day 2 - Jan. 2015
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SNMP versions supported by Samsung APC

• SNMPv1/v2c : Community-based Simple Network Management Protocol Version 2

• SNMPv3 : Security model including authentication, encryption 

Security Features in SNMPv2c/v3

Trap

• SNMP Trap can be configured on the both WEC and CLI.

Notice

• SNMPv1/v2c and v3 can be configured on the both WEC and CLI modes

• Each AP does not support SNMP agent.

• Typically, SNMP set/get packet use port 161, SNMP Trap/inform packet use port 162.

• Port number of SNMP Trap/inform is configurable.

3.7.1 SNMP Supported

WE-WLAN - Day 2 - Jan. 2015
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3.7.2 Enabling SNMP

• 3.7.2.1 SNMP v1/v2c

• 3.7.2.2 SNMPv3

3.7.2 Enabling SNMP

WE-WLAN - Day 2 - Jan. 2015
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If IP address is 0.0.0.0 and Netmask is 0,

then APC permits all SNMP managers access through SNMP

Access Type : RO (Read Only) and RW (Read-Write)

In SNMPv1/v2c, Community name is used for authentication.

 SNMP manager must have a same Community name as APC
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Address = SNMP Manager
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Enter in the login info from 
the SNMP v3 manager
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Here you can set the alarm thresholds
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4. Security

• 4.1 Firewall / ACL

• 4.2 Captive Portal

• 4.3 Web Pass-Through

• 4.4 Conditional Web Redirection

4. Security
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The WEA8500 has a built in Firewall, in order to use 
you must enable it here

Samsung Recommends that you use 
your own firewall for internet traffic.
The APC is not a complex firewall
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Here you can create polices for 
the Firewall



TM4.1 Firewall / ACL
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Select the Interface to Apply the Policy to, and the 
direction
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4.2 Captive Portal

• 4.2.1 Introduction

• 4.2.2 Access Control List

• 4.2.3 Guest Access WLAN

• 4.2.4 Web Authentication

• 4.2.4 Guest Users

• 4.2.5 Lobby Ambassador 

• 4.2.6 Enable WLAN

4.2 Captive Portal
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• Samsung’s wireless LAN system provides a built-in 

Guest Access function. 

• A guest will be granted limited service after connecting to 

a specific WLAN (SSID).

• The Guest will be redirected to a login page, where at 

the time they must enter the ID and Password provided 

by the WLAN administrator or the Lobby Ambassador.

• This will gain the Guest access to the network
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We need to create an ACL that will redirect 
our Guest users
1. Redirect them to the internal web page
2. Allow them access after logging in with ID 

and PW

192.168.xx.10 = the interface IP of the network  
you are connected to
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We need to create an access control list that will 
redirect users to the internal captive portal

1
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Here are the actions we need to 
create to setup our Captive Portal Click Apply, then add 

the other 3 sequences 
needed

2
This name will match for all entries
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Click the Named ACL and add the other 
rules
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Hit Apply, 
then add the 
other 2 rules

3
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Hit Apply, 
then add the 
last rule

4
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Hit Apply

5
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ACL List complete
Now let's assign it to 
our WLAN
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In this case we will edit the current WLAN
1. First Disable the Guest11 WLAN that 

already exists.
2. Next click on the ID number and lets 

change the Security Policy
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Make sure to check Enable 
for Guest Service

Go to the security Tab to setup 
access for this WLAN
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1. Change the L2 Security Type back to none
2. Hit Apply
3. The go to L3
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L3 is used for 
Guest Access 
Security

1. Here we will enable the web 
policy

2. Select the Authentication
3. Select the Pre-Authentication 

ACL 

Hit Apply
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Input the interface IP of the network 
you are connecting to.

Select the Web Authentication Type1

2
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We have 4 different WEB Auth types

Choose where the user should go after they have authenticated
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Using Internal, 
the users will see 
a login screen 
appear like this

Select Internal for Classroom
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OR

We can point them to an 
external source

We can upload a 
custom HTML file
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Using Customized we can editing 
the fields below
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• Here we can create Guest Users 
• When Authentication is set to internal 

or customized it will use this list

You can choose your Guest Auth Type here
Choose Local for classroom
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Local Net Users from your 
Internal Radius Server can 
be used as well.
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Create a Guest User
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The Generator will auto 
select the User ID and 
Password

Here you can determine the Start 
Time and End Time.
The Guest User Account will be 
deleted after End Time
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You have the option to print the login 
information here or just apply

This information will appear on the print out

How many sessions 
for this account 
allowed?
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Here you can see 
who created the 
Guest User
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1. Create an account for the front desk
2. With an (Lobby Ambassador) account, the user will be able 

to create guest users.
Go to Administration>Local Management Users> APC and hit Add

1

2
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Login with 
Account
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The only function this account 
has is to create Guest Users
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Lab 21 – (New WLAN Setup Example) (1/3)

Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (1/4)
1. Go to Configuration  Security Access Control Lists  IP ACL  Add

a. Name = CaptivePortal

b. Sequence = 1

c. Protocol = udp

d. Source IP = Any

e. Source Port = Any

f. Destination IP = Any

g. Destination Port = 53

h. Action = Permit

i. Apply

Captive Portal “Lab 21”
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Lab 21 – (New WLAN Setup Example) (1/3)

Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (2/4)
1. Security Access Control Lists  IP ACL  CaptivePortal

a. Sequence = 2

b. Protocol = Any

c. Source IP = Any

d. Source Port = Any

e. Destination IP = 192.168.xx.10/255.255.255.255

f. Destination Port = Any

g. Action = Permit

h. Apply

Captive Portal “Lab 21”
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Lab 21 – (New WLAN Setup Example) (1/3)

Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (3/4)
1. Security Access Control Lists  IP ACL  CaptivePortal

a. Sequence = 3

b. Protocol = Any

c. Source IP = 192.168.xx.10/255.255.255.255

d. Source Port = Any

e. Destination IP = Any

f. Destination Port = Any

g. Action = Permit

h. Apply

Captive Portal “Lab 21”

WE-WLAN - Day 2 - Jan. 2015
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Lab 21 – (New WLAN Setup Example) (1/3)

Setup a WLAN that uses Captive Portal with Internal Web Authentication

First create the ACL for Captive Portal (4/4)
1. Security Access Control Lists  IP ACL  CaptivePortal

a. Sequence = 4

b. Protocol = ICMP

c. Action = Permit

d. Apply

Captive Portal “Lab 21”
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Lab 21 – (New WLAN Setup Example) (2/3)

Setup a WLAN that uses Captive Portal with Internal Web Authentication

1. Go to Configuration  WLANs  WLANs  Hit Change
a. ID = 2

b. Profile Name = GuestXX

c. SSID = GuestXX

d. Interface Group = GuestGroupXX

e. Radio Area = All

f. Guest Service = Enable

g. Click on the ID #3  Security  L3

h. WEB Policy = Enable with Web Authentication

i. Pre-Authentication ACL = CaptivePortal  Apply

j. Enable the WLAN

2. Go to Configuration  Security  Captive Portal  Web Auth
a. Web Auth Type = Internal

b. After Auth = optional setup

c. Input the Web service address

d. Hit Apply

Captive Portal “Lab 21”

WE-WLAN - Day 2 - Jan. 2015
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Lab 21 – (New WLAN Setup Example) (3/3)

Setup a WLAN that uses Captive Portal with Internal Web Authentication

1. Go to Configuration  Security  Captive Portal  Guest Users
a. Guest Auth Type = Local

b. Click Add = Create a user ID to be able use this service

2. Test
a. Connect your PC or Phone to the SSID and login using the created guest ID

Captive Portal “Lab 21”

WE-WLAN - Day 2 - Jan. 2015
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4.3 Web Passthrough

• 4.3.1 Introduction

• 4.3.2 ACL Rules

• 4.3.3 Setup Web Passthrough
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Introduction
• When the wireless users try to access Internet at the first time, Users are redirected to the web 

page specified by Web Passthrough.

• Web Passthrough is a useful feature that is used for guest access.

• The process of web passthrough is similar to that of web authentication except that authentication 

credentials are required for web authentication.

Process of Web Passthrough
• User associate a WLAN with no security and get DHCP IP address.

• When user open a web browser, user sends a specific HTTP get message and APC returns HTTP 

Redirect message to the user.

• User’s web page is redirected to the redirected web page.

Limitations
• If WLAN is configured as local bridging mode, Web Passthrough does not work (PKG ver. 1.4.12)

4.3.1 Introduction
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Applying ACL to WLAN

• Web passthrough is applied to the WLAN with no security.

• ACL is applied to prevent users from accessing unauthorized destinations but a part of packets 

from/to user must be allowed to establish a basic communication.

ACL Rules for Web Passthrough

• Allowed Rules

– DNS flow

– DHCP flow

– Redirected Web server defined by administrator

– (Optional) HTTP Proxy Server’s IP Address

– (Optional) The IP address of Server to download some applications

 All the above flows are from/to wireless users

• Denied Rules

Traffic Flows that Administrator does not intend to allow on the WLAN

APC makes a redirection for HTTP get message only when the packet is matched by ACL denied rule.

(Internal implementation!)

4.3.2 ACL Rules
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Apply 
ACL

Necessary Traffic for basic communication

HTTP packet is redirected after denied by ACL 
- Available Web ports are specified in Security>Captive Portal>Web 
Authentication

. Default Web ports for Web Passthrough  are 80, 443, 8080

Packets from Wireless user

Allow

Deny

Redirect Web page
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DNS
DHCP
Redirected Web Sever
HTTP Proxy Server
Download Server

ACL includes a implicit-deny rule. So you don’t need to add a “deny any any” rule.
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If URL is not IP address format but domain name, APC must 

activate DNS client and to resolve URL into IP address because 

Redirection message returned toward the wireless user is sent with 

IP address of redirected Web page
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4.4 Conditional Web Redirection

• 4.4.1 Introduction

• 4.4.2 ACL Rules

• 4.4.3 Setup Conditional Web Redirect
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Introduction
• With Conditional Web Redirection, User is redirected to a particular web page when user reaches the expiration 

date or when the user needs to pay a bill for continued wireless service.

• When user’s authentication period is expired and user try to authenticate, Radius server returns Samsung-Url-

Redirect information and APC redirects to user's specified URL when they open a browser. 

Process of Conditional Web Redirection
1. Radius server detects that user reaches the expiration date or needs to pay a bill for wireless service.

2. When user (re)authenticates after Step2, Radius server returns {Samsung-Url-Redirect} or {Samsung-Url-Redirect, 

Samsung-Url-Redirect-Acl} message.

3. When user open a browser, user is redirected to Redirected web page. Conditional Web Redirection is similar to the 

Web Passthrough but ACL rule for Conditional Web redirection is provided by Samsung-Url-Redirect-Acl message 

from Radius server or Pre-auth-ACL on WLAN L3 security can be applied.

Preconditions
• To use Conditional Web Redirection, Radius server must have Samsung dictionaries related to Conditional Web 

redirection

Limitations
• If WLAN is configured as local bridging mode, Conditional Web Redirection does not work (PKG ver. 1.4.12)

• Pre-auth-ACL feature on the WLAN does not work at PKG version 1.4.x (Available after 1.5.0)

4.4.1 Introduction

WE-WLAN - Day 2 - Jan. 2015
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Applying ACL to WLAN

• Conditional Web Redirection can be applied to the WLAN with 802.1x.

• ACL is applied to prevent users from accessing unauthorized destinations but a part of packets must be allowed to 

establish a basic communication. This ACL has been used only until authentication is successful

ACL Rules for Conditional Web Redirection 

• Allowed Rules

– DNS flow

– DHCP flow

– Redirected Web server defined by administrator

– (Optional) HTTP Proxy Server’s IP Address

– (Optional) The IP address of Server to download some applications

 All the above flows are from/to wireless users

Denied Rules

• Traffic Flows that Administrator does not intend to allow on the WLAN

• APC makes a redirection for HTTP get message only when the packet is matched by ACL denied rule.

(Internal implementation!)

4.4.2 ACL Rules
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Apply 
ACL

Necessary Traffic for basic communication

HTTP packet is redirected after denied by ACL 
- Available Web ports are specified in Security>Captive Portal>Web 
Authentication

. Default Web ports for Conditional Web Redirection are 80, 443, 8080

Packets from Wireless user

Allow

Deny

Redirect Web page
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Case 1 : ACL rule is referred by Samsung-Url-Redirect-Acl

Case 2 : Pre-auth-ACL is applied (Available after v1.5.0)
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End of Day 2

Samsung WLAN Day 2
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