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1. Course Outline & Classroom Setup wireless Enterprise”

1. Course Outline & Classroom Setup
1.1 WLAN Information Sheet
1.2 Classroom Setup
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1.1 WLAN Information Sheet Wireless Enter-p@ew

* You should have been given a WLAN information sheet.

* You will use this form all week for APC Configuration, AP
Setup etc.

* As the course develops, the information in this form will
begin to make more sense

 Lets look at it now
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1.2 Classroom Setup Wireless Enterprise™

/ TS
2 wea302i AP’s

/

—
1 WEC8500 “APC”

Access Point Controller

I

1 ies4028FP Ubigate Layer 2
Ports 17-24 will be used in this class
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2. WLAN Product Overview Wireless Enterprise™

2. WLAN Product Overview

« 2.1 Deployment Scenarios

« 2.2 Access Point Controller’s

« 2.3 AP (Access Point)

« 2.4 WEM (Wireless Enterprise Manager)
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2.1 Deployment Scenario #1 Wireless Enterprise™
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2.1 Deployment Scenario #2 Wireless Enterprise™
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2.2 APC (Access Point Controller) Wireless Enterprise™

Introduction to the Samsung Wireless Enterprise Solution

« Samsung Wireless Enterprise (WE) solution provides a variety of telecommunication
services required by clients in the wireless environment.

« It allows collaboration of applications such as telephone, message, communicator,
etc. that have been used in the conventional wired environment to be used on a
wireless terminal such as smart phone, tablet PC, or laptop.

« Samsung APC and WE WLAN AP are the core equipment's to provide various services
including user authentication, wireless management, voice and data services in the
802.11-based Wi-Fi environment.

WE WLAN AP provides the telecommunication environment based on Wi-Fi and APC
offers user authentication, quality of service (QoS), handover and security by
overall integrating WE WLAN APs.
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Access Point Controller

Sarpsung A
Wireless Enterprise”

SAMSUNEG

System LED Management

Console

10 Giga Ethernet * 2
1 Giga Ethernet * 8

UsB

Interface

Description

Status LED

It indicates the status of APC by the color of the LED

Console Port

It is used to check for the operating state of WEC8500 or command by CLI

Ethernet Port

It supports 100 Megabit Ethernet (Management)

1 Giga Ethernet * 8

It supports 1 Gigabit Ethernet (SFP) — other side must match 1 gig setup

10 Giga Ethernet * 2

It supports 10 Gigabit Ethernet (SFP+)

usB

It supports USB interface
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- ) : 7
2.2 Access Point Controller’s Wireless Enterprise”

System LED

Indicates the various statuses of system. Each LED displays the following information.

55 FAN

o O
o O

Figure 4. System LED Configuration

LED Status Description
SY5 Gresen Swystem is operating nomnalby

Orange During system Booting

Red Freparing for system booting

FARM (fTan ESresn Installed fan module is operating normmaliby

module) oranmge During system Booting
Red Fan module fault has occurred

P51 (power Eresn Mormal operation of installed power moduls 1

module 1) Red Power iz tumed off or a fault cccurred while the power module 1 is installed._
O Power module 1 is not installed_

PS2 (power Eresn Mormmal operation of installed power moduls 2

module 2) Red Fower is tumed off or a fault occurred while the power module 2 is installed_

O FPower module 2 iz not installed._
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2.2 Access Point Controller Wireless Enterprise™

WEC8050

SAMSUNG

E‘tah..ls| LED Console Port Ethemet Paort

Interface

Description

Status LED

It indicates the status of APC by the color of the LED

Console Port

It is used to check for the operating state of WEC8050 or command by CLI

Ethernet Port

It supports 4 10/100/1000 Base-T ports.
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2.2 Access Point Controller

Samsung A
Wireless Enterprise”

Status LED
Thas LED indicates the vanous statuses of system. Each LED displays the following
information.
5¥S FAN PWR
© O O
Figure 9. Status LED configuration
LED Status Description
5¥5 Green The system iz operating normnalhy
Crange The system iz mow booting
Red Preparing the system for booting
FAM Green The inastalled FAN module is operating normally
Crange The system iz mow booting
Red Fan fault
PWR Green The power is supplied normally
CHT The power is tumed off or not supplied
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U N
wireless Enterprlsem

2.2 APC (Access Point Controller)

Specifications

Index WECS8050 WEC8500
Maximum # of APs 75 1000 (Centralized), 3000 (Distributed)
Scalability
# of Client 1500 20,000
Network I/F 4 X 10/100/1000 mbps, 1 Console 2 10GE(SFP+), 8 GE(SFP), 1 Console
UsB No 1
H/W, Interface System Redundancy Yes Yes
Redundant Power No Yes, Optional
Form Factor 1RU 1RU
Routing Yes Yes
VLANs 128 1024
VLANSs per SSID 50 50
Network DHCP Server, Relay Server, Relay
Shaping, Policing, 802.1p, Voice Quality . . . . N
QoS Monitoring Shaping, Policing, 802.1p, Voice Quality Monitoring
Stateless type Stateless type
ST GECLTE R (Active-Active, Active-Standby) (Active-Active, Active-Standby)
Firewall Yes, License required Yes, License required
Authentication 802.1x 802.1x
Security MAC Filtering, ACL Yes Yes
Encryption DTLS DTLS
AAA Radius Server and Internal Radius Server Radius Server and Internal Radius Server
RRM Power, Channel, Coverage Hole Power, Channel, Coverage Hole
RF Manager
RF Spectrum Analysis Yes Yes
L2 Inter/Intra Controller Inter/Intra Controller
Handover
L3 Inter/Intra Controller Inter/Intra Controller
CLI Yes Yes
GUI Yes Yes
Management
SNMP Yes Yes
Syslog Yes Yes
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2.2 APC (Access Point Controller)  Wireless Enterprise”

Specifications

Specifications

8050 8500
Maximum processing capacity under Use of 1000 BASE-T 4 Ports: 1.5 - When using the 10 GBASE-SR/LR
system configuration Gbps 2 port: 20 Gbps

- When using the 1000 BASE-SX/LX
8 port: 8 Gbps
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2.3 AP (Access Point)

1

WEA302i

WEA303i

WEA303e

WEA403i
WEA412i
WEA453e

WE-WLAN - Day 1 - Jan. 2015

Samsung

Internal use only

Internal use only

For outdoor use with specified enclosures, can
attach an external antenna
Internal use only

Internal use only

Outdoor Access Point

i -> Internal
e -> External
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2.3 AP (Access Point) Wireless Enterprise™

Internal AP
WEA302i / WEA303i

Note: You cannot use a
console cable longer

than 10 meters for AP
- f connection

External AP

Front View Back View

SAMSUNG

WEA303e

o alfl s

Status LED in?ocut Etl;i'::et C(;r;srczle SR\;iiiL
Interface Description
Status LED It indicates the status of WEA302i by the color of the LED
Ethernet Port It supports1000 BASE-T Gigabit Ethernet and PoE IEEE 802.3af
Console Port It is used to check for the operating state of WEA302i or command by CLI
DCinput It is used when power supplied from AC adaptor
Reset switch Reboot WEA302i
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2.3 AP (Access Point) Wireless Enterprise™

WEA403i AC WEA412i AC
3 x3 MIMO 2x2MIMO
3 spatial streams 2 spatial streams

Note: For detailed information on AP
hardware and Radiation patterns,
please refer to the WLAN System
Description document. (Chapter 6)
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2.3 AP (Access Point) Wireless Enterprise™

The new WEA 453e Qutdoor Access Point

g

WE-WLAN-C_, - ... ____
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2.3 AP (Access Point) Wireless Enterprise™

Outdoor AP with

Outdoor AP with a Patch Antenna

Dipole Antennas

1~1"%l

Please note that the External Antennas do not come with
the Outdoor Access Point.
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2.3 AP (Access Point) Specifications  wireless Enterpride"

Standard 802.11a/b/g/n 802.11a/b/g/n 802.11a/b/g/n
# of radio Dual Concurrent Radio Dual Concurrent Radio Dual Concurrent Radio
Frequency 2.4 GHz, 5 GHz 2.4 GHz, 5 GHz 2.4 GHz, 5 GHz
Antennas Internal Type Internal Type Internal/External Type
MIMO 2 X 2 MIMO, 2 Spatial Streams 3 X 3 MIMO, 3 Spatial Streams 3 X 3 MIMO, 3 Spatial Streams
PHY Rate 300 Mbps 450 Mbps 450 Mbps
Network I/F 1 GE (RJ45), 1 Console (RJ45) 1 GE (RJ45), 1 Console (RJ45) 1 GE (RJ45), 1 Console (RJ45)
PoE 802.3af/802.3at 802.3af/802.3at 802.3af/802.3at
Environment Class Indoor Indoor Indoor/Outdoor

Diameter / Height 174 mm /34.1 mm 174 mm /34.1 mm 174 mm /34.1 mm
Weight 560 g 640 g 640 g

Security Standard 802.11i, WPA/WPA2 802.11i, WPA/WPA?2 802.11i, WPA/WPA2
Multi SSID Maximum 16 Maximum 16 Maximum 16
# of Multi VLAN over SSID Maximum 1,024 Maximum 1,024 Maximum 1,024
Encryption DTLS DTLS DTLS

Standard 802.11e 802.11e 802.11e
WMM Yes Yes Yes

Operation Controller Based Controller Based Controller Based

Certification Wi-Fi Certified WPA/WPA2, WMM, WMM-PS WPA/WPA2, WMM, WMM-PS WPA/WPA2, WMM, WMM-PS

KC Yes Yes Yes
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2.3 AP (Access Point) Specifications  wireless Enterprise”

# of Multi VLAN over SSID

Maximum 1,024

T e | weaos
Standard 802.11a/b/g/n/ac 802.11a/b/g/n/ac
# of radio Dual Concurrent Radio Dual Concurrent Radio
Frequency 2.4 GHz, 5 GHz 2.4 GHz, 5 GHz
Antennas Internal Type Internal Type
MIMO 2 X2 MIMO, 2 Spatial Streams 3 X 3 MIMO, 3 Spatial Streams
PHY Rate 867 Mbps 1.3 Gbps
H/W Network I/F 2 GE (RJ45), 1 Console (RJ45) 2 GE (RJ45), 1 Console (RJ45)
PoE 802.3af/802.3at 802.3af/802.3at
Environment Class Indoor Indoor
Diameter / Height 205 mm /45 mm 206 mm /45 mm
m Weight 820¢g 920 g
Standard 802.11i, WPA/WPA2 802.11i, WPA/WPA2
Multi SSID Maximum 16 Maximum 16

Maximum 1,024

Encryption DTLS DTLS
Standard 802.11e 802.11e
Operation Controller Based Controller Based
Certification Wi-Fi Certified WPA/WPA2, WMM, WMM-PS WPA/WPA2, WMM, WMM-PS
KC Yes Yes
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2.3 AP (Access Point) Specifications

Sarpsung A
Wireless Enterprise”
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| Category | dtems | WEA453e

H/W

Certification

WIPS
Standard
# of Radio
Frequency
Antennas
MIMO

Spectrum Analysis
PHY Rate
Network I/F
PoE

Environment Class
Diameter / Height
Weight
Standard
Multi SSID

# of Multi VLAN over SSID

Encryption

Rogue AP Detection
Standard
WMM
Operation
WiFi Certified

KC

Support WIPS sensor mode
802.11a/b/g/n/ac
Dual Concurrent Radio
2.4GHz, 5GHz
External Type
3x3 MIMO, 3 Spatial Streams

Yes (Time Sharing)
1.3Gbps
2 GbE (RJ45), 1 Console (RJ45)
802.3at

IP66, IP67
267 x 184 x 58mm
2.6Kg
802.11i, WPA/WPA2
Maximum 16

Maximum 1.024
DTLS

Yes
802.11e
Yes

Controlled Mode, Stand-alone Mode
WPA/WPA2, WMM, WMM-PS

Yes
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2.4 Wireless Enterprise Manager Wireless Enterprise™

WEM is a server system which manages APCs, APs, Switches and stations.

Category Descriptions

. Real time alarm, traffic, resource usage and history
. General status and detail information of APCs, APs, and Stations

Monitor . AP and station location, Coverage from RF Map
. Dashboard

Configuration . Configuration of APC and AP including Template

Operation . Managing Login accounts with several privileges

. Alarm setting, License management center

. Signal strength and channel utilization by spectrum analyzer
Tools . Interference Detector
. Traffic analyzing by Packet capture through wireless and wired

General . Monitoring for WEM status ( resources, process, database, etc)

Troubleshooting | Ease to analyze root cause of troubles step by step

Reporting Resource, station, AP, Rogue AP, Interferer, Traffic usage each

Reporting Interface

Alarms Quick responses from trouble by real time alarm
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2.4 Wireless Enterprise Manager Wireless Enterprise™

http(80), snmp(161), trap(11162), ftp(21), telnet(23)

WEM

_ iy '
Client === &, 15000~15030 Switch
7 HTTP(s)

APs - APs ~ APs
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2.4 Wireless Enterprise Manager Wireless Enterprise™

Specifications for a Server

Level Descriptions

OS : Linux(Red Hat Enterprise ES 5.5 or higher)
DATABASE : MySQL 5.5
Low-End Server

v'5,000 Stations

vIntel® Xeon® E3-1220 3.10GHz, 16GB RAM, 200GB HDD
Mid-Range Server

v'30,000 Stations

vIntel® Xeon® E5530 2.4GHz, 32GB RAM, 400GB HDD
High-End Server

v'60,000 Stations

vIntel® Xeon® X5670 2.93GHz, 32GB RAM, 600GB HDD

CPU : 3.0 GHz (Pentium Core2 duo processor)
RAM : 2GBytes or higher

Client PC Spec. Browser : Internet Explorer 8.0, FireFox 3.5, Chrome
JRE : 1.6.0_20

Flash Player

Minimum Server
Spec.

Samsung WEC8500 Series Wireless Enterprise Controllers
Managed Devices | Samsung WEA303, WEA302 Access Points
Samsung iES4200 Series Switches
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2.4 Wireless Enterprise Manager Wireless Enterprise™

« Samsung will be holding a separate course for
“WEM?” training.

 Please contact customer service to schedule a
date to attend the class.
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3. Installation Wireless Enterprise™

3. Installation

« 3.1 Hardware Mounting
— 3.1.1APC
- 3.1.2AP
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3.1.1 Installation of APC wireless Enter'p@em

« APC Installation scenarios

» Installation - 4 Types

1. 4-Post Rack 2. 2-Post Rack (Flush-Mount)
°l  Not Recommended

LY
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3.1.2 Installation — AP (1) Wireless Enterp@e””

« AP installation on suspended ceiling grids

2. Mount Bracket T-bar

A ’:'-L B
= =e

1. Assembly bracket

L
[Side]
Place a ceiling bracket by making its convex part After inserting the ceiling clip that is fixed with a
upvyard and align a'celllng clip fco the groove .of the screw (A in the figure) to the T-bar, push and move
;elllng brgcket and insert the clip to the position that the ceiling clip (B in the figure) on the other side
is shown in the figure. according to the T-bar size.

3. Installation on a ceiling

After tightening screw for the ceiling clip, draw out a LAN cable and connect it to the Ethernet port and fix
the product by turning it clockwise.
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3.1.2 Installation — AP (2) Wireless Enterp@e””

« AP wall mount installation

Insert 4 plastic anchors into hole using a hammer
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4. Basic Configuration Section

Samsung A

4. Basic Installation Section

4.1 Site Information

4.2 Connecting to the APC
4.3 Basic Installation Wizard
4.4 Network Setup / VLANS
4.5 Software Management
4.6 License Setup

4.7 General Configuration
4.8 Configure Radios

4.9 Configure WLANS

4.10 Set Up Access Points
4.11 AP Groups

WE-WLAN - Day 1 - Jan. 2015
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4.1 Site Information Wireless Enterprise™

« Before configuration of the AP Controller and APs, specific
Information should be collected from the customer.

 (Obtain the ‘WLAN Pre-Installation Checklist’ from GSBN.

* Provide this to file to your customer so they can fill in the required
iInformation.

« For classroom setup, you have been given a custom made sheet
just for training purposes only.

Please use the “Student_Site_Info” form given by the instructor

WE-WLAN - Day 1 - Jan. 2015



Samsung A

4.2 Connecting to APC Wireless Enterprise™

4.2 Connecting to APC

e 4.2.1 WECB8050 Connection
e 4.2.2 WEC8500 Connection
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4.2.1 WECB8050 Connection Wireless Enterprise™

SAMSUNG

Quick Connect

Protocol: Serial -

Port: CoM1 - Flow Control

Baud rate: 115200

RTS[CTS:
I Data bits: 8 - HONPOFF

Parity: MNone

i S Note: You must always change the
' default password first via CLI using
console port before getting into the GUI.

Show guick connect on startup V| Save session

Also, the WEC8050 does not have a

Console Connection settings default management port.
We will setup interface ge4 as our

management port
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4.2.1 WEC8050 Connection Wireless Enterpride”

Connecting to APC using CLI is as follows:
Direct connection to the system console port

When the booting of APC is completed, log into the system as follows:

1. For the first connection, log in using ID: ‘samsung’ and Password: ‘samsung’.

USERNAME : samsung
PASSWORD : samsung

THIS IS YOUR FIRST LOGIN AFTER USER ACCOUNT HAS BEEN CREATED.

Default Credentials:
ID: samsung

ENTER LOGIN PASSWORD  : samsung Password: samsung
ENTER NEW PASSWORD ik
CONFIRM NEW PASSWORD  ; *#
PASSWORD SUCCESSFULLY CHANGED

YOU MUST CHANGE YOUR PASSWORD

Password Restrictions:

WECB8050 # * Password must be any
combination of alphabetic,
2. After the first login, you must change the password. numeric and special character.

e Password length: 8 ~ 25
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4.2.1 WEC8050 Connection Wireless Enterpride”

_ _ Management Port Setup!
WEC8050# configure terminal

WECB8050/configure# interface ge4

WECB8050/configure/interface ge4# no switchport

WECB8050/configure/interface ged# ip address 192.168.1.2/24

WEC8050/ ' ' face ged# end , 1
Internet Protocol Version 4 (TCP/IPv4) Properties [ 2 [

WECB8050§ save local e

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

) Obtain an IF address automatically
@ Use the following IP address:

IF address: 192 ., 168 . 1 . 5
Subnet mask: 255 . 255,255, O
Default gateway: 192 .168 . 1 . 1

Obtain DMS server address automatically

@ Use the following DNS server a ddresses:
Preferred DMS server:
. Alternate DMS server:
You will need to set a
[T validate settings upon exit

static IP on your PC to
connect

Ok ] [ Cancel ]
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4.2.1 WEC8050 Connection Wireless Enterpride”

& Wireless Enterprise Manager ‘ '

Connect your LAN cable
from PC to the ge4 port
and browse to the IP
address you set in the
previous step.

Login Screen

o - . § ni “o’ "?”‘ ™ -
SdMSuUn g W Lﬁ“""*« N LL) nro l — Enter your updated login

credentials.

Note best viewing
environment in red box.
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4.2.1 WECB8050 Connection Wireless Enterprise™

Main Menus across the top

Samsung

wireless Enterprise Monitor Configuration Administration Help

Summary Summary

Active Alarm

WLANS

Access Points 3 SAMSUNG
Stations

Rogues »

Interference Devices

Statistics » Inventory Package Information

SYSTEM NAME WECB050 VERSION
VoIP Calls 4

LOCATION ) BUILD TIME on Feb 17 13:07:34 2014
Resource MODEL NAME WECB050 STATUS Active

MAC ADDRESS fa:d9:fb:42:15:0e

HARDWARE VERSION 0.3 op WLANs ew A

S u b IVI e n u S FIRMWARE VERSION 0.4 PROFILE NAME CURRENT STATIONS

SOFTWARE VERSION

On the Ieft SERIAL NUMBER SE3DA02463

SYSTEM UP TIME 14 min, 58 sec

SYSTEM TIME
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4.2.2 WEC8500 Connection

Samsung

U D
Wireless Enterprise”

If you want to use 192.168.1.0 network for management,
then you must first change the management port IP to a
different network via console access

Quick Connect

P=

192.168.1.2

Protocol: Serial -

Port: CoM1 - Flow Control
DTR/DSR

Baud rate: 115200 h _ID
EAET(E

Data bits: 8 - XON/XOFF

Parity: None -

Stop bits: 1 -

Show quick connect on startup V| save session

Openin a tab

Console Connection
settings

WE-WLAN - Day 1 - Jan. 2015

Internet Protocel Version 4 (TCP/IPv4) Properties

[ A

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 .
Subnet mask: 255
Default gateway: 192 .

w8, 1 . 5
.255 .255 . 0
w3, 1 .1

Obtain DMS server address autima

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

™.

Advanced...

OK. ] | Cancel |

* The MGMT port is going to
give you access to the GUI.

* After you have configure
your interfaces, you will no
longer need to access
through the MGMT port

You will need to set a
static IP on your PC to
connect



4.2.2 WEC8500 Connection Wireless Enterpride”

Note: You must always change the
Connecting to APC using CLlI is as follows: default password first via CLI using
Direct connection to the system console port console port before getting into the GUI.

When the booting of APC is completed, log into the system as follows:

1. For the first connection, log in using ID: ‘samsung’ and Password: ‘samsung’.

USERNAME : samsung
PASSWORD : samsung

THIS IS YOUR FIRST LOGIN AFTER USER ACCOUNT HAS BEEN CREATED.

YOU MUST CHANGE YOUR PASSWORD

Default Credentials:
ENTER LOGIN PASSWORD  : samsung

ENTER NEW PASSWORD ; Wk ID: samsung
CONFIRM NEW PASSWORD  : **xxxees Password: samsung
PASSWORD SUCCESSFULLY CHANGED

WEC8500 #

Password Restrictions:

e Password must be any
combination of alphabetic,
numeric and special character.

e Password length: 8 ~ 25

2. After the first login, you must change the password.
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4.2.2 WEC8500 Connection Wireless Enterpride”

& Wireless Enterprise Manager ‘ '

Connect your LAN cable
from PC to the
Management port and
browse to the IP address of
192.168.1.2.

Login Screen

Samsung WLAN Contro

l el Enter your updated login
credentials.

Note best viewing
environment in red box.
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4.2.2 WECB8500 Connection Wireless Enterprise™

Main Menus across the top

Samsung
Wireless EITtEPPI"iSE Monitor Configuration Administration Help

Summary Summary

Active Alarm

WLANs
Access Points 4
Stations
Rogues 3

Interference Devices

Statistics b Inventory Package Information

SYSTEM NAME npi_WECB500 VERSION
VoIP Calls 4 -

LOCATION 0 BUILD TIME lon Feb 17 13:22:22 2014
Resource MODEL NAME WECB500 STATUS Active

MAC ADDRESS f4:d9:fb:40:2c:0e

HARDWARE VERSION 0.5 op WLANs ew A

S u b IVI e n u S FIRMWARE VERSION 0.7 PROFILE NAME CURRENT STATIONS

SOFTWARE VERSION 1.5.9 npi network

On the Ieft SERIAL NUMBER 2VMQ295006

SYSTEM UP TIME 5 day, 17 hour, 48 min, 40 sec

SYSTEM TIME Wed Mar 05 09:19:42 2014
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Connecting to APC “Lab 1 Wireless Enterpride”

Lab 1 -
Connect to the Management Port of the APC

1. Connect a console cable from your PC to the Console Port on the
controller to console in.

2. Login using default login credentials:
username: samsung
password: samsung

Change the default password.

Connect a LAN cable from your PC to the Management Port
Configure your PC with an IP address of 192.168.1.5/24
Ping 192.168.1.2

Browse to 192.168.1.2 and login using your new credentials

N o kW
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4.3 Basic Installation Wizard Wireless Enterprise”

Samsung

Wireless Enterprise

[CAUTION] &Nl radios of APC system will be deactivated and AP auto registration will be disabled when you proceed. These settings will be
restored when you reach the final step of this wizard.

Once you login, you will reach the Basic Installation Wizard screen. We will
now go through the 10 steps of the wizard to have a basic setup.

g
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4.3 Basic Installation Wizard Wireless Enterprise”

."-'. ‘\'\ ."-'._“1 ."-'._H\ ."-'._‘\1 ."-'._“'h ."-'._“1 ."-'._H\ ."-'._“\ ."-'._“1 ."-'._‘\1
(GeneralSetup ) > (2 ) > 1 3 )04 )>15)>16)>207)>18)>19)>(10)

2
NAME InstructorAPC
LOCATION 0
CONTACT 0
Setup your Controller Name and
Location, Country Code to North
€ . .
DEFAULT COUNTRY CODE Marth America(US) |E| America and SyStem time. Once set,
DEFAULT ENVIRONMENT Both E| hit Apply’

MANUAL TIME SET 2015-01-09 | |[14[=| |50|~]

o | or

You can use PC Time if your PC is on the same Time Zone as your Customer. Once you
click on it, the Manual Time fields get auto-populated with your PC time.
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4.3 Basic Installation Wizard Wireless Enterprise”

(1 )>(Interfaces ) > (3 )>(4)>(5)>»(6)>(7)>(8)>(9)>(10)

Interfaces > 9
Next, we need to add Interfaces. :
We will first create our AP u L_J
VLAN ID & / Management Interface. We want
VLAN DESCRIPTION AP-MGMT the AP’s to use this VLAN to
ADMIN STATUS g : register to the APC ]
—— MODE You will want to set the port used
L’””S dE < as a ‘Trunk’ port.
ot Used | This port will uplink to your Layer 2
Mot Used |E| device
Mot UsedE :
Not Used [~ |
Mot Used|z|
PLEASE NOTE: =

Your layer2 device port should
be setup as a trunk port with

the correct VLANSs tagged Classroom Port 28
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4.3 Basic Installation Wizard Wireless Enterprise”

This IP address will be used to
access the APC.

For the Management VLAN,
this will also be the CAPWAP |P

address
IP ADDRESS 192 .| 168 . T2 10
NETMASK 255 . 255 | 255 0
DHCP Setup: For now, please check
GLOBAL USE v < this box. We will later setup DHCP for
PRIMARY DHCP SERVER the AP-Management network. Next,
SECONDARY DHCP SERVER hit Apply.
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4.3 Basic Installation Wizard Wireless Enterprise”

The CAPWAP IP Address is going to be the
address of your AP Management VLAN.
APs will use this address to register to the APC

VLAN INTERFACE NAME VLAN ID VLAN DESCRIPTION IP ADDRESS ADMIN STATUS OPER STATUS

v
We can see our Interface that we created listed here. Since we want to make this interface

our Management interface, we need to check its box and click on AP Management. By doing
this, the interface IP address of 192.168.72.10 becomes my CAPWAP |P address.

WE-WLAN - Day 1 - Jan. 2015



Samsung AR

4.3 Basic Installation Wizard Wireless Enterprise”

Next, hit add to create our
0 remaining two interfaces.

VLAN INTERFACE NAME VLAN ID VLAN DESCRIPTION IP ADDRESS ADMIN STATUS OPER STATUS

<]

PLEASE NOTE: 1
For Company and Guest

interface, use External DHCP

service by unchecking Global

use and pointing to a External

DHCP Server IP address.
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4.3 Basic Installation Wizard Wireless Enterprise”

VLAN INTERFACE NAME VLAN ID VLAN DESCRIPTION IP ADDRESS ADMIN STATUS OPER STATUS

We can see all our 3 interfaces listed. We can also see that our AP-Management interface
(vlan1.72) is marked with “(m)” sign indicating that it is a Management Interface.
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4.3 Basic Installation Wizard Wireless Enterprise”

(1) (2) > (nterface Groups ) > (4 ) > (5) > (6 ) | Every Interface needs to belong to a Interface Group.

Interface Groups » 9 :
Hit Apply! \
GROUP NAME AP-MGMTgrp
GROUP DESCRIPTION AP-MGMTgrp

INTERFACE COUNT

= Here you will name your Group
= Then select what VLAN or VLANS
should belong to the group

= Use the << to move the VLANS to
the selected side.
=  Hit Apply.
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4.3 Basic Installation Wizard Wireless Enterprise”

-

N AN NN TN N I TN Y Ty
| | | | | | | | | | | | | | | | | | | |
l ¥ \i ¥ k[nterface Groups b L i ¥ \xi ¥ L E ¥ \i ¥ \E ¥ L E ¥ ME

\
0

Next, create remaining two Interface Groups and add the
corresponding interfaces to their respective Interface Groups.

S oes

GROUP NAME GROUP DESCRIPTION IF COUNT

Once created, your Interface Group
list should look similar to this.
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4.3 Basic Installation Wizard Wireless Enterprise”

We need to create a static route to
our default gateway for all AP-
Management and untagged traffic

L -

™ N N A T T 2 T o N o Y
| | | | | | | | | | | | | | | | | | | |
1 b \i b \xi > \xDefauIt Gateway )2 \xi > E )2 \i b \xE b \E b \xlﬂ;’,

7]

i

SYSTEM DEFAULT GATEWAY 192 . 168 . 72 1

Note: This must be added and routable in order to use remote AP’s
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4.3 Basic Installation Wizard Wireless Enterpride”

Note: Profile name and SSID cannot be changed once applied.
OHONONOM(

I
|

NN TSN N Y Iy
| | | | | | | | | | |
WLANEJ ¥ Y E ¥ \xi ¥ RE ¥ RE ¥ \xﬂ

WLANs > Add @

Next, we will create our WLANSs using the Site Information sheet.

General
R EEE——
PROFILE NAME 18
S5ID Company70
INTERFACE GROUP CompanyGRP ]
RADIO AREA 2 4GHz/5GHz [+ |
CAPWAP TUNNEL MODE 802.3 Tunnel E
mmm—
Security
L2 SECURITY TYPE None E
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4.3 Basic Installation Wizard Wireless Enterprise”

We will add security to our WLAN be selecting the security type
as WPA+WPA2. Set Auth Key Mgmt as PSK and enter your PSK
key that will be used to access this WLAN. Hit Apply.

L2 SECURITY TYPE WPA + WPA2 B2

WPA POLICY
ENCRYPTION TYPE
WPAZ POLICY

ENCRYPTION TYPE

AUTH KEY MGMT -

PSK FORMAT ASCII [~ |

PSK KEY [ TTITTTIITIT]
PMK LIFETIME (SEC) 43200
EAPOL REAUTHENTICATION PERIOD 0
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4.3 Basic Installation Wizard Wirele

U D
Wireless Enterprise”

s ™ P P T g ™ Lt P N P L
| | | | | | | | | | | | | | | | | | | |
\xGeneraI Setupx, > \xi > \xi > \xi > kWLANEJ > \xE > kl > \xE > \xi > \xlﬂ;

WLANs ©

Hit Add to create the second WLAN.

ID PROFILE NAME 551D INTERFACE GRODUP RADIO AREA ADMIN STATUS SECURITY POLICIES

1

You should be having two WLANs as follows in your WLANS list.
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Wireless Enterprise”

4.3 Basic Installation Wizard

Ty

s P P P P oy P P P P
| | | | | | | | | | | | | | | | | | | |
\xl » \xi > ki > \xi > \xi > RDHEP F"er'l_.rx, > kl > RE > RE > Rlﬂﬁ,

@
Choose Proxy or Relay

!

I DHCP PROXY MODE - I
B
TIMEOUT 5
I PRIMARY SERVER 1 1 1 1 I(
SECONDARY SERVER 0] 0 0 0

WE-WLAN - Day 1 - Jan. 2015

Global Parameter should be set to
1.1.1.1 if you are planning on using the
internal DHCP server built into the APC.
Hit Apply.



4.3 Basic Installation Wizard Wirele

Message from webpage [i‘s-,l

[9} Do you want to add internal DHCP pool?

[ Ok ] | Cancel |

You will now be asked to add the internal
DHCP pool. Hit OK.

We will now be creating the Internal DHCP
pool for our AP-Management network.
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4.3 Basic Installation Wizard Wireless Enterprise”

N AN SN TN N N NN Ny
| | | | | | | | | | | | | | | | | | | |
1) \xl | \x3 | &4; ¥ \xi b RE ¥ \EDHCP Internal Serverﬁ, b \E b \E b \11[];

L - . - —
DHCP Internal Server > 9
Fill in your DHCP Pool information for your Internal DHCP server and hit Apply. - -
POOL NAME APMGMT
NETWORK 192 . 168 . 72 0
MASK 255 . 255 | 2R5 0 onl H hit Apply h
nly when you hit ere, you get to
LEASE TIME (SEC) 86400 y_ Y PP y »YOU g
configure advanced settings for your Internal
POMAIN NAME apmgnmt.com DHCP server such as Option 138 IP address
DEFAULT GATEWAY 192 . 168 . 72 1 and DHCP Pool range.
1ST DNS SERVER 8 B i il
2ND DNS SERVER 0 0 0 0
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4.3 Basic Installation Wizard Wireless Enterprise”

If you using the Internal DHCP for your APC and APs, then you will
need to add the IP address of your APC into Option 138. Remember
the APs will use this Option 138 IP address to register to the APC.

| 192] [ 168].[ 72 . 10 | JREN IEEEEN

| NO. IP ADDRESS T EDIT

Input your CAPWAP |P address and hit Add.

Define the range of IP addresses
for your DHCP pool and hitadd. ———g

192]. 168 . 72 |.[ 100 192]. (168 . [ 72 |. [110]) (ATl BREEN

NO. START IP ADDRESS END IPF ADDRESS EDIT

Lastly, hit Apply

WE-WLAN - Day 1 - Jan. 2015



Samsung A

4.3 Basic Installation Wizard Wireless Enterprise”

Y P T P TN s ™ T T Ty
| | | | | | | | | | | | | | | | |
E > \xi > \xi > \xi > \xE > \xDHCP Internal Server; > \xE > \xE > \xlux,

1) 5 (
VAR

DHCP Internal Server 9

Enable the DHCP
I A I/ service and hit Apply.

DHCP SERVER SERVICE

POOL NAME NETWORK MASK LEASE TIME (SEC)

WE-WLAN - Day 1 - Jan. 2015



Samsung A

4.3 Basic Installation Wizard Wireless Enterprise”

TN LN TN TN N N N NN L
I\xljl = I\i,f’l > I\i,f’l ) I'k i ,f’l ) I\-\-\. i ,f’l ) I\x E ,,’I = I\i,f’l > IKE;I ) I\x E ,,’I = I\E,f’l
(2
SERVICE - ) . .
1. Enable the DNS Client service.
A 8 8 B

15T DNS SERVER 2. Enter the DNS server IP address.

2ZND DNS SERVER 0 0 0 0 3 Hit Apply.

3RD DNS SERVER 0 0 0 0

WE-WLAN - Day 1 - Jan. 2015



Samsung A

4.3 Basic Installation Wizard Wireless Enterprise”

OHOHNONONONONONORNCIRED)
(2
Over here, we are telling our APC where to get the time from.

1. Input your NTP server Domain Name and hit Add. /
POLLING I . 0 I 2. Enable the NTP Client service.

3. Hit Apply.

Domain NameE us.pool.ntp.org QM

[ INDEX SERVER IP ADDRESS SERVER DOMIAN MAME TYPE
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4.3 Basic Installation Wizard Wireless Enterprise”

The Basic Installation Wizard is now complete.
Simply hit OK to go to the GUI home screen.

Message from webpage Lﬁ,l
- , Exit the Wizard and then navigate to normal WEC, Do you really want to
' exit?

Ok l | Cancel
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4.3 Basic Installation Wizard

Note:

We will now review through all the steps we covered in
the Basic Installation Wizard by navigating to the
appropriate section in the GUI. In this way, we would
know where to go in the GUI to make any future
changes in our configuration. We will also look at some
more additional setup.

WE-WLAN - Day 1 - Jan. 2015
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4.4 Network Setup & VLANS Wireless Enterpride”

4.4 Network Setup & VLANS
 4.4.1 Setup Interfaces/VLANS
« 4.4.2 Setup Interface Groups
« 4.4.3 CAPWAP IP Address

« 4.4.4 Static Route

« 4.45ARP Table

« 4.4.6 System Name
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4.4.1 Setup Interfaces Wireless Enterprise™

Configuration > Controller > General

Samsung

wireless EﬂtEi"PI"iSE Monitor Administration Help

Controller >

I

Interfaces

Interface Groups

Network b IP ADDRESS
Multicast 3 INTERFACE n nrfac
Country = | AUTO REGISTRATION = ~

Before adding Interfaces, make sure
AP Registration is enabled. If not,
select enable and hit Apply.
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4.4.1 Setup Interfaces Wireless Enterprise™

Configuration > Controller > Interfaces :
Saouniy Click Add to setup the AP_Mangement

Wireless EﬂtEPPPiSE Monitor Administration | Help VLAN
The AP’s will use this VLAN to register to

e
the APC

Controller >
General .
s We will add the other VLANSs later. u

INTERFACE NAME VLANID IP ADDRESS ADMIN STATUS OPER STATUS
Interface Groups
Netwaork b
Multicast b

-\.'.'Llntl ¥ L} e Do

Controller > Interfaces >

VLAN DESCRIPTION AP-MGMT /
VLAN ID 5 @
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4.4.1 Setup Interfaces Wireless Enterprise™

Controller > Interfaces >

General R T

Interface Groups :;AMP‘;;E;TATUS &
e : : Be sure to enable the VLAN

Country

APC Lists PORTS MODE HYBRID EGRESS_TAGGED
Redundancy Trunk EI Senice Disable
Access Points Mot Used El Senvice Disable

[

AP G Mot Used EI ;er.ice Disable
o PLEASE NOTE: Mot Used El Senvice Disable
. Mot Used EI Senice Disable
wes You r Iayerz deVICe port Mot Used El Semnvice Disable
Radic
should be setup as a trunk Not Used [] )
User Ny P ) ot Used =] You will want to set the port
vt POFt Wi e correc ot Use
8 — used as a ‘Trunk’ port
"= VLANs tagged . : :
This port will uplink to your

Classroom Port 28 P Layer 2 device
NETMASK 255 . 255 255 0 : :

GLOBAL USE 7

PRIMARY DHCP SERVER 1] 0 Q 0
SECONDARY DHCP SERVER 0 0 0 0
OPTION 82 STATE Disable El

OPTION 32 TYPE AP-MAC El
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4.4.1 Setup Interfaces Wireless Enterprise™

IP ADDRESS

NETMASK

GLOBAL USE

FRIMARY DHCP SERVER

SECONDARY DHCP SERVER

OPTION 82 STATE

OPTION 82 TYPE

ACL NAME

This IP address will be used to
access the APC
For the Management VLAN,

192 163 . 10 10 this will also be the CAPWAP IP
address
285 (.| 2558 |. | 255 0 SE—
T (@)
7

0

Disable [~ |

AP-MAC

DHCP Setup: For now, please
check this box. We will later

_____ [=] setup DHCP for the APC or your
remote DHCP server
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4.4.1 Setup Interfaces Wireless Enterprise™

Controller > Interfaces >
General
P

orts
INTERFACE NAME

VLAN ID
Interface Groups i o
MNetwork 3
Multicast 3
Country
APC Lists PORTS MODE HYBRID EGRESS_TAGGED
Redundancy Trunk IZ‘ Senice Disable
Access Points Mot Used E| Senice Disable
AP Groups Mot Used El Senice Disable
Mot Used Senice Disable
Security » lz‘
Mot Used lz‘ rice Disable
WLANSs 4
Mot Used El rvice Disable
LELLS Mot Used IE‘ Service Disable
User QoS Mot Used IZ‘ Semnice Disable
Mobility Management 3 Mot Used Canian o

e Not Used [+] ake sure to Hlt Apply
after you have setup
o your interface!

DHCP L4

w
ra
@
oo
=1

IP ADDRESS

NETMASK 255 .| 265 .| 255 0
GLOBAL USE 7

PRIMARY DHCP SERVER 1] 1] 0 0
SECONDARY DHCP SERVER 0 0 0 0
OPTION 82 STATE Disable EI

OPTION 82 TYPE AP-MAC |Z|
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4.4.2 Setup Interface Groups Wireless Enterprise”

Configuration > Controller > Interface Groups

Every Interface needs to belong

Controller »
to a Interface Group
Cenerd Click Add to get started
Dots @ \u
Interfaces
GROUP NAME GROUP DESCRIPTION IFCOUNT
Network b
Multicast \
Contn
APC Liss 1
Redundzaney
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4.4.2 Setup Interface Groups

Samsung

Controller > Interface Groups »

General
Ports \

Interfaces GROUP NAME
GROUP DESCRIPTION Guest_GP
Network . INTERFACE COUNT
Multicast
Country
APC Lists
Redundancy
Statistics

Here you will name your Group

= Then select what VLAN or
VLANS should belong to the
group

= Use the << to move the VLANS

to the selected side
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4.4.3 CAPWAP IP Address Wireless Enterpride”

Configuration > Controller > General

Samsung

wireless EﬂtEF‘PPiSE Monitor Administration Help

e | he CAPWAP IP Address is going to be the
address of your AP Management VLAN

‘I Controller > APs will use this address to register to the APC

o | @ Hit Apply

Network - - IP ADDRESS
Multicast 5 INTERFACE i Hit Select Interface @
Country E AN s

AUTO REGISTRATION

VLAM INTERFACE NAME VLAN ID VLAN DESCRIPTION IP ADDRESS ADMIN STATUS OPER STATUS

@ Select your Interface
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4.4.4 Static Route Wireless Enterprise™

Configuration > Controller > Network > Static Route

53msung

Wireless EﬂtEPpPiSE Monitor Administration | Help

We need to create a static route
o ———— T ————
for all AP-Management and

untagged traffic

Controller » Network >

General
Ports \ u u
Interfaces
Interface Groups
GW INTERFACE  GW INTERFACE
DEST MASK NEXT HOP DISTANCE STATUS

i INDEX TYPE

MSTP b

Static MAC

This must be added and

l_l routable in order to use
remote AP’s
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4.4.4 Static Route Wireless Enterprise™

Samsung

WiFE|ESSEﬂtEPPPiSE Monitor | Configuration | Administration | Help

&

Controller v Controller > Network > Static Route > Add @ \

General

@

Interfaces

DEST 0.0.0.10
Interface Groups @
MASK 0. 0.0.10

<
o \ NEXT HOP 19 168, 10 . 1
StaticNAC DISTANCE !
ARP Entering in the correct

information here
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4.4.6 System Name Wireless Enterprise”

Administration > SNMP > System Info

Samsung

Wireless EﬂtEPPPiSE Monitor | Configuration Help

"= Enter the Name of your APC

SNMP b | SNMP »

HTTP-HTTPS @

Telnet-5SH 4

NAME WECEA00
Local Management Users
LOCATION 0
Logs ¢
g CONTACT 0 @

DB backup/restore DBIECTID
UP TIME
Reboot b
DESCRIPTION
Factory Reset
File Management b
Package Upgrade b
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Setup Interfaces “Lab 2" Wireless Enterprise”

Lab 2 -

Create two new Interface/VLANs (Company and Guest) that will be used
in your WLAN service

Go to Configuration - Controller - Interfaces - Add

Create a VLAN with the following parameters

Interface Name CompanyX were X is your student number

For the CompanyX we will use VLAN ID XX “See Student Info”
Enable your VLAN and add it to interface "gel" in “Trunk" mode
Configure the VLAN IP address to 192.168.x.10/24

Under the DHCP section uncheck Global Use and add the parameters per DHCP on
the “See Student Info”

Primary DHCP Server = 192.168.x.1

9. Apply
10. Repeat steps 1 — 8 for the Interface/VLAN “Guestxx” on the “See Student Info”

N o A WNPRE

o
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Interface Groups “Lab 3" Wireless Enterprise”

Lab 3 -

Create two new Interface Groups that will be used with your Company
and Guest VLANs

Go to Configuration - Controller = Interface Groups - Add

Define your interface group CompanyX were X is your student number
Add your newly created VLAN to the create interface group and apply
Repeat steps 1 — 2 for the Guest Interface/VLAN

W e
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SAVE CONFIGURATION Wireless Enterpride”

SAVE CONFIGURATION

Fing Refresh

-
W
1]
(=9
=]
(1]
]

The page at 192.168.100.11 says:

Do you really want to save the configuration change onto

storage?
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4.5 Software Management Wireless Enterprise™

4.5 Software Management

« 4.5.1 Verify Installed Version
« 4.5.2 Activate FTP/SFTP
* 4.5.3 Upload Software
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Samsung A
Current Released Software Wireless Enterprise™

WEC8500 WEC8050 WEA302i WEA303i WEA303e WEA403i WEA412i WEAA453e

2.4.19R 2.4.19R 2.4.19R 2.4.19R 2.4.19R 2.4.19R 2.4.19R 2.4.19R
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4.5.1 Verify Installed Version Wireless Enterprise™

Monitor Configuration Administration Help

Y

Summary

Thic rhacoie Fafrachoc o - © o

=1 A5515 refresnes evary "-F""I‘:

Click on Monitor to go to the
Monitor Screen that will
show the current software
version in use. In your case,
you should see 2.4.19R

Inventory Package Information
SYSTEM NAME VECB50( VERSION 2.4.12.R
LOCATION ] BUILD TIME Tue Dec 30 22:56:16 2014
MODEL NAME VECB50( STATUS Active
MAC ADDRESS fa:d9:fb:40:2c:38
HARDWARE VERSION 1.5 Top WLANs Lew Al

PROFILE NAME CURRENT STATIONS

SOFTWARE VERSION
SERIAL NUMBER 2VMQ295001
SYSTEM UP TIME 2 day, 20 hour, 32 min, 46 sec

SYSTEM TIME Mon Jan 12 11:18:19 2015
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4.5.2 Activate FTP/SFTP Wireless Enterpride”

Ad m i n i St rat i 0 n > FTP_S FTP ;T;IUE]E_‘SS Enter‘pr‘ise Monitor | Configuration Help

Enable both ETP and SETP @ @\>

f ft d Telnet-SSH
pg Local Management Users 4 FIP SFTP

FTP g C SFTP 0 C

Logs
PORT 21 T

DB Backup/Restore

p/ USER samsung USER samsung

Reboot » PASSWORD 2 esesese PASSWORD T3 ssseses

Factory Reset L LX) CONFIRM PASSWORD PR
IDLE TIMEQUT (MINUTE) * 15

File Management

Package Upgrade

You can also view/set

different ports in FTP PUBLIC PORT 21

Configuration>Controller> SFTP PUBLIC PORT 22

General HTTP PUBLIC PORT a0
HTTPS PUBLIC PORT 443
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4.5.2 Activate Telnet Wireless Enterprise™

Telnet service is disabled by default. Go to Administration>Telnet-SSH and enable it.

i

e YT
SESSION TIMEOUT(MIN) 0
MAXIMUM NUMEBER OF SESSIONS 20
TELNET SERVICE = ~
TELNET PORT 23
SSH SERVICE e —
SSH PORT 2 22
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4.5.3 Uploading APC Software Wireless Enterpride”

Administration > File Management > APC-Local PC
Note: ‘wec’ is the APC software

SNMP » File Management >
HTTP-HTTPS
Telnet-SSH disk (] h—-ﬁ--J h_-_J h-u-—-J M h——-J M B_J h-_J —Ete

Local Management Users - _
..... _CI D

_—

Logs
DB backup/restore

Reboot

& 192.168.100.11/content/administration/upload php?cate=administration&path=File Ma..| = El 2
Factory Reset

[1 192.168.100.11/content/administration/upload.php?cate=administration&path=F
Upload
Ch Fil
Package Upgrade oose File

The ‘package’ folder is for APC
software

License

Tech Support
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4.5.3 Uploading APC Software Wireless Enterpride”

Uploading APC software

SNMP 2 File Management >
HTTP-HTTPS
Telnet-SSH disk [=]
=
L M t U =
ocal Management Users | | £
-
Logs —
..... D
DB backup/restore []...|_:|
..... D
Reboot + E""l’i:_"_
- = [ lgwllfcontent;‘administration,a'upload.php?cate:administration&path:File Ma..| = B 2
Factory Reset -3 - -
’ﬁz.lﬁ&loo.ll_.-ccr‘.ie*.t_.-ar_: ministration/upload.php?cate=administration&path=F

Upload

Package | Hit upload and -" Choose File

w0 choose the file to

Time u pload

License

Tech Support » @ @

After you have chosen the
file, press upload here
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4.5.3 Uploading AP Software Wireless Enterpride”

Uploading AP software Note: ‘wea’ is the AP software

SNMP 4 File Management >

HTTP-HTTPS

Telnet-SSH disk [=] w hl.—snu.i M M M M M E—-ﬁ

Local Management Users
|
& 192.168.100.11/content/administration/upload. php?cate=administration&path=File Ma... = = B
1 192.168.100.11/content/administration/upload.php?cate=administration&path=F

strationcpdain=

Logs

DB backup/restore

Reboot

Factory Reset

Upload
Choose File

The ‘ap’ folder is for AP software

Time
License

Tech Support

WE-WLAN - Day 1 - Jan. 2015



4.5.3 Uploading AP Software Wireless Enterp@em

Uploading AP software Note: ‘wea’ is the AP software
SNMP *» | File Management >

HTTP-HTTPS

Local Management Users DI_:I

Logs ' ET:S

DB backup/restore Dg

Reboot . e [ 3 192.168.10Wt*'administraticn_r'upIoad.php?cate:administration&path:FiIe Ma. = | B &

Factory Reset []|':||_:| _w.mo.ll_.-ccr‘.:e*.:_.-ac: ministration/upload.php?cate=administration&path=F

D = =

Hit upload and / | Uplosd
. |Chonse F|Ie|

choose the fileto

upload

Package Upgra
FTP-SFTP

Time

License
Tech Support 4

After you have chosen the
file, press upload here
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Software Upload on APC & AP “Lab 4” wireless Enterpride"

Lab 4 -
Enable FTP and STFP on the APC and upload software on APC and AP.

Go to Administration - FTP-SFTP

Set both to Enable

Hit Apply

(APC Software) Go to Administration -> File Management -> APC-Local PC
Under the disk folder, find the package folder and hit upload

Choose the APC software and hit upload

(AP Software) Go to Administration -> File Management -> APC-Local PC
Find the AP folder under disk -> package and then hit upload

Choose the AP software and hit upload

© 0N O~ wDRE
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SAVE CONFIGURATION Wireless Enterpride”

SAVE CONFIGURATION

@ User [ eddie ]

Fing Refresh

M

A2

The page at 192.168.100.11 says:

Do you really want to save the configuration change onto

storage?

(2)
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4.6 License Setup Wireless Enterprise™

APC 8500 comes by default with a license for 2
APs

APC 8050 comes by default with a license for 5
APs

You will need to add your purchased license
before moving forward
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4.6 License Setup Wireless Enterprise™

4.6 License Setup
* 4.6.1 Activation Key File
* 4.6.2 Verify License Installed
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4.6.1 Activation Key File Wireless Enterprise™

Samsung

wireless EI'TtE["pI"iSE Monitor Configuration Help

SNMP
HTTP-HTTPS
Telnet-5SH

NUMEER OF AP LICENSE TYPE
Local Management Users 4 VOQM PEER MAC ADDRESS

FIREWALL PEER LICENSE STATUS
Logs

PEER LICENSE TNSTALLATION FAIL

DB Backup/Restore REASON
Reboot

Factory Reset

Go to Administration>License to
OFFICIAL KEY ) )
TEMPORARY KEY upload the license file you
received. Hit Activation.

File Management
Package Upgrade

FTP-SFTP

SLM LICENSE KEY 1
Time 4

SLM LICENSE KEY 2

e . . NEW ACTIVATION KEY FILE Browse... hl ctivatic IJ
ech Suppor

Note: APC has to reboot for the licenses to take effect.
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4.6.2 Verify License Installed Wireless Enterprise™

Samsung
wireless EI'TtEPPI"iSE Monitor Configuration Administration Help

-

SNMP 3 License
HTTP-HTTPS
Service Status and Current Limits License Redundancy Status

Telnet-SSH

NUMBER OF AP 25 LICENSE TYPE Unkno
Local Management Users 4 VoM Enable PEER MAC ADDRESS N/ A

FIREWALL Enable PEER LICENSE STATUS N/ A
Logs »

PEER LICENSE INSTALLATION FAIL

DB Backup/Restore REASON
Reboot »

F— ov Stat 1
Factory Reset License Key Status

OFFICIAL KEY alid

File Management b
TEMPORARY KEY lot valid
Package Upgrade »
S5LM License Key Status
FTP-SFTP
SLM LICENSE KEY 1 lone
Time »

SLM LICENSE KEY 2 lone

:
NEW ACTIVATION KEY FILE Browse...
Tech Support 4

T
[=]
3
-
=
1]
1]
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4.7 General Configuration Wireless Enterprise™

4.7 General Configuration

« 4.7.1 DNS Server

4,7.2 NTP Server (Internal / External)
4.7.3 DHCP Server (Internal / External)
4.7.4 APC Country Code

4.7.5 User Accounts

4.7.6 Radius Authentication

4.7.7 Adding a RADIUS Server

WE-WLAN - Day 1 - Jan. 2015



Samsung A

4.7.1 DNS Server Wireless Enterprise”

Configuration > DNS

Controller

Access Points CIICk Enable e

— @ Pl

Remote AP Groups

Security SERVICE )
15T DNS SERVER g 8 a 8
Rogues ¥
2ND DNS SERVER i 0 0 0
@ 0 0 0 0
Enter IP address of DNS Server
Mobility Management 4 SERVICE e
CACHING SIZE 2 10000
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4.7.2 NTP: APC Wireless Enterpride”

There are two ways of setting NTP on APC.
1. Internal NTP: APC acts as NTP server

2. External NTP: APC acts as NTP client
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4.7.2 NTP: APC Wireless Enterpride”

Internal NTP Administration > Time > Manual Time Set

You can use PC Time if your PC s

on the same Time Zone as your
e e e e e e ]
Customer

Monitor  Configuration ::E--::.;:E ) Help

Time > M

Select Hours and @
. i pcTime | o

Minutes

SYSTEM TIME |—)| 2013-09-26 20 "l": 49 ""'|

@ Select Local Time Zone @ />|"“'“J
TIME FONE m ‘
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4.7.2 NTP: APC Wireless Enterprise”

Internal NTP

Controller r NTP >

Configuration > NTP > APC

Access Points

b

AP Groups
Remote AP Groups
. POLLING @
Security 4
POLLING INTERVAL 1 B
Rogues b

If you want the APC to act
as a NTP server enable that

O
i

here
IDEX SERVER IP ADDRESS SERVER DOMIAN NAME TYPE

Mobility Management »
DNS

Enable the Server

AP

SERVICE @

DHCP 4
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4.7.2 NTP: APC Wireless Enterpride”

External NTP

Controller ¥ NTP »

Access Points

b

AP Groups
Remote AP Groups
Security ) POLLING a
POLLING INTERVAL . b
Rogues ¥
WLANs \ @ I
| > O3
Radio ¢
1
User QoS INDEX IAN NAME TYPE
— \ To add a NTP server start by
obility Management :
adding a remote server
DNS
AP
SERVICE @
DHCP 4
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4.7.2 NTP: APC Wireless Enterpride”

External NTP

NTP > APC >
If using IP setup like this @
(2) ) R
INDEX EE
TYPE @
SERVER IP ADDRESS 0 0 0 0

SERVER DOMIAN NAME

OR

NTP * APC >
: — If using domain setup like this ~
INDEX ?E’
TYPE @
—>
SERVER IP ADDRESS 0 i 0 0
SERVER DOMIAN NAME
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4.7.2 NTP: APC Wireless Enterprise”

External NTP

Controller r NTP > @
Access Points .
Enable the Client @

AP Groups

{

Remote AP Groups /
. POLLING

Security 4 ¢

POLLING INTERVAL . B
Rogues 4
WLANs b / -

6 hours [ add | vee

Radio

1
User QoS

INDEX SERVER IP ADDRESS SERVER DOMIAN NAME TYPE
Mobility Management »
DNS
AP

SERVICE )

DHCP »
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4.7.2 NTP: AP

Samsung

@

wireless Enterprisem

Configuration > NTP > AP

Samsung

Wireless EITtEPPI"iSE Monitor Administration Help
S e Select mode as NTP @
- J Then hit Apply )
Radio

Access Points

AP Groups

Remote AP Groups
Security

Wireless Intrusion
User QoS

Mobility Management

DNS

MODE

| IS

STAMP INTERVAL

NTP POLLING INTERVAL

NO

@

IP address 5192 1668 72 . 10

AP NTP SERVER

Input the CAPWAP IP address
Then hit Add

Here we will tell the AP’s where to
get their time from by adding the
APC as the NTP server

WE-WLAN - Day 1 - Jan. 2015
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Time Set “Lab 6 wireless Enterp?sem

Lab 6 -

Manually set the time on your APC and Enable the NTP service for the
APC and APs

Go to Administration - Time - Manual Time Set
Select PC Time - Hit Apply

Set Time Zone to “CST” - Hit Apply

Go to Configuration > NTP - APC

Set NTP Server to Enable - Hit Apply

Go to Configuration > NTP > AP

Input CAPWAP |P address

Hit Add

© N O~ ONPE
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4.7.3 DHCP Server wireless Enterpl%em

There are two ways for clients to get an IP address.

* INTERNAL — use the DHCP server in the APC
OR
« EXTERNAL - use aremote DHCP server

The following slides will show how to do both

Please Note: When you connect AP’s they will have to be on the

Management VLAN, the DHCP server for that VLAN must have a user
option added.

Example = user_option 138 ipaddress 192.168.72.10 (CAPWAP IP) active
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4.7.3 DHCP Server (Internal) Wireless Enterprise™

Controller > Interfaces >

| Back | Aooly

= aoore: We showed you this option back in 4.2.2 under interfaces.
wetmasie  When you check use Global Use, this will allow you to use
the Global DHCP for Internal DHCP

GLOBAL USE

PRIMARY DHCP SERVER 0 0 0 0
SECONDARY DHCP SERVER 0 0 0 0
OPTION 82 STATE Disable El

OPTION 382 TYPE AP-MAC El
ACL MNAME e E|
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4.7.3 DHCP Server (Internal) Wireless Enterprise™

Configuration > DHCP > Proxy

Monitor Administration Help
DHCP > @
Choose Proxy or Relay @ \m
| oHee proxy moDE o0 | Global Parameter should be set to
5B 5 1.1.1.1 if you are planning on
[_pransr serve RIERIEEINE using the internal DHCP server
SECONDARY SERVER 0 0 ] 0 bU||t intO the APC

®

WE-WLAN - Day 1 - Jan. 2015



Samsung AR

4.7.3 DHCP Server (Internal) Wireless Enterprise™

Configuration > DHCP > Internal Server

DHCP >

3

DHCP SERVER SERVICE 0

Lets build our Internal DHCP pool - > u u

POOL NAME NETWORK MASK LEASE TIME (SEC)
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4.7.3 DHCP Server (Internal) Wireless Enterprise™

DHCP > Internal Server >

Fill in your DHCP Pool information [ Back | Apoly |
POOL NAME Cowboys_Pool
NETWORK 192, 168 . 20 0
MASK 255,285, 2860, 0
LEASE TIME {SEC) 3600
DOMAIN NAME cowboys.com @
DEFAULT GATEWAY 192, 168 . 20 10
15T DNS SERVER ] B g g
2ND DNS SERVER a 0 0 ]
2RD DNS SERVER a 0 0 ]
15T NTP SERVER a 0 0 ]
2ND NTP SERVER a 0 0 ]
3RD NTP SERVER a 0 0 0
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4.7.3 DHCP Server (Internal)

Internal DHCP Options and Pool Range

DHCP > Internal Server >

Remember the APs will

use this Option to register | Back ) Apply
I/ to the APC
SRCRREANRN : | o--:
IP ADDRESS EDIT

If you using the Internal
DHCP for your APC and
Aps, then you will need to
add the IP address of your
APC here

b

A Range must be defined

0 0 0 0 0 0 0 0

NO. START IP ADDRESS END IP ADDRESS EDIT
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4.7.3 DHCP Server (Internal) Wireless Enterprise™

Internal DHCP Options and Pool Range

O —— e

IP ADDRESS EDIT

DHCP > Internal Server >

NO.

Enter your CAPWAP IP address and select Add | Edt |

I
@ Enter your Range of addresses for DHCP and select Add

—>| 0.0 [ol]l0 ”””UMIM

NO. START IP ADDRESS END IP ADDRESS EDIT

=3
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4.7.3 DHCP Server (Internal) Wireless Enterprise™

Enabling the Internal DHCP Server

Monitor | Configuration | Administration | Help

DHCP * Internal Server

DHCP SERVER SERVICE a Enable &

o @

L)

POOL NAME NETWORK MASK LEASE TIME {SEC)

= | &3
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DHCP Server (Internal) “Lab 7 Wireless Enterp@ew

Lab 7 -
Setup the DHCP Pool for the AP_MGMT Interface

Go to Configuration > DHCP - Proxy

Set Primary Server to 1.1.1.1 - Hit Apply

Go to Configuration > DHCP - Internal Server

Click Add - Input DHCP pool info “See Student Info”

Hit Apply

Set Option 138 to the CAPWAP IP of 192.168.xx.10 - Hit Add
Set the Range t0 192.168.xx.100 — 192.168.xx.110

Hit Add

Set the DHCP Server Service to Enable - Hit Apply

© 0N O~ wDRE
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4.7.3 DHCP Server (External) Wireless Enterprise™

Please Note

If you are using a remote/external DHCP server,
you must setup a relay rule on your DHCP
server to the interface IP address of the WLAN
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4.7.3 DHCP Server (External)

External DHCP

There are two locations you specify the IP address of your DHCP server.
* Location #1 = Interfaces Section

Controller > Interfaces »

Interface Setup @%

INTERFACE NAME

VLANID

ADMIN STATUS

—_—

w(\ Uncheck this box and

NN Enter the IP of your DHCP Server

OPTION 82 STATE Disable E

OPTION 82 TYPE AP-MAC E|
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4.7.3 DHCP Server (External) Wireless Enterprise™

External DHCP

There are two locations you have to specify the IP address of your DHCP server.
* Location #2 = WLAN Section

Here we can set the WLAN to @
use a remote DHCP server

Hit Apply for this section! w

PROFILE NAME

ACLRULE e

STATIC ADDRESS DISALLOWED

DHCP OVERRIDE Q

192

166

DHCP SERVER 1
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4.7.4 APC Country Code Wireless Enterprise™

Samsung SAMSUNG Logout
Wil"E|ESSEﬂtEPPPiSE Monitor Configuration Administration Help

Configuration > Radio > 802.11a/n/ac or 802.11b/g/n > General

Controller
WLANS y Radio > 802.11a/n/ac *> General
Radio v

o ! SERVICE * Enab

802.11h

802.11n/ac . X X

. We must disable the Radios in order

to change the Country Code to US

Admiccion Control
Genera | TS\ Radio > 802.11b/g/n > Genera
802.11n
Admission Control
SERVICE @ Enab _

Advanced

Access Points
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4.7.4 APC Country Code Wireless Enterpride”

Controller > Country Configuration > Controller > Country

Select your Country

Configured Country Code

DEFAULT COUNTRY CODE Marth America(US) E I

DEFAULT ENVIRDNMENT Both |L[

CONFIGURED COUNTRY CODE#1 ne

CONFIGURED ENVIROMMENT #1

CONFIGURED COUNTRY CODE#2 ne

CONFIGURED ENVIROMMENT #2

COMNFIGURED COUNTRY CODE#3 Ine

CONFIGURED ENVIROMMENT #3

COMNFIGURED COMMOMN CHAMNELS AND 36 [17] 40 [17] 44 [17] 48 [17] 52 [20] 56 [20] 60 [20] 64 [20]
MAX TX POWER LEVEL({5GHZ) 104 [30] 108 [30] 112 [30] 116 [30] 120 [30] 124 [30] 149 [30] 153 [30] 157 [30]
COMNFIGURED COMMOMN CHAMNELS AND 1 [20] 2 [20] 3 [20] 4 [20] 5 [20] 6 [20] 7 [20]

MAX TX POWER LEVEL(2.4GHZ) 10 [20] 11 [20]

CONFIGURED ALL CHANNMNELS (3GHZ)

COMNFIGURED ALL CHANNELS (2.4GHZ)
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4.7.4 APC Country Code Wireless Enterprise™

Note: Samsung is DFS (Dynamic Frequency

Selection) certified. DFS is a spectrum-

sharing mechanism that allows wireless

LANs (WLANSs) to coexist with radar systems.

It automatically selects a frequency that
Select your Country does not interfere with certain radar systems
and hit Apply while operating in the 5 GHz band.

ICDIJNTR\’ CODE North America(US) E| I

MAX TX POWER LEVEL(SGHZ)

MAX TX POWER LEVEL(2.4GHZ)
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APC Country Code “Lab 8 Wireless Enterpride”

Lab 8 -
Change the country code on your APC

Go to Configuration - Radio - 802.11a/n > General
Set service to Disable = Hit Apply

Go to Configuration - Radio - 802.11b/g/n - General
Set service to Disable = Hit Apply

Go to Configuration - Controller - Country

Change the Country Code to “United States”

Hit Apply

Go back and enable the Radio Service

© N O~ ONPE
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SAVE CONFIGURATION Wireless Enterpride”

SAVE CONFIGURATION

@ User [ eddie ]

Fing Refresh

M

A2

The page at 192.168.100.11 says:

Do you really want to save the configuration change onto

storage?

(2)
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4.7.5 Set up User Accounts

Let us go to

Administration > Local
OO Management Users > APC s

and hit Add to add a user

(1) \uuﬂa

NOD. ID LEVEL

Monitor Configuration Help

R F E A
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4.7.5 Set up User Accounts Wireless Enterprise”

Note: User Names & Passwords are
case sensitive.
Password Restrictions:

Monitor | Configuration * Password must be any
combination of alphabetic,
numeric and special character.

e Password length: 8 ~ 25

Local Management Users > @ \
@ Enter ID & Password
1D

\ © (o ]

I mE Select user level
CONFIRM PASSWORD
LEVEL 4 (Lobby Ambassador) ||
1 (Administrator) F
2 (Operator) €
|3 (Monitor] F—
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4.7.5 Set up User Accounts

Logout and log back in as your
created ID

Please Note: Only one ID can be used at a
time. If sharing the APC, you must create a
login for each person
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Samsung AR

4.5.5 Set up User Accounts Wireless Enterprise”

Changing Password: Via CLI

Use the password command as shown below.
* Next, type your current password.
e Type your new password.
e Confirm your new password.

WECB500# | password

CURRENT PASSWORD PR

MEW PASSWORD e WM R

COMNFIRM MEW PASSWORD @ WWeHWHawww

FASSWORD SUZCESSFULLY CHARMGED.
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Samsung AR

4.7.5 Set up User Accounts Wireless Enterprise”

Changing Password: Via GUI

Monitor Configuration

Help

Click on the account username at top right
corner of your screen

Local Management Users > APC >

ID

CURRENT PASSWORD

NEW PASSWORD *
COMFIRM PASSWORD

LEVEL

PASSWORD INPUT FOR CONFIRMATION >

WE-WLAN - Day 1 - Jan. 2015

| Back | Aoply |

Enter your current and new
password.

Password Restrictions:

e Password must be any
combination of alphabetic,
numeric and special character.

e Password length: 8 ~ 25



Samsung A

4.7.5 Set up User Accounts Wireless Enterprise”

Account Levels

1. Administrator: Administrator privilege that allows to
execute all the commands.

2. Operator: Can change system configuration.
Monitor: Can retrieve system status.

4. Lobby Ambassador: This user can create accounts
for Guest Access

©o
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Samsung AR

Create a User Account “Lab 9” Wireless Enterprise”

Lab 9 -

Create a User Account for yourself

Go to Administration - Local Management Users
Click Add and create a user account for yourself
Level should be equal to Administrator

Save Configuration

Logout of the APC

Login with your new User Account

o oA WNPRE
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SAVE CONFIGURATION Wireless Enterpride”

SAVE CONFIGURATION

@ User [ eddie ]

Fing Refresh

M

A2

The page at 192.168.100.11 says:

Do you really want to save the configuration change onto

storage?

(2)
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4.7.6 Radius Authentication Wireless Enterprise”

Radius Authentication
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4.7.6 Radius Authentication Wireless Enterpride”

The Flow of Authentication of WLAN Station

Station AP1 APC Radius
Server

Probe Request

Probe Response

Authentication Request
AP

Association Authentication Response

Association Request

Association Response

EAPolL-Start
EAPoL-Request /Identity

Radius EAPolL-Response / Identity Radius Access Request
Authentication EAPoL-Request /MD5 Challenge Radius Access Challenge

EAPoL-Response / MD5 Challenge Radius Access Request
» EAPolL-Sucess

Radius Access Accept

EAPOL-KEY

EAPOL-KEY

Key .
Generation EQRCH S P E

EFAPO| —KFY

WE-WLAN - Day 1 - Jan. 2015



4.7.7 Adding a RADIUS Server

Samsung

Controller

Access Points

AP Groups

Remote AP Groups

Local Net Users

Management User

Captive Portal
MAC Filter
Access Control Lists

Configuration > Security > AAA > RADIUS

Security > AAA >

@ Add the RADIUS Server here —

INDEX TYPE IP ADDRESS

WE-WLAN - Day 1 - Jan. 2015
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4.7.7 Adding a RADIUS Server Wireless Enterprise™

Security > AAA(Stations) > RADIUS >

@\

INDEX 1 E
TYPE Auth
IP ADDRESS 0 UE 0.0 © ocked TYpe
- ; e Enter IP address
SHARED SECRET FORMAT e Enter Shared Secret
SHARED SECRET 1 i
r (password) and confirm

CONFIRM SHARED SECRET €
AUTH PORT NUMBER 1812 @

ACCT PORT NUMBER 1813 Note: The shared secret
RETRANSMIT INTERVAL (SECONDS) 2 should match the shared
TOTAL RETRANSMIT COUNT 10 secret on the RADIUS server
RETRANSMIT COUNT FAILOVER 3
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4.7.7 Adding a RADIUS Server Wireless Enterprise™

Samsung

Wireless Enterprise Monitor Administration | Help

Controller » | Security > AAA > RADIUS >

Access Points

oo Lo

AP Groups
INDEX 1 B
Remote AP Groups :
e itﬁ:”“‘“@ Here you can determine the
—
IP ADDRESS 0 0 o
Acct type of Radius
SHARED SECRET FORMAT yp
SHARED SECRET 1
Captive Portal b
CONFIRM SHARED SECRET
MAC Filter
) - . AUTH PORT NUMBER 1812
Access Control Lists 3
T . ACCT PORT NUMBER 1813
NAT b RETRANSMITINTERVAL$COND5) 2 Please note the dEfaUIt
Rogues b TOTAL RETRANSMIT COUNT 10 po rts for AUTH and ACCT
WLANs N RETRANSMIT COUNT FAILOVER 3
Radio ’
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4.8 Radio Resource Management Wireless Enterprise”

4.8 Radio Resource Management

« 4.8.1 Setup and Enable 802.11a/b/g/n/ac
« 4.8.2 Delayed Channel Change
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4.8 Radio Resource Management Wireless Enterprise”

Purpose

 RRM performs automatic setup function of channel and Tx Power
for the Access Points.

« RRM s functionally divided into Dynamic Channel Selection (DCS),
Dynamic Power control (DPC), and Coverage Hole Detection and
Control (CHDC).

— The DCS automatically sets the channels of the APs.
— The DPC automatically sets the Tx Power of the AP.
— The CHDC adjusts the Tx Power when Coverage Hole occurs.
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4.8 Radio Resource Management Wireless Enterprise”

Example of RRM — DPC(Dynamic Power Control)

| RSSI(39) — RSSI(Threshold) | >= 3dBm

* RSSI(31) : 39 strongest RSSI of adjacent APs
* RSSI(Threshold) : RSSI Threshold (default : -70dBm)

\-\GOdBm NGOdBm \GOdBm
—> AP J<— —> AP j<— —> AP j<—
- — —— — — -
=78dBm -63dBm =78dBm -63dBm ~78dBm -63dBm
T-74dBm (3d Strongest RSSI) T-GBdBm (3@ Strongest RSSI) T -65dBm (31 Strongest RSSI)
AP will increase 3dBm AP will not change TxPower AP will decrease 3dBm
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4.8.1 Setup and Enable 802.11a/b/g/n/ac Wireless Enterprise™

Configuration > Radio > 802.11a/n/ac or 802.11b/g/n > RRM
Enabling RRM

Radio > 802.11a/n/ac > @\

a

SERVICE

RF GROUP NAME

Enabling RRM

Radio > 802.11b/g/n >
First you will need to

enable RRM for
802.11b/g/n

E

SERVICE . 0

RF GROUP NAME
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4.8.1 Setup and Enable 802.11a/b/g/n/ac Wireless Enterprise™

Enabling Dynamic TX Power Control

O—.

i

SERVICE 2

RSSI THRESHOLD(DEM) -70 )

INTERVAL(SEC.) 600

TX POWER MINIMUM 16 - AdJUStlng Power
TX POWER MAXIMUM 20

TX Power Range: 6 ~ 30
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4.8.1 Setup and Enable 802.11a/b/g/n/ac Wireless Enterprise™

Enabling Dynamic Channel Selection (802.11b/g/n)

SERVICE ° m)' C ——
INTERVAL(SEC.) 120 ®/)

CHANNEL UTILIZATION THRESHOLD(%) a0 40

INTERFERENCE LEVEL THRESHOLD{ %) 60

LI

DELAYED CHANNEL CHANGE *

v
AWARE OPTION - @ Select what channels
r available for use
AMCHOR TIME START 4 A
ANCHOR TIME END {b \
v r r r r v r r
CHANMNELS — —

<]
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4.8.1 Setup and Enable 802.11a/b/g/n/ac Wireless Enterprise™

Enabling Dynamic Channel Selection (802.11a/n/ac)

SERVICE ° . 9 @
INTERVAL(SEC.) 120 M

CHAMMEL UTILIZATION THRESHOLD(%0) a0 10

INTERFERENCE LEVEL THRESHOLD{ %o ) 80

L)

DELAYED CHANNEL CHANGE 4

AWARE OPTION Select what channels
B available for use
ANCHOR TIME START 4
ANCHOR TIME END 5 @ A
{ m [ [ m B [ B B \
CHANNELS N N [~ N N [~ N N

<]
<]
<]
<]
<]
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4.8.2 Delayed Channel Change Wireless Enterprise™

* Here we can setup Delayed
Channel Change

» After the Radio scans it will
determine the best channel to use

i

SERVICE > from the list of channels below
INTERVAL(SEC.) 120
CHANNEL UTILIZATION THRESHOLD(%) a0 10
INTERFERENCE LEVEL THRESHOLD(%) 80
I DELAYED CHANNEL CHANGE * . I

AWARE OPTIOMN

With this Enabled, we can

o
ANCHOR TIME START 1 determine when the Radio is
ANCHOR TIME END 5 allowed to switch channels

<

<]
<]
<]

CHANNELS [ [ B

<]

v v v

<]
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4.8.1 Setup and Enable 802.11a/b/g/n/ac Wireless Enterprise™

Coverage Hole Detection Control

SERVICE ° [
STATISTICS COLLECTION -

NOTIFY TRAP WARNING MESSAGE

)
Tl
Ll
I

(45 ]
Ll
[

I
(5 R)
")

1

(5 R)

I'Tl

")

1
L

m
w]
1

L

STATISTICS ACTIVATE POWER CONTROL

PERCENTAGE OF FAILED CLIENT COUNT 25
MINIMUM RSSI THRESHOLD FOR VOICE TRAFFIC(DBM) -5
MINIMUM RSSI THRESHOLD FOR DATA TRAFFIC(DBM) -a0
MINIMUM FAILED CLIENT COUNT 5
TIME INTERVAL 120
MINIMUM IDLE TIME-OUT COUNT 10
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Check RRM Setup “Lab 10” Wireless Enterpride”

Lab 10 -
Verify that the RRM is Enabled for 802.11a/n/ac AND 802.11b/g/n

1. Go to Configuration - Radio - 802.11a/n/ac > RRM

2. Check that the following are set to Enable
Radio Resource Management
Dynamic TX Power Control
Dynamic Channel Selection
Delayed Channel Change (Also select the channels and set the Anchor start and end time)
Coverage Hole Detection Control

3. If not, set to Enable and hit Apply for each section
Repeat steps 1 — 3 for 802.11b/g/n
5. Save Configuration

B
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4.9 Configure WLANSs Wireless Enterprise™

4.9 Configure WLANSs
 4.9.1 Creating a WLAN

« 4.9.2 General Options

« 4.9.3 Security Setup

* 4.9.4 Advanced Options

« 4.,9.5 Selecting Radius Server
* 4.9.6 Enabling the WLAN
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Samsung AR

4.9.1 Creating a WLAN Wireless Enterprise™

Configuration > WLANs > WLAN

Note: Profile name and SSID cannot be changed once applied

WLANs > @ Select Add
\ =3
| | |

| | |

ID PROFILE NAME 551D INTERFACE GROUP RADIO AREA ADMIN S5TATUS SECURITY POLICIES

Note: By default, if your WLAN ID is less than or equal to 16, the WLAN is
automatically added to the default AP group. But, if the WLAN ID is greater
than 16, the WLAN is not automatically added to the default AP group. So, it
won’t be broadcasted. If you wish to broadcast this WLAN, you must manually
add that WLAN in the AP group. This is a security feature. AP Groups will be
discussed later on.
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Sarpsung A
Wireless Enterprise”

4.9.1 Creating a WLAN

Note: Profile name and SSID cannot be changed once applied

WLANs > WLANs > @ WLANs > WLANs > @

Profile name and SSID Select the interface group
that belongs to this WLAN

1D 2 E ID Z E
PROFILE NAM ‘ Wilan PROFILE NAME Wlan
SSID Cowboys Wlan SSID Cowboys_Wlan
INTERFACE GROUP [ E INTERFACE GROUP |
RADIO AREA AP_MGMT |~ RADIO AREA AP_MGMT
GUEST SERVICE npi_lab GUEST SERVICE npi_lab

test 20 test 20
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Samsung A

4.9.1 Creating a WLAN Wireless Enterprise™

WLANs > WLANs > @

Choose your type of

Radio Area
. 2 E' BAND STEERING ;GH;FI;EfE”Ed |E|
isable
LOAD BEALANCING
PROFILE NAME Wian 5GHz preferred
THRESHOLD 2 4GHz preferred
551D Cowboys_Wlan
= MAXIMUM DENIAL COUNT Z
INTERFACE GROUP  \  |— |Z|

Later on you can set Band Steering if you have
RADIO AREA 5GHz =] chosen 2.4GHz/5GHz
56Hz

GUEST SERVICE
2 4GHz

2 4GHz/5GHz
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Samsung A

4.9.1 Creating a WLAN Wireless Enterprise™

ID .
2 [ Hit Apply
PROFILE NAME Wlan
SSID Cowbays Wian
INTERFACE GROUP test_2(0 E ¢
& Wireless Enterprise Manager - Google Chrome o @ X
RADIO AREA 24GHz/5GHz E
: 5 11 192.168.100.11/confirm_password.php?frm=formé&df

GUEST SERVICE JEnable @ Disable

You will be asked to enter | —

/
your GUI password
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] Samsung A
4.9.1 Creating a WLAN Wireless Enterprise™

WLANs >
| i PROFILE NAME S5ID INTERFACE GROUP RADIDO AREA ADMIN STATUS SECURITY POLICIES
Click here to open options "
for this WLAN
You can see here that we still
need to setup our security
policies

After do so, we can come back
on enable the admin status
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Samsung AR

4.9.2 General Options Wireless Enterprise™

WLANs > WLANs >

Hit Apply if any

changes made \i _
| Back | App

ID

OROFILE NAME If needed you can change your radio
SSID Cowboys_Wian area setting here.

AP GROUP LISTS

INTERFACE GROUP test_20 |z|

RADID AREA 1 Al =

CAPWAP TUNNEL MODE Z 802.3 Tunnel [=]

LOCAL VLAN 3 0

| SUPPRESS 551D

Choose enable to hide the SSID

|  AAA OVERRIDE

MAXIMUM CONNECTIONS 27 from being broadcasted
GUEST SERVICE Q
ADMIN STATUS Enable AAA OVERRIDE if you are

using RADIUS authentication
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4.9.3 Security Setup

Samsung A
Wireless Enterprise”

WLANSs > WLANsS > Security >

PROFILE NAME

L2 SECURITY TYPE 1 Mone

'Choose your Security Type

MAC FILTER Static WEP
802 1x(Dynamic WEF)

Static WEP + 302 1x[D3.fnamic: W

WRPA + WPAZ

PROFILE NAME

WPA + WPA2

L2 SECURITY TYPE

—

WPA POLICY

- .
WPAZ POLICY =
EMCRYPTION TYPE CC"-HP.:]

AUTH KEY MGHMT = C
PSK FORMAT J:‘-.S-Cll:':
PSK KEY [T 7 Sessssssssssssnsss
PMK LIFETIME (SECOMNDS) 43200
EAPDL REAUTHENTICATION PERIOD [1]
MAC FILTER ................._E‘

EP)

Q) —

Fi” out your security

settings. Make sure
WPA?2 is selected with
CCMP and hit apply

Note: CCMP is Samsung’s
recommended encryption type WLAN.
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Samsung AR

4.9.3 Security Setup Wireless Enterprise™

WLANs > WLANs > Security > .
If you use TKIP, when the client

connects will not be able to connect at
802.11n, they can only use 802.11a/g .

PROFILE NAME

L2 SECURITY TYPE WPA + WPAZ E2

WPA POLICY v WP
ENCRYPTION TYPE TKIP |E|

WPAZ POLICY [+

ENCRYPTION TYPE

AUTH KEY MGMT =
PSK FORMAT ASCIIE
PSK KEY — 3 T
PMK LIFETIME (SECONDS) 43200
EAPOL REAUTHENTICATION PERIOD 0
MACFILTER e _|E|
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Samsung AR

4.9.4 Advanced Options Wireless Enterprise

Location #2 WLAN DHCP @ @
Here we can set the WLAN to use a —\w L-J

remote DHCP server

PROFILE NAME
ACLRUE | | B
STATIC ADDRESS DISALLOWEL 0
DHCP OVERRIDE Please note: If you are using a remote DHCP
server, you must setup a relay rule on your DHCP

DHCP SERVER * 168, 20 . 1 server to the interface IP of this WLAN

If using 2.4GHz/5GHz, you can determine

here what the preferred connection
BAND STEERING Disabled B should be

Hit Apply once selected for this section

Disabled

AGHz preferred
2 4GHz preferred
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Samsung AR

4.9.5 Selecting Radius Server Wireless Enterprise™

If you have chosen to use a radius

WLANs > WLANs > Security > ) i
server for connection, here is where

< :
you would select that radius server
added earlier for this WLAN. | Back |
PROFILE NAME
AUTHENTICATION SERVER =]
RADIUS SERVER1T | |E|
RADIUS SERVER2Z | eeeeeee |Z|
RADIUS SERVERZ | |E|
ACCOUNTING SERVER o Hit Apply when your done!

RADIUS SERVER1 | e
RADIUS SERVERZ2 | e

RADIUS SERVERZ2Z | e

FALLBACK TEST INTERVAL (SECONDS) ]

ACCOUNTING INTERVAL (SECONDS) 00
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Samsung A

4.9.6 Enabling the WLAN Wireless Enterprise™

WLANs > WLANs

R | =3
@ F—llt Enable \M e o

Total Entry : 2

ID PROFILE NAME S5ID INTERFACE GROUP RADIO AREA ADMIN STATUS SECURITY POLICIES

<] <] %]

\@ {2 Wireless Enterprise Manager - Windows Internet E. l = | |ihl1
oT— & http://192.168.1.2/ confirm_password.php?frm=form&fn_name=chk_o / Type Inyour
Check the GUI password

_ V5
WLAN et | =

-
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Setting up WLANSs “Lab 11” Wireless Enterpride”

Lab 11 — (1/2)
Setup a second WLAN called Company_ X0 “See Student Info”

1. Go to Configuration > WLANs - WLANS
2.  Click Add and fill in the following according to the “Student Info”

Profile Name
SSID

Interface Group
Radio Area

. Guest Service

Hit Apply

Go back to the Company WLAN

Go to the security tab and setup the “L2” Security Type “See Student Info”
Hit Apply

ok wbde

ook w
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Setting up WLANSs “Lab 11” Wireless Enterpride”

Lab 11 — (2/2)
Setup a second WLAN called guest_x1 “See Student Info”

1. Go to Configuration > WLANs - WLANS
2.  Click Add and fill in the following according to the “Student Info”

Profile Name
SSID

Interface Group
Radio Area

. Guest Service

Hit Apply

Go back to the guest WLAN

Go to the security tab and setup the “L2” Security Type “See Student Info”
Hit Apply

Go to Configuration > WLANs - WLANs

Check all WLANs - Enable WLAN

ok wbde

© N Ok
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4.10 Set Up Access Points Wireless Enterprise”

4.10 Set Up Access Points

* 4.10.1 Connect all APs to the network
4.10.2 Check List of Access Points
4.10.3 Configure Access Points
4.10.4 Hard setting a channel

4.10.5 Advanced Settings
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Samsung A

4.10.1 Connect APs to Network Wireless Enterprise™

At this point in the WLAN configuration the LED on
the Access Points will go through the following
sequence as soon as they are plugged in.

1. System Start > Steady White LED ]
2. Initializing the AP > Steady Blue LED 8
3. Provisioning > Repeat Red > Green 8 B9 BB 9

Make sure all of the APs are plugged in and connected to the switch
ports with the Management VLAN designated in the APC setup.
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(11 7 5a . ()
Connect the APs “Lab 12 Wireless Enterprise”

Lab 12 -
Connect the Aps to the PoE Switch

1. Plug in the APs to a port in this range 17 — 24
2. Go to Configuration - Access Points
3. Confirm that all APs show in the table
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Samsung A

4.10.2 List of Access Points Wireless Enterprise™

All Access Points that are plugged in and registered will show up in
the list below.

Access Points
ADMIN OPER APC ~ AP
AP PROFILE NAME AP NAME MAC IP ADDRESS MAP LOCATION MODE MODEL  VERSION
STATUS  STATUS COUNTRY
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Samsung A

4.10.3 Configure Access Points Wireless Enterprise™

@lTo configure an AP, click on the AP Profile Name

Access Points
Total Entry : 1
ADMIN OPER APC ~ AP
AP PROFILE NAME AP NAME MAC IP ADDRESS MAP LOCATION MODE MODEL  VERSION
STATUS  STATUS COUNTRY
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4.10.3 Configure Access Points

Sarpsung A
Wireless Enterprise”

Access Points > :

AP PROFILE NAME
AP NAME

AP GROUP NAME
AP MODE 1

MAC ADDRESS

MAP LOCATION
LOCATION

IP ADDRESS

IP ADDRESS POLICY
IP ADDRESS
NETMASK

GATEWAY

DISCOVERY TYPE 2

ADMIN STATUS

OPER STATUS

PRIMARY CONTROLLER NAME 3
SECONDARY CONTROLLER NAME 3

TERTIARY CONTROLLER NAME

Enter or change the AP name

I npi AP1 I

General AP

[«] [+] [¥]
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Samsung A

4.10.4 Hard setting a channel Wireless Enterprise”
Access Points >I‘ I
| Back || Apply
AP PROFILE NAME Here you can hard set a channel

AP NAME

T that you would like this AP to use @\
@ o
Select Enable after

CURRENT CHANNEL 53| >
CHANNEL FIX ‘ N p|Ck|ng the channel

Access Points >| I

| Back | Aooly |

AP PROFILE NANE Here you can hard set a channel

AP NAME

SERVICE that you would like this AP to use @\
CURRENT CHANNEL 6 [] @ Select Enable after

CHANNEL FIX Qﬁ‘ﬂr bl . pICkIng the channel
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Samsung A

4.10.5 Advanced Settings Wireless Enterprise™

Samsung

wireless EITtEf"PI"iSE Monitor Administration Help

If a change is made don’t forget to Apply!

Controller 9 Access Points > \

i

AP Groups
AP PROFILE NAME

Here is where you can

30

enable the ability to telnet, . ..: =
SSH or console access intoa 120

4 120
AP' 100Ms) 5 5
------ : . Here you can turn off
User QoS ECHO RETRANSMIT INTERVAL (SEc) © | 13 the LED Ilghts on your
Mobility Management 4 =z ) A5 0 .

S . - . AP during a set time
DNS TELNET ~ 2 50023
NTP gsy 10 s 50022
BB DTLS 11 [ Disable v
| LED On v/ |G~ 0o - 06 v 00 v I(
EDGE AP OPERATION MODE RSS1
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Samsung

4.10.5 Advanced Settings

Access Points »

AP PROFILE NAME @

AP NAME Hlt App|y

ECHO INTERVAL (SEcC) ! 30

MAX DISCOVERY INTERVAL (SEC) 2 20

REPORT INTERVAL (SEC) ° 120

STATISTICS TIMER (SEC) * 120

RETRANSMIT INTERVAL (100MsS) ° b

MAX RETRANSMIT © 5

ECHO RETRANSMIT INTERVAL [SEC) © 3

MAX ECHO RETRANSMIT ° 5

TELNET 7 =

ssH 10 =

CONSOLE g

oTLs If you have set the country code on the APC, it will carry
o over to the AP once they have connected to the APC
EDGE AP OPERATION MODE RS5I E

SMHO THRESHOLD (DBM) -60

SMHO WINDOW SIZE (MS) 300

COUNTRY CODE Morth America{US) [~]

ENVIRONMENT Both [=]
TIME ZONE USICentral '~| Set the time zone to US/Central @
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4.11 AP Groups Wireless Enterprise”

4.11 AP Groups
 4.11.1 Creating an AP Group

e 4.11.2 Setup the AP Group
— 4.11.2.1 General Tab
— 4.11.2.2 Adding AP’s
— 4.11.2.3 WLANS
— 4.11.2.4 Hard setting a channel
— 4.11.2.5 Confirm AP Groups
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4.11.1 Creating an AP Group

Samsung

Sarpsung A
Wireless Enterprise”

Wireless EﬂtEPPPiSE Monitor | Configuration | Administration | Help
Controller v | AP Groups @
Access Points
—>
oes
Total Entry : 2
Remote AP Groups
| AP GROUP NAME AP GROUP DESCRIPTION AP COUNT WLAN COUNT
Security » default
Rogues b S— -
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4.11.1 Creating an AP Group

Samsung A
Wireless Enterprise”

Samsung

Wireless EﬂtEPPPiSE Monitor | Configuration = Administration | Help

Controller v | AP Groups > Add

Access Points

GROUP NAME
Remote AP Groups

Security }

&

Enter the Name

Guest Group

B3
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Samsung

4.11.2 Setup the AP Group

Now we can assign which APs, WLANs (SSID) will be used in this AP Group

Samsung
Wireless EﬂtEPPPiSE Monitor Administration | Help
Group Added
Controller
ficzess BoRes Lets Setup the Group now I
! Click on the name of the Group e
Remote AP Groups J
AP GROUP NAME AP QROUP DESCRIPTION AP COUNT WLAN COUNT

Security b
Rogues 4 )l I(
WLANs 4
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Samsung A
4.11.2.1 General Tab wireless Enterplcigem

Genera APs WLANS B802.11a/n 802.11bfg/n Advanced
AP Groups > General
Set the AP Group “ack || v
AP GROUP NAME R Description Here
AP GROUP DESCRIPTION ] I
AP COUNT 1
WLAN COUNT 2
| OVERWRITE AP CONFIG
AP MODE ! General AP ||
| OVERWRITE AP CONFIG
LOCATION 0 Message from webpage R |
[ OVERWRITE AP CONFIG 4 NOTE:
W' Changing AP Group configurations will cause temporary disruption to
IP MODE " DHCP & AP Priority (AP Followed service,
All APs in AP Group will be disconnected frem the APC if the
coenfiguration is incorrect.
[ OVERWRITE AP CONFIG Be careful of the following items:
= Crnahle  Micahla * AP MODE
CELILIEILALE " E o ST All APs will be reboot after AP Mode configuration is changed.
[ OVERWRITE AP CONFIG Especially, be careful when setting the AP to Repeater Mode because it
cannot be accessed without Root AP
DISCOVERY TYPE ° AP Followed |E| ~1P MODE

Changing IP mode to DHCP will cause disconnection between APC and
PRIMARY CONTROLLER MAME = |-————— " AP unless DHCP environment is established.

* Redundancy Configurations { DISCOVERY TYPE, COMTROLLER
NAMES )

It's possible to connect APs to another APCs for Redundancy.

SECONDARY CONTROLLER NAME = = |-—————-

[«] 5]

Do you really want to apply?
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4.11.2.2 Adding APs Wireless Enterpride”

AP Groups >

| Back |

AP GROUP NAME

Select the APS to be AP NAME MAC ADDRESS U t;\P.ADDRESS t AP GROUP NAME
in thi | rrow
used in this group >€ this tpa _O 0 _
move the APs into this
o, '

i APJPROFILE NAME AP NAME MAC ADDRESS IPF ADDRESS AP GROUP NAME

b

W
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4.11.2.2 Adding APs Wireless Enterpride”

General APs WLANs g02.11a/n 802.11b/gfn Adwvanced

AP Groups > APs

- Selected APs added

AP GROUP NAME auest_Group

\ 4

Selected APs

I:l AP PROFILE NAME AP NAME MAC ADDRESS IP ADDRESS AP GROUP NAME

All APs
|:| AP PROFILE NAME AP NAME MAC ADDRESS IP ADDRESS AP GROUP NAME
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Samsung

4.11.2.3 WLANS

AP Groups >

Select the WLANSs to Use this up arrow to
be used in this group move the WLANs into
@ this group
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4.11.2.3 WLANSs Wireless Enterpride”

AP Groups >

:

Selected WLANs added

AP GROUP NAME

—

PROFILE NAME 551D INTERFACE GROUP
PROFILE NAME SS5ID INTERFACE GROUP
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Samsung

4.11.2.4 Hard setting a channel

AP G
roups b | Here you can hard set a channel

that you would like this AP Group
to use

6 Select Enable after @\
@ picking the channel —

CURRENT CHANNEL

CHANNEL FIX

AP Groups | | Here you can hard set a channel
that you would like this AP Group
| Back | apoly |
AP GROUP NAME to use
SERVICE _ Select Enable after @\
@ picking the channel _
CURRENT CHANNEL 1 |E|

CHANNEL FIX = @
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Samsung AR

4.11.2.4 Selecting the PoE type Wireless Enterprise™

AP Groups >
TELNET *

ssH 10

|  OVERWRITE AP CONFIG

COMSOLE
[ OVERWRITE AP CONFIG
pTLS 1t

[ OVERWRITE AP CONFIG

LEDy

L1

L1

Disable  [=]

On E

[ OVERWRITE AP CONFIG

POE TYPE

802.3at[ ] |\ Select your PoE type as

[~ OVERWRITE AP CONFIG
VLAN SUPPORT 12

NATIVE VLAN ID 13

WE-WLAN - Day 1 - Jan. 2015
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Samsung A

4.11.2.5 Confirm AP Groups Wireless Enterprise™

After configuring AP Groups, all of the APs that are
plugged in and connected should have the
following LED status.

Normal Operation > Steady Green LED )
Operational - with no clients currently connected.

Normal Operation > Steady Blue LED s
Operational - with one or more clients connected.
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Setting up AP Groups “Lab 14"

Lab 14 — (1/2)
Setup and Configure a AP Group “Main_AP_Group”

1. Go to Configuration - AP Groups

2. Select Add - Name this AP Group “Main_AP_Group”

3. HitApply

4.  Give this AP a Group Description of “Main_AP_Group”

5. HitApply

6. Click on “Main_AP_Group”

7. Go to the APs tab - Add the AP named “Company_AP”

8. Click “OK” when prompted

9. Go to the WLANSs tab - Add the WLAN names “company_x0"
10. Click “OK” when prompted

11. Verify by connecting a cell phone or laptop to the SSID “company_x0”
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Setting up AP Groups “Lab 14"

Lab 14 — (2/2)
Setup and Configure a AP Group “Main_AP_Group”

1. Go to Configuration - AP Groups

2. Select Add - Name this AP Group “Main_AP_Group”

3. HitApply

4.  Give this AP a Group Description of “Main_AP_Group”

5. HitApply

6. Click on “Main_AP_Group”

7. Go to the APs tab - Add the AP named “Guest_AP”

8. Click “OK” when prompted

9. Go to the WLANSs tab - Add the WLAN names “guest_x1”
10. Click “OK” when prompted

11. Verify by connecting a cell phone or laptop to the SSID “guest x1”
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5. Maintenance Wireless Enterprise™

5. Maintenance

« 5.1 Backup the APC

« 5.2 Downloading the Backup
« 5.3 Upgrading the APC

5.4 AP Upgrade

* 5.5 Default the APC

* 5.6 How to Restore the APC
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5.1 Backup the APC

Sarpsung A
Wireless Enterprise”

Samsung

Wireless Enterprise Monitor

Configuration | Administration Help

-

SNMP » DB backup/restore

HTTP-HTTPS

Telnet-SSH

Local Management Users DB Backup

Logs N FILE NAME I npi_backup_wlan10292013
STATUS A

Reboot 4

Factory Reset @

.. Start by entering the

... hame for your .

FTP- baCkUp \EMENT USERS 9 Include @ Not include

_— STATUS
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Samsung i~

5.1 Backup the APC Wireless Enterprise™

-
& Wireless Enterprise Manager - Google Chrome E@g

[ 192.168.100.11/confi rm_password.php?frm=form_dt

Pazzword App,i'}r
A A

Enter the password, @

then hit Apply

In Progress ...

DB backup/restore

Complete e

DB Backup
FILE NAME nphackup wlan10292013

STATUS
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5.1 Backup the APC Wireless Enterp@em

Periodic Backup

i

UPLOAD (@ O
[ |:| |i|
CYCLE
IP VERSION ) O
IPV4 ADDRESS 12 . 204 . 121 . 12
IPV6 ADDRESS 0000 |: | 0000 : | 000D |: |DOOO |- (0000 |: | 0D0OO|: | D000 |: | OOOO
PORT 21
USER ACCOUNT jhannon You can also schedule a
USER PASSOWORD (]! [eeesessesees periodic backup and
send the backup files to
REMOTE PATH /
a remote FTP server.
TRANSFER MODE ®
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Samsung AR

5.2 Downloading the Backup Wireless Enterprise”

The backup is stored under Help
/disk/etc/config. Not available
when doing periodic backup as
the backup files are stored in a

remote FTP server in that case. sckage Info | Package Verfy | Dowrload || pload [ Rename | copy | move [ elete |

]
Local Management Users =
g -6
B-F
Logs » L':j_
BB
DB backup/restore

Reboot b B @ Then Click Download
..... D

Factory Reset U“'I:II

..... D )

&5 To download, simply

check the backup

Package Upgrade
FTP-SFTP
Time

License
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Samsung

5.3 Upgrading the APC Wwireless Enterp@em

Samsung

wireless E Administration Help

Y

SNMP 3 Package Upgrade > APC
HTTP-HTTPS
Telnet-SSH
Local Managemerﬁ Users 4
Select Package File

Logs 4 -

CURRENT VERSION 1.5.9.F
DB Backup,‘Restﬂ B PACKAGE NAME

COMPATIBILITY -
Reboot k wecB500_1.4.12.R bin

e comrcumamon wecB500_1 4.5 R tmp.bin Here you will select the
Factory Reset wecB500_1.4.8.R bin \ }
wec8500_1.5.4.T1.bin package you WISh to

File Management; > wecd500_1.5.6.T bin

wecds00_1.5.9.R bin |
Package Upgrade - upgrade to
Saving Control 2
AP ® Save and Package Upgrade Package Upgrade Without Save
FTP-SFTP
fime ' Package Upgrade Status
License STATUS -
Tech Support ]

WE-WLAN - Day 1 - Jan. 2015



Samsung A

5.3 Upgrading the APC Wireless Enterprise™

Samsung
wireless EITtEr‘PI"ISE Monitor Configuration Help
SNMP Package Upgrade >

HTTP-HTTPS

Telnet-SSH

;

Local Management Users

Legs CURRENT VERSION

DB Backup/Restore |\.\'ec850071.5.4Tl.bin s

Reboot

Factory Reset
PACKAGE NAME

COMPATIBILITY

BACKUP CONFIGURATION *
FTP-SFTP

Time
License

Tech Support

STATUS

With V2.3.5.R and higher, the system will now inform
you that a backup configuration does exist and give
you the option to restore this configuration or keep
your current configuration.
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5.3 Upgrading the APC

Sarpsung A
Wireless Enterprise”

Samsung

Wireless Enterprise

Monitor Configuration Help

SNMP 4
HTTP-HTTPS

Telnet-SSH

Local Management Users 4
Logs 4
DB Backup/Restore

Reboot +
Factory Reset

File Management

AP
FTP-SFTP
Time
License

Tech Support 4

Package Upgrade »

CURRENT VERSION

wec8500_1.5.9 R bin v

PACKAGE NAME

COMPATIBILITY

BACKUP CONFIGURATION L
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Hit Apply

Conversely, it will also inform you if no
backup configuration exist.



Samsung A

5.4 AP Upgrade Wireless Enterprise™

YOU SHOULD ALWAYS UPGRADE THE APC BEFORE YOU
ATTEMPT TO UPGRADE THE ACCESS POINTS
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Samsung

5.4 AP Upgrade Wwireless Enterp@em

Samsung

Wireless E

Administration

-

AP Upgrade Advanced
SNMP » Package Upgrade > AP > AP Upgrade
HTTP-HTTPS
hr'l'li.'i hll'l I"'l |H'i
Telnet-S5H
Local Manageme*t Users CL . ;
Global Settings to upgrade all AP’s
Logs 3
Current Download : 0 Wait AP Count: 0 Total Entry : 5
DB B“‘:k”D/RESt# e CAPWAP ACTIVE  OTHER  CONFIG FORCE  UPGRADE  FAIL
AP NAME AP GROUP MODEL  IP ADDRESS SCOPE
STATUS  VERSION VERSION VERSION UPGRADE  STATUS  REASON
Reboot 4
Factory Reset - o i - Success
File Managemend, b Eddie Home HomeG EA302 92.1 4 5.9 4.12 Global - " Buc ess
APC Uparade
FTP-SFTP . SLUUET LS AL Wwalc SUSEOorUUp ViCRAOUL 13£.100.1U. 1 US U Ladad Lo 0.™ allbd - W JULLESS
Time 3 1
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Samsung A
5.4 AP Upgrade Wireless Enterprise™

SNMP rade > AP >

Select the Scope
HTTP-HTTPS fvour upgrade
Telnet-SSH ory | indwidual || wst |

Local Management Users > /u
Logs 4
DB Backup/Restore [ conc: : c oor | Select the Package
S N TARGET AP & i duel : /
Factory Reset SELECT AP PACKAGE > Current 3, Current [=]
File Management 4

e AP AP CAPWAP ACTIVE DOTHER CONFIG FORCE UPGRADE FAIL

Remote AP Group MODEL IP ADDRESS SCOPE

NAME GROUP STATUS VERSION VERSION VERSION UPGRADE STATUS REASON

FTP-SFTP
Time »
License 1
Tech Support 4
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Samsung A
5.4 AP Upgrade Wireless Enterprise™

SNMP » Package Upgrade > AP >

HTTP-HTTPS

Telnet-SSH

Local Management Users

Logs 4

DB Backup/Restore ToooT s

Reboot . After hitting Apply you will be able to
Factory Reset watch the progress below | Current

File Management

A

1 pn Count ' 0 Ttz Enfry -
e AP AP CAPWAP ACTIVE OTHER CONFIG FORCE UPGRADE FAIL
Remote AP Group MODEL IP ADDRESS SCOPE
NAME GROUP STATUS VERSION VERSION VERSION UPGRADE STATUS REASON
FTP-SFTP
Time
License 1

Tech Support
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Samsung AR

5.4 AP Upgrade Wireless Enterprise™

Package Upgrade > AP >
The page at 192.168.100.11 says:

The selected package file is not suitable for the AP model. M H
0K M
v

scoPE 1 .

TARGET AP 2

A I weafama_1.5.9.R.bin I

If you try and upgrade an AP with a
package that is not intended for said
AP, the system will alert you

p——
CAPWAP ACTIVE OTHER CONFIG FORCE UPGRADE FAIL
AP NAME AP GROUP MODEL IP ADDRESS SCOPE
STATUS VERSION VERSION WERSION UPGRADE STATUS REASON
"
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Samsung

Upgrading the APC and AP “Lab 15”

Lab 15 -

Upgrading the APC and AP
1. Go to Administration - Package Upgrade - APC
Select the package
Select Save and Package upgrade
Select Restore Backup Configuration
Hit Apply
Verify the new version by clicking on Monitor
Go to Administration - Package Upgrade - AP
Select Global Settings
Select the scope as Quick Upgrade
Select the AP Package
Hit Apply
Verify new version by going back to Administration - Package Upgrade - AP

© 0N A WDN

e
N = O
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Samsung A

5.5 Default the APC Wireless Enterprise™

Check the Reset you  configuration Help
would like to use

SNMP I

HTTP-HTTPS -
Telnet-SSH u
Local Management Users

- ol : \

DB backup/restore

Reboot

& Wireless Enterprise Manager - Google Chrome | = | E] |ﬂh

@ (9 192.168.100.11/confirm_password.php?frm=form_dt

I s

Enter the password,
then hit Apply
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5.6 Disaster Recovery for APC

Samsung

U D
Wireless Enterprise”

File Management > APC-Local PC

)

In the event of disaster, the
new APC must first be
upgraded to the same version

[ package info | Package ve

disk =] . as that of the Backup
(& dis ‘ane database
[ debug , 5
- Press Upload S :
= 0 . Toe 23:07  ame
& 192.168.100.11/content/administration/upload.php?cate=administration&path=File Ma...| = = Y
L1 ]_92.lES.l@c-"ie"ﬁ,—*ac: ministration/upload.php?cate=administration&path=F
.
E_.. —_—
[+ I Choose File o file chosen I
E_..
Cpen =
=1
Upload the back to Foot @vv l2 <« Samsung_W.. » NPLWLAN_SYSTEM = [ *2 | [ Search NPLWLAN_SYSTEM o
the /dlsk/etC/Conflg ) | Crganize - Mew folder == - Bl
folder - Favontes i MName . Date modified Type
Bl Desktop 10,/9/2013 4:19 PM Configur
& Downloads npi_backup_wlan10292013.wecB500.config § 10/29/2013 2:27 PM XML Con
& Google Drive = - E " 10/8/2013 9:08 AM XML Con
=i\ Recent Places
=l Libraries
3 Documents
.J"- PAusic
=| Pictures
B videos
- T +
File name: npi_backup_wlanl0292013.wec850 - lAII Files vI
l Open |vI I Cancel J
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Samsung A

5.6 Disaster Recovery for APC Wireless Enterprise™

Samsung

WirelessEnterprise Monitor | Configuration | Administration Help

-

SNMP » DB backup/restore
HTTP-HTTPS
Telnet-SSH -
Local Management Users DB Backup
Logs N FILE NAME npi_backup_wlan10292013
STATUS @
Using the dropdown, select npi_backup_wlan10292013 | ——
q npibackup 1082013

the file name to be uploaded

D RESLUTE
Package Upgrade ' FILENAME e
FTP-SFTP LOCAL MANAGEMENT USERS Include @ Not include Optional: Choose if you want the
Time y | AR Users uploaded from the backup
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Samsung AR
5.7 APC Redundancy Wireless Enterprise”

An operator can add backup APCs to an AP to make the backup APCs provide the service even when an APC
fault occurs.

The maximum number of backup APCs that can be registered to one AP per model is as follows

APC Model The maximum number of APC systems that can be registered
WEC8500 3 (Primary Server, Secondary Server, Tertiary Server)
WEC8050 2 (Primary Server, Secondary Server)

If a fault occurs to the primary APC while an AP is connected to the primary APC, the AP is connected to the
secondary APC. If a fault also occurs to the secondary APC, the AP is connected to the tertiary APC. For
reference, the WEC8050 model does not support a tertiary APC.

Operator can also configure fallback to return to the original APC from the backup APC during the service. If
the fallback operation is configured, the AP periodically performs health check to check whether the
primary APC can be connected. When the connection is required, it can immediately perform fallback
according to the fallback option or can perform fallback on a specified time. The reason why configuring
fallback time zone is to minimize the service interruption due to fallback by making it happens when the
load is low.

In an APC, operator can configure the primary and backup APCs of an AP in the following steps.
1. Register APCs to the APC list.

2. Add the APCs in the APC list to redundancy.

3. Configure redundant APC servers per AP or AP Group

APC list is being used for RRM functionality or clustering as well.

VVL VVeLruv vuy o Ul v ao



Samsung A

5.7 APC Redundancy Wireless Enterprise”

1. AP setting & CAPWAP joining
- Setting Ethernet IP address & CAPWAP IP of AP
- AP gets all APC’s IP Lists by provisioning
Primary 2. Primary APC failure
3. AP discovers APCs except Primary

- Once AP detects the failure of Primary APC, AP sends

Secondary Discovery Request to whole APCs except Primary.
4. AP joins APC
- If AP receives Response from Secondary, AP tries
' immediately CAPWAP join to Secondary.
Tertiary mmediately 1o Y

If not, AP collect Response from all APCs during Discovery Interval

and AP joins CAPWAP to APC of the highest priority.
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Samsung A

5.7 APC Redundancy Wireless Enterprise”

Prerequisites
1. To configure redundancy, candidate APCs have to be added in APC List.

Controller > APC Lists : Add

APC NAME APC-2
MAC ADDRESS 4 dg9 fb 40 ch fc

Add the APCs in the APC list to redundancy
1. Add APCs to Redundancy

Controller > Redundancy > Add

hiw'i'i hllu ili
APC NAME IAF’C-E .

MAC ADDRESS f4:d9:fb:40:c8:fc

IP ADDRESS 10 10 10 12
PORT 5246
PUBLIC IP ADDRESS 0 a 0 0
PUBLIC PORT 5246

WE-WLAN - Day 1 - Jan. 2015



Samsung A

5.7 APC Redundancy Wireless Enterprise”

Configure redundant APC servers per AP

1. Set DISCOVERY TYPE of AP as APC Referral
2. Set PRIMARY CONTROLLER NAME or SECONDARY CONTROLLER NAME

Access Points > General

AP PROFILE NAME -

AP NAME ap_1

AP GROUP NAME

AP MODE 1 IGEI‘IEFE['AP

MAC ADDRESS 11:11:11:11:11:11

MAP LOCATION

LOCATION
IP ADDRESS
IP ADDRESS POLICY () DHCP @ AP Priority (AP Followed) (O Static IP

IP ADDRESS 0 0 1]

NETMASK 0 0 4] 0 [NOTICE]

GATEWAY o .o .o |8 AIIAPC’s must have the same setup, a mirror image of one
DISCOVERY TYPE 2 |APC Referral || another.
ADMIN STATUS U The interfaces will have different IP’s, but should belong to
OPER STATUS Down the same vlan.
PRIMARY CONTROLLER NAME ° |APC-1(10.10.10.11)[v| Naming should match for groups, wlans etc.

seconpary conTrouter name > [APC-2 (10.10.10.12)[v]  Security should be setup the same on both APC’s

TERTIARY CONTROLLER NAME I """""""
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Samsung A

5.7 APC Redundancy Wireless Enterprise”

Configure redundant APC servers per AP Group

1. Enable OVERWRITE AP CONFIG for Redundancy configuration. It makes APC copy AP group profile of redundancy to APs in the AP group.
2. Set DISCOVERY TYPE of AP Group as APC Referral
3. Set PRIMARY CONTROLLER NAME or SECONDARY CONTROLLER NAME

AP Groups > General

AP GROUP NAME ap_group [_]Remote AP Group
AP GROUP DESCRIPTION 1]
AP COUMNT 1

WLAN COUNT

[[] ovERWRITE AP CONFIG

AP MODE ! IGeneraI AP

[[] ovERWRITE AP CONFIG

LOCATION o
] ovERWRITE AP CONFIG

IP MODE () DHCP @ AP Priority (AP Followed
[[] ovERWRITE AP CONFIG

ADMIN STATUS @ Enable () Disable

[«] oOVERWRITE AP CONFIG

DISCOVERY TYPE 2 |APC Referral [v|

PRIMARY CONTROLLER NAME |AF’C—1 (1 I}_1C|.1D-.11}
SECONDARY CONTROLLER NAME IAPC—2 (10.10.1 I}.12}
TERTIARY CONTROLLER NAME | ____________
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5.7 APC Redundancy

Samsung A
Wireless Enterprise”

Samsung
Wireless Enter*pr'ise Monitor Administration | Help
Controller » .
Here is where you setup the
General
Fall Back Feature S
Ports M
Interfaces /
Interface Groups
Network » FALL BACK *
Multicast ¥ TYPE
Country TIME 23v .00 23v| |30
ielall INTERVAL (SEC) 120
SCALISLCs ¥ . |
Fallback Parameter Description H
Access Points )
TYPE Select fallback type(now/at-time)
AP Groups - now: Initiates fallback as soon as failover occurs.
- at-time: Initiates fallback only at the set time.
Remote AP Groups
) TIME Sets operating time when the TYPE is at-time
Security 4 . "
- hh:mm-hh:mm (start hour:start minute-end hour:end minute)
Rogues 4
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Default the APC “Lab 15” Wireless Enterpride”

Lab 15 -
Default the APC

1. Go to Administration - Factory Reset

2. Check “Reset all configurations and delete user files”
3. HitApply

4. Enter Password and press OK
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Samsung A

Samsung WLAN Day 1 Wireless Enterprise”

End of Day 1
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